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Introduction 

I performed a forensic analysis of the Mesa County Dominion Voting Systems (DVS) Election 
Management System (EMS) server and submitted two forensic reports to the court (via counsel) 
entitled “Mesa County Colorado Voting System Report #1” (hereafter referred to as “Report #1”) 
and “Mesa County Colorado Voting System Report #2” (hereafter referred to as “Report #2) 
which are incorporated fully herein. My credentials are attached to Reports #1 and #2 and are 
incorporated herein as well. 

I wrote a letter to Mr. John Case dated March 11, 2022 regarding Dominion Voting Systems 
Democracy Suite 5.13-CO, which is also incorporated herein. 

Comments on the Proposed Rules: 

In Colorado, voting systems are required by law to comply with the 2002 Voting Systems 
Standards (VSS) published by the Federal Election Assistance Commission (EAC).  The proposed 
rules do not comply with the VSS and would cause non-compliance with the law. 

Election Records are required by the VSS to be preserved for 22 months but both DVS D-Suite 
5.11-CO and DVS D-Suite 5.13-CO fail to meet this requirement. 

The VSS states in Volume 1, page 2-34, section 2.2.1.1, Data Retention, with respect to United 
States Code Title 42, Sections 1974 through 1974e that: 

“Because the purpose of this law is to assist the Federal government in discharging its law 
enforcement responsibilities in connection with civil rights and elections crimes, its scope must be 
interpreted in keeping with that objective. The appropriate state or local authority must preserve 
all records that may be relevant to the detection and prosecution of federal civil rights or election 
crimes for the 22-month federal retention period, if the records were generated in connection with 
an election that was held in whole or in part to select federal candidates.  It is important to note 
that Section 1974 does not require that election officials generate any specific type or classification 
of election record. However, if a record is generated, Section 1974 comes into force and the 
appropriate authority must retain the records for 22 months.” 

The same section further states: 

“Regardless of system type, all audit information spelled out in section 4.5 of the Standards shall 
be retained in its original format, whether that be real-time logs generated by the system, or 



manual logs maintained by election personnel.  The election audit trail includes not only in-process 
logs of election-night (and subsequent processing of absentee or provisional ballots), but also time 
logs of baseline ballot definition formats, and system readiness and testing results.” 

In Report #1, I documented the finding of fact that DVS D-Suite 5.11-CO is configured to record 
only 20 megabytes of log data before overwriting the log file and thus destroying all prior records.  
In my letter to Mr. Case dated March 11, 2022, I documented that DVS D-Suite 5.13-CO is 
programmed in precisely the same manner as delivered by DVS immediately following its 
installation by the vendor and Secretary of State personnel. 

To put this in context, the Voluntary Voting Systems Guidelines (VVSG) issued by the National 
Institutes of Standards and Technology (NIST) states that a system should provide a minimum of 
20 gigabytes of storage for log files, and at least twice the amount of storage space that is 
anticipated to be needed.  While VVSG compliance is not required by Colorado law, it none the 
less serves as a robust example of the minimum reasonable configuration of Voting Systems 
logging capability. 

In my examination of D-Suite 5.13-CO, it was noted that one single entry in a typical log consumed 
68 kilobytes.  Dividing the size of one log entry into the available 20 megabytes of storage results 
in a log capacity of 294 log entries.  A busy computer can easily generate this many logs in a single 
minute, and often in only several seconds.  

The configuration of the logging systems in the Mesa County system is 3 orders of magnitude, or 
1,000 times, less than NIST indicates is reasonable and required.   

To put this in context, let’s consider the example of automobile mileage as follows: (for the 
purpose of illustration) an average car achieves 20 miles per gallon of fuel, and holds 20 gallons 
of fuel.  This gives the car a travel range of 400 miles without refueling.  One order of magnitude 
less would be (20 ÷ 10) 2 gallons of fuel, which would transport the vehicle 40 miles.  Two orders 
of magnitude less would be 0.2 gallons of fuel, which would transport the vehicle 4 miles.  Three 
orders of magnitude less would be 0.02 gallons of fuel, or 2.56 ounces of fuel, which would 
transport the vehicle 0.4 miles, or approximately 704 yards.  Four hundred miles versus 704 yards, 
less than ½ mile: keep this ratio in mind in understanding the fact that Colorado Voting Systems 
are configured to hold 1,000 TIMES LESS than the recommended minimum amount of log data. 

Chain of Custody is addressed extensively in the management of election records, the most obvious 
of which being ballots themselves.  The purpose of a chain of custody is to maintain accountability 
for the handling of election records and to allow for the testimony of the custodians of the records 
to verify that the records were received, stored and / or transported and delivered without any 
modification. 

When a ballot is surrendered to an election management system, it is scanned into a digital image 
(e.g., picture), interpreted by the computer system (and when necessary, by election judges), and 
then tabulated, in addition to any other processing that occurs.  No human is capable of directly 
observing the digital manipulation of the bits and bytes of data inside the computer system; thus, 
the computer generates a record of its actions, and stores these records into log files. To verify how 



the computer processed these ballots, it is necessary for the entire set of logs to be examined.  This 
entire set of log information documents what users were present, how they were connected, what 
programs or applications they executed, as well as what the programmed software of the system 
did, how it processed the ballots, how it added or tabulated them and how each exception was 
handled, in addition to a timestamp measured in fractions of a second, that allows the order of 
events to be reconstructed. 

No human can accurately determine the actions taken by the computer without these log files.  It 
is the examination of the total set of this log data that we refer to as an Audit.  Due to the enormous 
complexity of computer systems, no audit can accurately verify correct operation of a computer 
system absent its log files. 

Colorado voting systems do not store a complete set of election records and are not in compliance 
with Federal and State law.  Colorado Secretary of State instructions do not provide for a complete 
forensic copy of the voting system adequate for the prosecution of election crimes, despite the fact 
that the Secretary of State is charged in Federal Law with the responsibility “to assist the Federal 
government in discharging its law enforcement responsibilities in connection with civil rights and 
elections crimes.”  Noted in conjunction with my prior statement regarding the retention of records 
in their originally generated form, see Fed. R. Evid. 1002, the Best Evidence rule, which codifies 
the original record as the best evidence.  The failure to preserve log data in its originally-generated 
format is inconsistent with the Federal Rules of Evidence and in fact may result in a dismissal of 
any prosecutorial charges against perpetrators because Colorado knew (or should have known) 
better and refused to comply with Federal Law.  At a minimum I would recommend a defendant 
make such an argument, and the courts have a history of ruling in favor of such an argument; again 
see Fed. R. Evid. 1002. 

In Report #2, I examined D-Suite 5.11-CO and demonstrated the failure of security mechanisms 
to protect election records.  Many hundreds of configuration parameters are required to be properly 
configured in order to secure a computer system, not only in the operating system, but within its 
security software and application software.  Further programming mistakes create system 
weakness that can be readily exploited to gain access and execute programs.  Rather than present 
several hundred configuration settings and present the court with the challenge of finding fact 
among disagreeing experts, given that the security configuration of the voting system was so 
egregiously weak, I demonstrated the weakness by actually breaking in to a virtual copy of the 
system and proving its inability to protect voter data. 

The proposed rules are wholly inadequate.  Colorado Voting Systems fail to adequately preserve 
computer-generated original election records.  The rules should be written such that not only is 
appropriately strong security implemented but that records are retained that would support a 
criminal prosecution as required by law in compliance with the Federal Rules of Evidence (e.g., a 
forensic copy of the entire data storage device(s) from each and every component of the Election 
Management System including all workstations, servers, network storage devices, ballot marking 
devices and any other system that processes or in any way directly or indirectly impacts voter data, 
the actual vote or related data including election preparation and testing data), rather than erasing 



those records.  Chain of custody MUST include all the actions taken by the computer to the Vote 
Data and its processing.   

To do less is to ensure that elections cannot be validated as having integrity and fairly representing 
the will of the people. 

Respectfully Submitted, 

Douglas Gould 
Morehead City, North Carolina 
dgould@cyberteamus.com 
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Douglas Gould         March 11, 2022 

5125 Midyette Ave. 

Morehead City, NC  28557 

Mr. John Case, P.C. 

5460 S. Quebec St. #330D  

Greenwood Village CO 80111 

 

Re: Dominion Voting Systems Democracy Suite 5.13 

 

Dear Mr. Case: 

 

I am the forensic expert of record examining the Mesa County, Colorado Dominion Voting Systems 

(DVS) systems.  I have examined forensic images of DVS Democracy Suite (D-Suite) version 5.11-

CO used in Mesa County in the 2020 general election and in 2021 elections prior to its being updated 

in May of 2021 by DVS and the Colorado Secretary of State team.  I have also examined the DVS D-

Suite version 5.13 image that was installed in that update process. I authored two reports, delivered 

confidentially to counsel, that have since been released publicly. 

 

The forensic copies of the voting system were made 2 days prior to, and 2 days after the execution of 

the DVS Trusted Build process that installed DVS D-Suite 5.13. 

 

While in my opinion, the D-Suite 5.13 software that was installed in the trusted build process is a 

“default installation” of the software and lacks the expected local configuration necessary for an 

election (for example, each authorized person having their own userID and Password), and there are 

no “election projects” which would contain ballot definitions as well as tabulation databases, as 

delivered this system is not compliant with 2002 Voting System Standards (VSS). 

 

The preliminary findings for Mesa County’s DVS D-Suite v5.13 software include: 

• The presence of Microsoft SQL Server Management Studio, ver. 17.1 

o Which is now on the list of software included in the certification document, 

• The system is configured to overwrite log files that exceed 20 megabytes (20Mb) 

o Which will hold only approximately 302 entries based on the average log entry size, 

• The software firewall (Microsoft Windows Defender) is configured to allow access from any 

IP address in the world to access the SQL service port (1433) 

o In fact every internet protocol is set to allow access from any IP address in the world, 

• The system uses generic userIDs and a common shared password, some of which have 

administrative access  

o However configuration of an “election project” would be expected to change this. 

• There may be wireless devices included in the election systems hardware that would require 

physical inspection (disassembly) to verify by visual inspection of internal system 

components in addition to the assembly data provided by Dell. 

 

While it should be reasonably expected for a proper configuration to address these deficiencies, that 

finding is not in evidence for DVS D-Suite v5.13 in Mesa County.  As examined, the DVS D-Suite 

v5.13 is not compliant with VSS requirements. 
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Sincerely, 

 
 

Doug Gould 

Chief Technical Officer, Cyber Team US 









































































































































































Doug Gould Biography 
Doug Gould is an expert in Cyber Security with more than 40 years’ experience in the field.  
Doug retired from AT&T after 31 years, where he served as Chief Cyber Security Strategist.  He 
currently serves as Chief Technical Officer at CyberTeamUS. 

 

Doug began at AT&T with Bell 
Laboratories, serving in the 
Semiconductor Laser 
Development department and 
later in the Bell Lab’s Security 
Group, as a delegate to the Bell 
Labs’ Unix Systems 

Subcommittee, was an early pioneer in the field of 
Computer Forensics and won a Bell Labs Innovation 
Award. At AT&T he designed the security 
architecture for one of the largest states in the US, 
consulted with cabinets of the nations’ largest 
corporations and designed the first healthcare 
network fully compliant with Healthcare 
Information Exchange standards. Outside AT&T, he 
has overseen security for a US Government Agency 
and has solved major cases for the FBI and Secret 
Service; he has served as an Officer of the Court as a 
forensic expert and has been an expert witness in 
landmark cybersecurity cases.  He designed security 
architectures for DoD networks including some of 
the most sensitive areas of the Government.  Doug 
has owned and led several professional services 
firms in the Information Security field.  He served on 
the NC Council for Entrepreneurial Development 
and has consulted with many companies about the 
complex integration of business and technology. 

 

Doug is the past president of Eastern North Carolina 
InfraGard, the public-private partnership between 
the nation’s critical infrastructure operators and the 
US Intelligence community. 
 

Doug’s background is at the Master’s level in 
Electrical Engineering, Computer Science, Computer 
Security and Business Administration. 
 

He is a subject matter expert in: 
• Strategic Enterprise Security 
• Security Architecture & Design (including 

network Micro-Segmentation) 
• Security Governance 
• Risk Management 

• Security Device Technologies (Firewalls, 
IDS/IPS, DLP, SIEMs, Encryption, VPNs, 
Unified Threat Management, etc., 
Enterprise, Remote and Cloud) 

• Information Forensics (Computer & Network 
Forensics) 

• Public Key Infrastructures 
• Identity and Access Management  
• Authentication, Authorization and Access 

Control (incl Biometrics) 
• Regulatory Compliance 
• Physical Security (Threat Assessment/Risk 

Analysis, TSCM, Access Control, 
Counterterrorism & Counterintelligence, 
facility and site protection) 

• Business Continuity & Disaster Recovery 
Planning 

• Response & Recovery Strategy 
• Threat Intelligence  
• Intelligence Analysis 

 

Doug served as Chief Information Security Officer at 
the World Institute for Security Enhancement, has 
written advanced security courses, developed 
advanced security methodologies and has taught 
government, private sector professionals and law 
enforcement agents information security, computer 
forensics, advanced computer forensic sciences and 
Technical Surveillance Countermeasures (TSCM). 
 

Doug holds numerous certifications in security 
including the CISSP and Certified Anti-Terrorism 
Specialist (CAS), as well as numerous instructor 
certifications in security. 
 

Doug currently serves as Chief Technical Officer at 
CyberTeamUS. 

 

He is a Vietnam-era US Navy Veteran where he 
worked in Electronic Warfare and Electronic 
Intelligence. 
 

Doug is an invited conference speaker. 

Joanna Bila
Rounded Exhibit Stamp



Doug Gould Forensic Addendum 
Major Forensic Cases 

• 1986 – Disclosure of National Security Information 
Discovered a leak of highly classified information and was able to identify the perpetrator within 
a group of 15 people.   The FBI and US Naval Investigative Service brought this to resolution. 

• Early 1990’s – US Secret Service investigation, “Mothers of Doom” hacker case 
At USSS Evidence Lab, in response to a request for assistance from USS SA Jack Lewis, performed 
evidence recovery and identified 800 pages of evidence, invalidating immunity of a suspect’s 
testimony in a proffer session. 

• Late 1990’s – Interpath, a North Carolina Internet Service Provider (ISP) 
This ISP was a tier-1 (top level) provider infected with Stacheldraht malware.  Investigated the 
live (running) server and identified that all evidence on disc had been deleted.  The only 
remaining evidence was a running program in memory, which was recovered.  This case changed 
the Best Practice in Forensics – no longer is the first step necessarily removing the power.  Had 
that been done no evidence would remain in this case. 

• Late 1990’s – As senior security administrator for the US EPA, investigated a complaint from the 
White House of computer intrusions and discovered an international attack involving 4 countries. 
Wrote monitoring and tracking software to capture the perpetrator online, brought together the 
FBI, Royal Canadian Mounted Police (RCMP), Scotland Yard and Deutche Bundespost in a live 
investigation tracking the intruder resulting in an arrest in Germany. 

• South Carolina – A Public Works supervisor accused of violation of county policy was fired and 
brought countersuit. Forensic investigation recovered 4 3” thick binders of evidence showing 
sexual misconduct.  Countersuit dismissed. 

• Discovered Al Qaida attack plans targeting US Soil. Working with the FBI, the perpetrator, who 
was a foreign citizen in the US.  Arrest made within 48 hours and the attack was thwarted. 

• Mid-2000’s – Florida vs. Rabinowicz – in a case where possession of contraband was the only 
element of proof, stipulated that the contraband was authentic and present.  I proved 
forensically that the defendant was not technically in possession of the evidence and that 
evidence was planted.  Qualified as an expert witness and provided expert testimony in this case. 

• Mid-2000’s – Identified a leak of national security from Oak Ridge National Laboratory involving 
chemical weapon information using forensic analysis and was able to identify the perpetrator.  
DSS responded and resolved the case. 

• Mid-2000’s – Investigated sabotage of a health industry contractor.  The systems administrator 
had been fired and sabotaged the system.  Solved the case and the administrator went to prison. 

Instructor of Forensics 
• Taught Forensics and Advance Forensic Techniques to State Law Enforcement, Military and major 

corporate customers at the World Institute for Security Enhancement. 
• Taught Technical Surveillance Countermeasures (TSCM) course for government and industry at the World 

Institute for Security Enhancement. 
• Wrote the entire course and taught the entire CISSP curriculum at Able Information Systems. 
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