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Andrea Gyger

From: Jeff Van Bogaert 
Sent: Tuesday, June 18, 2019 10:28 AM
To: SoS Rulemaking
Subject: Comments - working draft Election rules

Voting changes in Colorado. See 
https://content.govdelivery.com/attachments/COSOS/2019/06/17/file_attachments/1232251/20190617_Workin
gDraft_ElectionRules.pdf 

"2.10.1 The information states that the individual is currently serving a sentence of 
incarceration or paroleOF DETENTION OR CONFINEMENT IN A CORRECTIONAL FACILITY, JAIL, OR 

OTHER LOCATION for a felony conviction;" -- Felons on parole can now vote? 

 
"9.1.4  Age. The election judge must ask the elector, “ARE YOU AT LEAST 17 YEARS OF AGE 

AND WillWILL you be 18 years of age or older on OR BEFORE THE DATE OF THE NEXT GENERAL 

ELECTION election day?” -- 17 year olds can vote? 

 
"11.2.1 The designated election official must maintain an inventory record for each electronic 
vote tabulating device used in an electionCOMPONENT OF THE VOTING SYSTEM. The record 
must include the manufacturer, make, model, serial number,  hardware/firmware/software 
version or release number, hash value documentation where applicable,AND date of acquisition,. 
description of any services, repairs, maintenance, upkeep, and version upgrades, and the dates 
the services were performed."  --  Since most hacking is through the software, there will no 
longer be any way to tell how or when or by whom it was done. 
 

"20.2.4 The county may install additional or modified software developed by the vendor on any 
component of the voting system only if the software is specifically listed on the Secretary of 
State’s certificate and verified against the state trusted build. Nothing in this Rule precludes the 
use of commercial off the shelf software, provided that the software is included in the certified 
list of services and executables for the certified voting systems." -- Doesn't this mean that 
unapproved and untested and potentially corrupt software can be installed? 

"20.6.1  In addition to the access controls discussed in Rule 20.4 20.5, the county must change 
all passwords and limit access to the following areas:  
 

(a)The county must change all software passwords once per calendar year prior to the first 
election. This includes any boot or startup passwords in use, as well as any administrator and 
user passwords and remote device passwords. ANY PASSWORDS ASSOCIATED WITH A VOTING 



2

SYSTEM ACCORDING TO THE CONDITIONS OF USE.  
 

(b)The county must change all hardware passwords once per calendar year prior to the first 
election. This includes any encryption keys, key card tools, supervisor codes, poll worker 
passwords on smart cards, USB keys, and voting devices themselves as it applies to the specific 
system." -- Doesn't this eliminate the requirement that old passwords be eliminated, facilitating possible 
fraud? 




