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Post-election audits are used to determine whether the voting machines used in an
election performed as they should, or if they malfunctioned (whether because of programming
errors or malicious interference of a third party attempting to alter the results of an election).
They are conducted after all ballots in the election have been counted but before an election is
certified, in case the election must be recounted or rerun due to the results of the audit.

We have identified three types of post-election audits relevant to ranked choice voting
elections: conventional audits, risk-limiting audits (RLAs), and Bayesian audits. This paper
focuses on the application of risk-limiting audits to RCV races, particularly under Colorado law.
In short, single-winner RCV races can currently be audited using risk-limiting audit methods, but
running those audits requires computer science and audit expertise.* Multi-winner ranked choice
voting

Risk-Limiting Audits

As stated in Colorado law, “risk-limiting audits provide a more effective manner of
conducting audits than traditional audit methods in that risk-limiting audit methods typically
require only limited resources for election races with wide margins of victory while investing
greater resources in close races.” Colo. Rev. Stat. § 1-7-515(1)(a). Colorado law also provides
for local adoption of ranked choice voting, also known as instant runoff voting or the single
transferable vote. Colo. Rev. Stat. 8 31-10-617(1). Two cities in Colorado have adopted ranked
choice voting for their local elections, and several are considering adoption, including Pueblo
and Denver. Ranked Choice Voting Resource Center, Where Ranked Choice Voting is Used,
https://www.rankedchoicevoting.org/where used.

Ranked choice voting elections present challenges for risk-limiting audits, although ones
that can be addressed in single-winner RCV elections. The biggest hurdle for risk-limiting audits
of RCV elections is determining the margin of victory in a given RCV contest. To start, the
margin in the final round of counting in an RCV race is not necessarily the closest margin that
might have affected the outcome in an RCV contest. The simplest way of saying this is, if there
is an earlier round where a candidate was eliminated and the margin between that candidate
and the person with the next highest number of votes in that round is smaller than the margin in
the final round, then that earlier round margin could be the actual margin you need to use to run
a risk-limiting audit. The actual question being asked to determine RCV margins is more
complicated and more difficult to answer than that, but that is the heart of the question.

Algorithms for determining the margin of victory in single-winner RCV races, also known
as instant runoff voting (IRV), have been created and improved upon over the last five years.?
The most recent and efficient algorithm for determining the margin of victory is described in

! This description of the state of RLAs for RCV elections leaves out much of the detail required to run
real-world RLAs. How to conduct audits across jurisdiction lines, how to randomly sample ballots, data
security for ballot information, whether voting machine ballot data is available, and other detailed
implementation questions for RLAs are not impacted by the voting method to be audited, and so are not
covered here. This paper does not cover auditing multi-winner RCV, as there is currently no way to
calculate margins for multi-winner RCV.

2 Research in to creating these sorts of algorithms for top-two and top-three RCV (where only the top-two
or top-three vote getters in the first round of a single-winner RCV race proceed to later rounds) is
underway. Calculating margins will be simpler for these methods.


https://www.rankedchoicevoting.org/where_used

“Efficient Computation of IRV Margins” by Blom, Stuckey, Teague, and Nidhar, published in
2015. Software to produce the equations finding these margins is available at this github. It is
written in the programming language C. The program must be run in tandem with CPLEX or
similar software that can be used to run complex models such as the equations produced by the
software linked to above. A simpler, rougher method of resolving this problem calculates the
upper and lower bounds of the margin of victory across all rounds of counting and uses the
lowest margin to calculate the sample size for the audit. Methods of estimation are laid out by
David Cary in “Estimating the Margin of Victory for Instant-Runoff Voting.”

Once the margin of victory in an RCV race is derived, that margin can then be plugged in
to the risk-limiting audit formula laid out in “Conservative Statistical Post-Election Audits™ to
determine how many ballots must be hand-counted to audit that RCV election. Typical RLA
procedures are then followed: That many ballots must then be randomly selected from the
paper ballot record for hand counting. Those ballots are checked against the digital record of
ballots for discrepancies in the digital record. Depending on the number of discrepancies, the
audit either confirms the result of the election or is run again, with a larger sample of ballots. If
there are enough discrepancies in the ballot samples, a full manual recount may need to be
conducted, as in any RLA.

Colorado’s current RLA rule lays out RLA procedures specifically for the types of
elections currently conducted in Colorado. The resources the state’s RLA rule and procedures
are based upon do not include procedures for ranked choice voting elections. The law as
passed in Colorado, however, does not exclude the possibility of RCV audits, nor does it
exclude the use of other auditing methods such as Bayesian audits (covered by Ron Rivest
here), so long as those audits are truly risk-limiting. See Colo. Rev. Stat. § 1-7-515(5)(b). Also,
the software developed for Colorado’s risk-limiting audits is flexible, and can easily integrate
other forms of audit.

Risk-limiting audit formulas that improve the efficiency of audits have been developed for
vote-for-1 methods of election and are in use in Colorado. Risk-limiting audit formulas have not
yet been designed specifically for ranked choice voting elections. The lack of RCV-specific
formulas for RLAs means running the audit will require a lot of manual labor on the part of the
auditor to set up programs to run the margin calculator and to run those margins through the
older RLA formulas. The formulas are likely to require hand counts of more ballots than are
strictly necessary for an RCV RLA, overcorrect for any discrepancies found in the course of the
audit*, and require more work on the part of the auditor to determine if/when the audit has
satisfied the risk limit. Additionally, running an RLA on RCV right now requires a great amount of
expertise with auditing procedures and computer science. While RLAs of single-winner RCV
elections can be conducted, they are not easily accessible to most people. Tools that will
improve the efficiency of RLAs for RCV elections are in preliminary stages of development now
by Dr. Vanessa Teague of the University of Melbourne and other academics interested in risk-
limiting audits of RCV.

8 RCV elections can currently only be audited by comparison audit, not ballot-polling audit, methods. A
prospective RCV auditor must have access to the digital ballot record as well as the paper ballot record
for an election.

4 Which will, in turn, require relatively more ballots to be hand counted than would be required in an RLA
process designed specifically for RCV.
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Significant work remains to be done to get RLAs of RCV up and running. Further
developing RLAs for RCV should follow a similar path as that followed for RLAs in Colorado:
e Phased implementation beginning with pilot programs
e Specifying the detail of audit procedures in rule, rather than in law.

Bayesian Audits

Bayesian audits are a form of audit that rely purely upon random samples of all ballots
cast in an election. Unlike risk-limiting audits, they do not rely on the margin of victory to
determine sample sizes when conducting the audit. This feature enables Bayesian audits to
more readily be run on ranked choice voting elections (and other non-plurality elections). As
with risk-limiting audits, however, the closer the margin of victory, the more likely a full recount
may be required to effectively audit the election. “Bayesian Post-Election Tabulation Audits
Explained and Extended”, by Ron Rivest, last updated January 1, 2018, explains Bayesian
audits in more detail.

A prototype Python script capable of running Bayesian audits is available for use on Ron
Rivest's github. This script was written in order to audit the Australian Senate elections in 2016,
but was ultimately not used by the Australian Election Commission. More about the
development and potential application of this auditing method to Australian Senate elections is
available in the paper “Auditing Australian Senate Ballots.” The prototype has only been used
with synthetic election data, not real-world RCV election data.

The script requires whoever wants to use it to run a Bayesian audit on an RCV election
to have code, written in the coding language Python, capable of tabulating the results of a given
RCV election according to the rules of the election being audited. The resources at the link do
not provide that tabulation function. Python implementations of a variety of RCV methods are
available at these links:

e https://code.google.com/archive/p/droop/

e https://github.com/DavidCary/CA-SB1288%09
The scripts available at the first link have not been reviewed by FairVote or other RCV experts.
We are working on updating the Minneapolis code available at that archive to use the most
recent counting rules adopted in Minneapolis. The second link is a Python implementation of
California SB 1288, a local options bill passed by the California legislature in 2016 that would
have permitted cities and counties in California to adopt single- or multi-winner RCV for local
elections. Finally, in order to run a Bayesian audit, you will need access to the paper ballot
record from an election.

Here is a proposed set of steps to follow when conducting a Bayesian audit of an RCV
election. Procedure provided by Professor Ron Rivest, of MIT:

1. Pick an initial sample size (e.g. s = 100).

2. Draw s ballots at random from the set of cast ballots, and determine their contents by
hand examination. (A “ballot” here is the full preference order on a ballot.)

3. Determine the "IRV/STV winner(s)" of the current sample.

4. If the computed winner(s) from (3) is not the same as the reported contest winner(s),
increase the sample size (draw more ballots at random), determine their contents by
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hand examination, and return to step (3). Repeat until step 3 does produce the reported
contest winners.

5. On a laptop, compute 1000 "variants" of the sample. Each variant is a random subset of
the sample, half the size of the sample. For example, if the sample has size 500, each
variant would have size 250.

6. On the laptop, determine the "IRV/STV winner(s)" for each of the 1000 variant samples.

7. 1f 95 percent of the variants give the same IRV/STV winner(s) as the reported contest
winner, stop and accept the reported contest winner as the correct winner.

8. Otherwise, increase the sample size (draw more ballots at random), determine their
contents by hand examination, and return to step (3).°

Bayesian audits have not yet been proven to be a risk-limiting audit, though it is possible
they can be truly risk-limiting. The procedure laid out above attempts to incorporate risk limiting
in to the process in Step 7, by requiring 95% of the election variants to match the reported
results of the election.

Research is underway to refine and improve the efficiency of Bayesian audits. To date,
no real world election data has been subjected to this audit method. Additionally, as with RLAs
of RCV, running a Bayesian audit requires computer science expertise and familiarity with
statistical methods.

FairVote and the Ranked Choice Voting Resource Center are working with Ron Rivest
and other auditing experts to get Bayesian audits for RCV elections fully up and running, using
real election data. This, in hand with the work being done on risk-limiting audits, means ranked
choice voting elections can soon be subject to the same rigorous auditing standards now in
place in Colorado.

5 The computer time required to run Step 6 is roughly equal to the time it takes to compute the most
difficult-to-find margins for RCV using the algorithm mentioned in the Risk-Limiting Audits section, about
two minutes. This is a simple coincidence, and may change as more efficient methods for both Bayesian
audits and RLA margin computations are developed.



Sources & Resources
Post-Election Audits
National Conference of State Legislatures, Post-Election Audits,

http://www.ncsl.org/research/elections-and-campaigns/post-election-audits635926066.aspx (last
updated Oct. 10, 2017)

Mark Lindeman and Philip B. Stark, A Gentle Introduction to Risk-Limiting Audits,
https://www.stat.berkeley.edu/~stark/Preprints/gentle12.pdf (2012).

Verified Voting, Post Election Audits, https://www.verifiedvoting.org/resources/post-election-
audits/ (last visited Dec. 4, 2017).

Conventional Audits of Ranked Choice Voting

Lei Zhang and Xuan Zhou, An Assessment of the Audit and the Certification of the Election
Result for the November 2012 Election,
https://drive.google.com/file/d/0B6Xsbk1wDKOoR3BCeDZGNWFIWKkO/view (2013).

One percent manual tally requirement, California Elections Code § 15360,
http://leginfo.leqgislature.ca.qov/faces/codes displayText.xhtml?lawCode=ELEC&division=15.&tit
le=&part=&chapter=4.&article=5. (2017).

California Secretary of State, Instant Runoff Voting in Charter Counties and Charter Cities,
http://votingsystems.cdn.sos.ca.gov/oversight/directives/irv-guidelines.pdf (2010).

City and County of San Francisco Department of Elections, Random selection of precincts for
1% Manual Tally, http://sfgov.org/elections/randomselectionlpercent (last updated Nov. 15,
2016).

Observer Guide to Elections, City and County of San Francisco,
https://stgov.org/elections/sites/default/files/Documents/candidates/ObserverGuide.pdf (2014).

Risk-Limiting Audits for Ranked Choice Voting

Michelle Blom, Peter J. Stuckey, Vanessa J. Teague, and Ron Tidhar, Efficient Computation of
Exact IRV Margins, https://arxiv.org/pdf/1508.04885.pdf (2015).

Michelle Blom, Peter J. Stuckey, and Vanessa J. Teague, Computing the Margin of Victory in
Preferential Parliamentary Elections, https://arxiv.org/pdf/1708.00121.pdf (2017).

Michelle Blom, Software for Margin Computation for IRV Elections,
https://github.com/michelleblom/margin-irv (last updated Nov. 29, 2017).

IBM Analytics, CPLEX Optimizer, https://www.ibm.com/analytics/data-science/prescriptive-
analytics/cplex-optimizer (last visited Dec. 4, 2017).



http://www.ncsl.org/research/elections-and-campaigns/post-election-audits635926066.aspx
https://www.stat.berkeley.edu/~stark/Preprints/gentle12.pdf
https://www.verifiedvoting.org/resources/post-election-audits/
https://www.verifiedvoting.org/resources/post-election-audits/
https://drive.google.com/file/d/0B6Xsbk1wDKOoR3BCeDZGNWFIWk0/view
http://leginfo.legislature.ca.gov/faces/codes_displayText.xhtml?lawCode=ELEC&division=15.&title=&part=&chapter=4.&article=5
http://leginfo.legislature.ca.gov/faces/codes_displayText.xhtml?lawCode=ELEC&division=15.&title=&part=&chapter=4.&article=5
http://votingsystems.cdn.sos.ca.gov/oversight/directives/irv-guidelines.pdf
http://sfgov.org/elections/randomselection1percent
https://sfgov.org/elections/sites/default/files/Documents/candidates/ObserverGuide.pdf
https://arxiv.org/pdf/1508.04885.pdf
https://arxiv.org/pdf/1708.00121.pdf
https://github.com/michelleblom/margin-irv
https://www.ibm.com/analytics/data-science/prescriptive-analytics/cplex-optimizer
https://www.ibm.com/analytics/data-science/prescriptive-analytics/cplex-optimizer

Philip B. Stark, Conservative Statistical Post-Election Audits, https://arxiv.org/pdf/0807.4005.pdf
(2008).

Ranked Choice Voting Resource Center, League of Women Voters of Maine, FairVote, and
David Cary, Ranked Choice Voting Implementation in Maine: Audits,
https://drive.google.com/a/fairvote.org/file/d/0B6Xsbk1wDKOo0ZVRNdmpvUXJuRWM/view?usp=

sharing (2016).

David Cary, Estimating the Margin of Victory for Instant-Runoff Voting,
https://www.usenix.org/legacy/event/evtwotell/tech/final files/Cary.pdf (2011).

Michelle Blom, Peter J. Stuckey, and Vanessa J. Teague, Towards Computing Victory Margins
in STV Elections, https://arxiv.org/pdf/1703.03511.pdf (2017).

Bayesian Audits for Ranked Choice Voting

Ronald L. Rivest, Bayesian Post-Election Tabulation Audits Explained and Extended,
https://github.com/ron-rivest/2017-bayes-audit/blob/master/bayes-explained/bayesx.pdf (draft
June 1, 2017).

Berj Chilingirian, Zara Perumal, Ronald L. Rivest, Grahame Bowland, Andrew Conway, Philip B.
Stark, Michelle Blom, Chris Culnane, and Vanessa Teague, Auditing Australian Senate Ballots,
https://arxiv.org/pdf/1610.00127.pdf (2016).

Ron Rivest, Bayesian Audit Support Program, https://github.com/ron-rivest/2017-bayes-
audit/tree/master/2017-code (last updated Aug. 27, 2017).

David Cary, Python Implementation of CA SB1288, https://github.com/DavidCary/CA-SB1288
(last updated August 14, 2017).

Droop, A Python-Based Framework for STV Elections, https://code.google.com/archive/p/droop/
(last updated 2011).

Colorado Risk-Limiting Audits

Colorado Revised Statutes § 1-7-515,
https://leg.colorado.gov/sites/default/files/images/olls/crs2016-title-01.pdf (2016).

Colorado Code of Regulations § 1505-1 R. 25,
http://www.sos.state.co.us/pubs/rule _making/CurrentRules/8CCR1505-1/Rule25.pdf (2017).

Colorado Secretary of State, Risk-Limiting Audit Resources,
https://www.sos.state.co.us/pubs/elections/VotingSystems/riskAuditResources.html (2017).

Philip B. Stark, Tools for Comparison Risk-Limiting Audits,
https://www.stat.berkeley.edu/~stark/VVote/auditTools.htm (last updated Feb. 26, 2017).



https://arxiv.org/pdf/0807.4005.pdf
https://drive.google.com/a/fairvote.org/file/d/0B6Xsbk1wDKOoZVRNdmpvUXJuRWM/view?usp=sharing
https://drive.google.com/a/fairvote.org/file/d/0B6Xsbk1wDKOoZVRNdmpvUXJuRWM/view?usp=sharing
https://www.usenix.org/legacy/event/evtwote11/tech/final_files/Cary.pdf
https://arxiv.org/pdf/1703.03511.pdf
https://github.com/ron-rivest/2017-bayes-audit/blob/master/bayes-explained/bayesx.pdf
https://arxiv.org/pdf/1610.00127.pdf
https://github.com/ron-rivest/2017-bayes-audit/tree/master/2017-code
https://github.com/ron-rivest/2017-bayes-audit/tree/master/2017-code
https://github.com/DavidCary/CA-SB1288
https://code.google.com/archive/p/droop/
https://leg.colorado.gov/sites/default/files/images/olls/crs2016-title-01.pdf
http://www.sos.state.co.us/pubs/rule_making/CurrentRules/8CCR1505-1/Rule25.pdf
https://www.sos.state.co.us/pubs/elections/VotingSystems/riskAuditResources.html
https://www.stat.berkeley.edu/~stark/Vote/auditTools.htm

Philip B. Stark, Tools for Ballot-Polling Risk-Limiting Audits,
https://www.stat.berkeley.edu/~stark/Java/Html/ballotPollTools.htm (last updated Feb. 16,
2017).

Risk-Limiting Audits Working Group, Post-Election Risk-Limiting Audits: Why and How,
https://www.stat.berkeley.edu/~stark/Preprints/RLAwhitepaper12.pdf (2012).

Colorado Secretary of State, Understanding Risk-Limiting Audits
https://www.sos.state.co.us/pubs/elections/VotingSystems/riskAuditFiles/UnderstandingRiskLimi

tingAudits.pdf (2017).

Neal McBurnett, The Colorado Risk-Limiting Audit Project (CORLA),
http://bcn.boulder.co.us/~neal/elections/corla/ (2017).

Free and Fair, Colorado RLA Software, https://github.com/FreeAndFair/ColoradoRLA (2017).



https://www.stat.berkeley.edu/~stark/Java/Html/ballotPollTools.htm
https://www.stat.berkeley.edu/~stark/Preprints/RLAwhitepaper12.pdf
https://www.sos.state.co.us/pubs/elections/VotingSystems/riskAuditFiles/UnderstandingRiskLimitingAudits.pdf
https://www.sos.state.co.us/pubs/elections/VotingSystems/riskAuditFiles/UnderstandingRiskLimitingAudits.pdf
http://bcn.boulder.co.us/~neal/elections/corla/
https://github.com/FreeAndFair/ColoradoRLA

