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Andrea Gyger

From: Margit Johansson 

Sent: Friday, January 15, 2016 4:18 PM

To: SoS Rulemaking

Subject: Comment on Rules 1-15-16, 2:38 AM

 

Dear Secretary  Williams and Staff: 

 

This is a comment on existing Rule 16.2.8, that was written last year and states "Nothing in this Rule 16.2 

permits internet voting.  Internet voting means a system that includes remote access, a vote that is cast directly 

into a central vote server that tallies the votes and does not require the supervision of election officials."  

 

This definition of the term internet voting is too limited. That is because it does not mention that returning one's 

voted ballot by email is also internet voting.  Use of electronic mail, or email, is use of the internet.  By 

eliminating email as part of the definition of internet voting, the Secretary does little to reinforce the intention of 

our legislation that more insecure methods of voting be used as little as possible,  so as not to risk the accuracy 

of  elections.  Our 1-8.3-113(a) says electronic transmission (which includes email as well as casting one's vote 

onto a server) is only allowed "In circumstances when another more secure method, such as returning the ballot 

by mail, is not available or feasible, as specified in rules promulgated by the secretary of state;" Relative 

security of voted ballots affects whether voted ballots will be counted.  The secretary of state is required to 

maintain the "purity of elections".  We need an election official who, since not a computer scientist himself, 

cares enough about election integrity to be careful about whom he trusts for scientific information.  

 

The voting public needs to be informed on how to vote most securely.  Rules to date do not appear to have 

given the guidance to voters that is needed for them to vote responsibly.  

 

Below is a page which computer security expert Barbara Simons (co-author of the book BROKEN BALLOTS) 

wrote to Colorado legislators when they were considering HB15-1130 on military and overseas citizens voting 

in local elections and using electronic return of voted ballots.  It is well-worth reading. 

 

Thank you for your attention to this matter. 

 

Sincerely, 

 

Margit Johansson 

 

 

  

 

Risks of Internet Voting 

Barbara Simons 

simons@acm.org 
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