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1.0 INTRODUCTION 
Election Systems & Software (ES&S), herein referred to as the manufacturer, submitted the Election 
Systems & Software Voting System (EVS) 5.2.0.0 voting system to the State of Colorado, for certification 
testing to Election Rules [8 CCR 1505-1] Rule 21. This Colorado Certification Test Plan, hereafter referred 
to as the Test Plan, presents the process and test methods that will be used to validate Rule 21 
compliance of EVS 5.2.0.0. 

1.1 Description and Overview of Submitted Voting System 

EVS 5.2.0.0 is certified by the U.S. Election Assistance Commission to the 2005 Voluntary Voting System 
Guidelines (Certification number: ESSEVS5200). All information for this test plan was derived from the 
previous Certification Test Report and/or EAC Certificate of Conformance. Tables 1-1 and 1-2 describe 
the hardware and software/firmware versions submitted for certification testing. For a complete 
description of the configuration and description of the EVS 5.2.0.0 product, refer to the EVS 5.2.0.0 Test 
Report located on the EAC’s website at http://www.eac.gov. 

Table 1-1.  Baseline EAC Certified Software 

Software Required For Testing Software/Firmware Version 
Proprietary Software 

ElectionWare 4.6.0.0 
Election Reporting Manager (ERM) 8.11.0.0 

ES&S Event Log Service (ELS) 1.5.5.0 
ExpressVote Previewer 1.4.0.0 

Removable Media Service (RMS) 1.4.5.0 
VAT Previewer 1.8.6.0 

COTS Software 
Adobe Acrobat Standard 11 

Cerberus FTP 6.0.7.1 
Microsoft Server 2008 R2 

Microsoft Windows 7, SP1 5.1 
Microsoft Visual C++ 2008 Redistributable – x64 9.0.30729 
Microsoft Visual C++ 2010 x64 Redistributable  10.0.40219 
Microsoft Visual C++ 2010 x86 Redistributable  10.0.40219 

Microsoft .net Framework 4.5.1 
Micro Focus RM/COBOL Runtime 12.06 

Symantec Endpoint Protection - Small Business 
Edition 2013 

12.1.4 

 

 

(The remainder of this page intentionally left blank) 
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1.1 Submitted Voting System (Continued) 

Table 1-2.  Baseline EAC Certified Voting System Equipment 

Component Hardware Version Firmware Version 
Proprietary Hardware 

ExpressVote Accessible Voting Station 1.0 1.4.0.0 
DS200 Precinct Count Scanner 1.2.1, 1.2.3, & 1.3 2.12.0.0 
DS850 Central Count Scanner 1.0 2.10.0.0 

Plastic Ballot Box 1.2 & 1.3 N/A 
Metal Ballot Box 1.0, 1.1, & 1.2 N/A 

COTS Hardware 
Motorola QR Code Scanner DS9208 N/A 

Delkin USB Flash Drives 1, 2, 4, & 8GB N/A 
Delkin Compact Flash 1GB N/A 

OkiData Report Printer OKI B6300 N/A 
Avid Headphones Avid FV 60 N/A 

 
1.2 References 

• Election Assistance Commission 2005 Voluntary Voting System Guidelines, Volume I, Version 
1.0, “Voting System Performance Guidelines,” and Volume II, Version 1.0, “National Certification 
Testing Guidelines,” dated December 2005 

• Election Assistance Commission Testing and Certification Program Manual, Version 1.0 
• Election Assistance Commission Voting System Test Laboratory Program Manual 
• National Voluntary Laboratory Accreditation Program NIST Handbook 150, 2006 Edition, “NVLAP 

Procedures and General Requirements (NIST Handbook 150),” dated February 2006 
• National Voluntary Laboratory Accreditation Program NIST Handbook 150-22, 2008 Edition, 

“Voting System Testing (NIST Handbook 150-22),” dated May 2008 
• United States 107th Congress Help America Vote Act (HAVA) of 2002 (Public Law 107-252), 

dated October 2002 
• Test Guidelines Documents: EMI-001A, Test Guidelines for Performing Electromagnetic 

Interference (EMI) Testing,” and EMI-002A, “Test Procedure for Testing and Documentation of 
Radiated and Conducted Emissions Performed on Commercial Products” 

• Quality Assurance Program Manual, Revision 5 
• ANSI/NCSL Z540-1, “Calibration Laboratories and Measuring and Test Equipment, General 

Requirements”  
• ISO 10012-1, “Quality Assurance Requirements for Measuring Equipment” 
• EAC Requests for Interpretation (RFI) (listed on www.eac.gov) 
• EAC Notices of Clarification (NOC) (listed on www.eac.gov) 
• EAC Quality Monitoring Program residing on:  

http://www.eac.gov/testing_and_certification/quality_monitoring_program.aspx 
• NTS Test Report No. T71379.01-01 Rev  B – National Certification Test Report for Certification 

Testing of the Election Systems & Software EVS 5.2.0.0 Voting System  
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1.3 Terms and Abbreviations 

Table 1-5 defines all terms and abbreviations applicable to this Test Plan. 

Table 1-5. Terms and Abbreviations 

Term Abbreviation Definition 
Americans with 
Disabilities Act  1990 ADA ADA is a wide-ranging civil rights law that prohibits, under 

certain circumstances, discrimination based on disability. 
Configuration 
Management CM --- 

Commercial Off-the-
Shelf COTS Commercial, readily available hardware or software. 

United States Election 
Assistance Commission EAC 

Commission created per the Help America Vote Act of 
2002, assigned the responsibility for setting voting system 
standards and providing for the voluntary testing and 
certification of voting systems. 

ES&S Event Log Service ELS 

ES&S Event Log Service is a Windows Service that runs in 
the background of any active ES&S Election Management 
software application to monitor the proper functioning of 
the Windows Event Viewer 

Election Management 
System EMS 

Within the EVS 5.4.0.0 voting system, the EMS is comprised 
of five components: ElectionWare, ERM, ES&S Event Log 
Service, VAT Previewer, and ExpressVote Previewer. 

Election Reporting 
Manager ERM EVS 5.4.0.0 EMS reporting component. 

Election Systems and 
Software ES&S --- 

Equipment Under Test EUT Refers to the individual system component or multiple 
piece of the same component 

ES&S Voting System EVS --- 
Functional 
Configuration Audit FCA Verification of system functions and combination of 

functions cited in the manufacturer’s documentation. 
Help America Vote Act HAVA Act created by United States Congress in 2002. 
Intelligent Mark 
Recognition IMR Visible light scanning technology to detect completed ballot 

targets. 

National Institute of 
Standards and 
Technology 

NIST 

Government organization created to promote U.S. 
innovation and industrial competitiveness by advancing 
measurement science, standards, and technology in ways 
that enhances economic security and improves our quality 
of life. 

Notice of Clarification NOC 
Provides further guidance and explanation on the 
requirements and procedures of the EAC's Voting System 
Certification or Voting System Testing Laboratory programs. 
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Table 1-5. Terms and Abbreviations (Continued) 

Term Abbreviation Definition 

Physical Configuration 
Audit PCA 

Review by accredited test laboratory to compare voting 
system components submitted for certification testing to 
the manufacturer’s technical documentation, and 
confirmation the documentation meets national 
certification requirements. 

Personal Computer PC Computer component of the EVS 5.4.0.0 voting system. 
Quality Assurance QA -- 

Request for 
Interpretation RFI 

A means by which a registered Manufacturer or Voting 
System Test Laboratory (VSTL) may seek clarification on a 
specific Voluntary Voting System Guidelines (VVSG) 
standard. 

System Under Test SUT Refers to the system as a whole (all components) 

Technical Data Package TDP 
Manufacturer documentation related to the voting system 
required to be submitted as a precondition of certification 
testing. 

Trusted Build --- 

Final build of source code performed by a trusted source 
and overseen by the manufacturer which is delivered to the 
EAC designated repository; also referred to as a “Witness 
Build”. 

Underwriters 
Laboratories Inc. UL --- 

Uninterruptible Power 
Supply UPS --- 

Voter Assist Terminal VAT The electronic ballot marking device component is the ES&S 
AutoMARK. 

National Technical 
Systems, Inc. NTS --- 

NTS Operating 
Procedure OP NTS Test Method or Test Procedure. 

Voting System Test 
Laboratory VSTL  NTS 

Voluntary Voting 
System Guidelines VVSG EAC Voluntary Voting System Guidelines Version 1.0. 

Quick Response Code QR Code Two-dimensional barcode 
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2.0 MATERIAL REQUIRED FOR TESTING 
The materials required for certification testing of the submitted voting system include software, 
hardware, test materials, and deliverable materials shipped directly to NTS Huntsville by the 
manufacturer.  

2.1 Software 

The software required for testing is listed in Section 1.1 Table 1-1. 

2.2 Hardware 

The hardware required for testing is listed in Section 1.1 Table 1-2. 

2.3 Support Materials 

This subsection enumerates any and all test materials needed to perform voter system testing.  

Table 2-1. Test Support Materials 

Test Material Quantity Make Model 
Ballot on Demand Printer 1 OKI Data C9650 

ExpressPass Printer 1 Microcom 4200 
ES&S Pens 5 BIC Grip Roller 

Pencil 1 Dixon No. 2 
Black Pen 1 Bic Round Stic Med 
Blue Pen 1 Bic Round Stic Med 
Red Pen 1 Bic Cristal 1.6mm 

Green Pen 1 Bic Cristal 1.6mm 
Ethernet Switch 1 Dell HNC67M1 
CF Card Reader 1 SanDisk 018-6305 

 
 
3.0   TEST CONDITIONS AND SETUP 

NTS Huntsville is an independent testing laboratory for systems and components under harsh 
environments, including dynamic and climatic extremes as well as the testing of electronic voting 
systems. NTS Huntsville holds the following accreditations: 

• ISO-9001:2000 
• NVLAP Accredited ISO 17025:2005 
• EAC Accredited VSTL, NIST 150,150-22 
• A2LA Accredited (Certification No.’s 845.01, 845.02, and 845.03) 
• FCC Approved Contractor Test Site (Part 15, 18) 
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3.1 Test Facilities 

All testing will be conducted at the NTS Huntsville, AL, facility unless otherwise annotated. All 
instrumentation, measuring, and test equipment used in the performance of this test program will be 
listed on the Instrumentation Equipment Sheet for each test and shall be calibrated in accordance with 
NTS Quality Assurance Program, which complies with the requirements of ANSI/NCSL Z540-1 and ISO 
10012-1.  

Standards used in performing all calibrations are traceable to the National Institute of Standards and 
Technology (NIST) by report number and date. When no national standards exist, the standards are 
traceable to international standards or the basis for calibration is otherwise documented. 

Unless otherwise specified herein, all remaining tests, including system level functional testing, shall be 
performed at standard ambient conditions outlined in Table 3-1. 

Table 3-1.  Standard Ambient Conditions. 

Event Ambient Range 

Temperature 68 to 75 degrees (°) Fahrenheit (F) 
Relative Humidity Local Site Humidity 
Atmospheric Pressure Local Site Pressure 

 
The following tolerances listed in Table 3-2 shall be used unless otherwise specified herein. 

Table 3-2.  Test Tolerances. 

Phenomena Tolerance Allowance 

Time ± 5%   
Temperature ± 3.6°F (2°C) 
Vibration Amplitude ± 10% 
Vibration Frequency ± 2% 

Random Vibration Acceleration 
20 to 500 Hertz  ± 1.5 dB 
500 to 2000 Hertz  ± 3.0 dB 

Random Overall grms ± 1.5 dB 
Acoustic Overall Sound Pressure Level +4/-2 dB 

 

Deviations to the above tolerances may be submitted by the responsible test laboratory with sufficient 
engineering information to substantiate the deviation request, but only when best effort technique and 
system limitations indicate the need for a deviation. 

 

(The remainder of this page intentionally left blank) 
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3.2 Test Set-up 

All voting system components (hardware and software) shall be received and documented utilizing              
NTS Huntsville Receiving Ticket (NTSH-0218, Rev. APR’14) and proper QA procedures.  When voting 
system hardware is received, each test article will be unpacked and inspected for obvious signs of 
degradation and/or damage that may have occurred during transit.  If present, noticeable degradation 
and/or damage, shall be recorded, photographed, and the manufacturer shall be notified.  NTS 
Huntsville VSTL personnel will notify NTS Huntsville QA personnel that the equipment is ready for 
receipt inspection.  QA personnel shall record the serial numbers and part numbers.  Comparison shall 
be made between those numbers recorded and those listed on the shipper’s manifest.  Any 
discrepancies noted shall be brought to the attention of the manufacturer representative for resolution.  

For test setup, the system will be configured as it would for normal field use.  This includes connecting 
all supporting equipment and peripherals.  NTS Huntsville will properly configure and initialize the 
system, and verify that it is ready to be tested by following the procedures detailed in the voting system 
TDP.  

4.0 ELECTION DEFINITIONS AND TEST SPECIFICATIONS 
All tests will be conducted according to the test procedure contained in this document and will be 
performed in the order in which they are written in the test procedure.  All error messages or anomalies 
will be collected, described, and accounted for by NTS Huntsville personnel in an Engineering Logbook.  
NTS Huntsville personnel will perform all testing and record the results in a final test report for the State 
of Colorado. 

 

 

 

 

 

 

 

 

(The remainder of this page intentionally left blank) 
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4.1 Election Definitions 

 General Election: GEN-01 
A basic election held in four precincts, one of which is a split precinct, containing nineteen contests 
compiled into four ballot styles.  Five of the contests are in all four ballot styles.  The other fifteen 
contests are split between at least two of the precincts with a maximum of four different contests 
spread across the four precincts.  The ballot is an 11-inch, 2-column one sided ballot.  This election was 
designed to functionally test the handling of multiple ballot styles, support for at least two languages, 
and support for common voting variations.  
 
• Closed Primary: No 
• Open Primary: No 
• Partisan Offices: Yes  
• Non-Partisan Offices: Yes                                     
• Write-in Voting: Yes 
• Primary Presidential Delegation Nominations: No 
• Ballot Rotation: No 
• Straight Party Voting: Yes   
• Cross-Party Endorsement: No 
• Split Precincts: Yes             
• Vote for N of M: Yes  
• Recall Issues With Options: No                      
• Cumulative Voting: No 
• Ranked Order Voting: No                               
• Provisional or Challenged Ballots: Yes 
• Early Voting: No 

 

 

 

 

 

 

 

(The remainder of this page intentionally left blank) 
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4.1 Election Definitions (Continued) 

Primary Election:  PRIM-01 
A closed primary election in two precincts (one precinct is a split), containing thirty contests compiled 
into five ballot styles.  Each ballot style contains six contests.  The ballot is an 11-inch, 2-column one 
sided ballot.  This election was designed to functionally test a closed primary with multiple ballot styles 
and support for common voting variations.   
 
• Closed Primary: Yes 

• Open Primary: No 

• Partisan offices: Yes 

• Non-Partisan offices: Yes 

• Write-in voting: Yes 

• Primary presidential delegation nominations: No 

• Ballot Rotation: No 

• Straight Party voting: No 

• Cross-party endorsement: No 

• Split Precincts: No 

• Vote for N of M: Yes 

• Recall issues, with options: No 

• Cumulative voting: No 

• Ranked order voting: No 

• Provisional or challenged ballots: Yes 

• Early Voting: No 
 

 

 

 

(The remainder of this page intentionally left blank) 
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4.1 Election Definitions (Continued) 

General Election: Ballot Issues 
A basic election held in a single precinct with 20 yes/no questions with one exceeding 200 words.  The 
ballot is a 14-inch, 3-column one sided ballot.  
 
• Closed Primary: No 
• Open Primary: No 
• Partisan Offices: No 
• Non-Partisan Offices: Yes                                     
• Write-in Voting: No 
• Primary Presidential Delegation Nominations: No 
• Ballot Rotation: No 
• Straight Party Voting: No   
• Cross-Party Endorsement: No 
• Split Precincts: No            
• Vote for N of M: No 
• Recall Issues With Options: No                      
• Cumulative Voting: No 
• Ranked Order Voting: No                               
• Provisional or Challenged Ballots: No 
• Early Voting: No 
 
General Election: Mark Threshold/Consistency 
This election is specially designed to determine the range of marks that can be read and the range and 
consistency of reading marginal marks.  This is an 11-inch, 3-column all filled ballot with a total of 210 
ballot positions.  
 

4.2 Test Specifications 

The following sections provide an outline for the individual tests that NTS Huntsville will perform to 
verify EVS 5.2.0.0 complies with the Colorado State Requirements.  All testing will be performed in 
regular election mode unless otherwise stated.  Any issues encountered will be documented and 
delivered to the Colorado Secretary of State.  
 
 
 
 
 

(The remainder of this page intentionally left blank) 
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4.2.1 Functional Test Specifications 

Functional testing will utilize both the GEN01 and PRIM01 election definitions.  Election definitions 
include parties for different races, selection of pair candidates (President and Vice President), n of m 
contest, non-partisan contest, and issues.  Each election may be modified as necessary to test the 
Colorado State requirements listed in the Requirements Matrix (Appendix A).   

 
4.2.2 Marks/Marks Consistency Test Specifications 

A series of ballots representing different colors, marks, and weights will be prepared and utilized for 
test.  Each ballot type will be processed 100 times in both the DS200 and DS850.  At the end of testing, 
results will be analyzed and a mark consistency percentage will be calculated.  The marking protocols for 
the ballots are as follows: 
 
• Beginning with ballot position one, mechanically mark at 1% fill from the center of the target with 

CMYK color value 0, 0, 0, 100 (BLACK). Continue marking every other ballot position at a 1% fill 
increase per ballot position until 100% fill is reached. Repeat marking with the following colors: 

 
o 97, 78, 39, 29 (MIDNIGHT BLUE) 
o 100, 100, 0, 20 (MEDIUM BLUE) 
o 100, 0, 100, 50 (GREEN) 
o 0, 100, 100, 0 (RED) 
o 0, 0, 0, 34 (DARK GRAY) 

 
• Beginning with ballot position one, mechanically mark at 1% fill from the left side of the target with 

CMYK color value 0, 0, 0, 100 (BLACK).  Continue marking every other ballot position at a 1% fill 
increase per ballot position until 100% fill is reached.  Repeat marking with the following colors: 

 
o 97, 78, 39, 29 (MIDNIGHT BLUE) 
o 100, 100, 0, 20 (MEDIUM BLUE) 
o 100, 0, 100, 50 (GREEN) 
o 0, 100, 100, 0 (RED) 
o 0, 0, 0, 34 (DARK GRAY) 

 
 

 

(The remainder of this page intentionally left blank) 

  



Test Plan No. PR037542-01 
Page 16 of 25 

 

4.2.1 Marks/Marks Consistency Test Specifications (Continued) 

• Beginning with ballot position one, mechanically mark at 1% fill from the right side of the target with 
CMYK color value 0, 0, 0, 100 (BLACK).  Continue marking every other ballot position at a 1% fill 
increase per ballot position until 100% fill is reached.  Repeat marking with the following colors: 

 
o 97, 78, 39, 29 (MIDNIGHT BLUE) 
o 100, 100, 0, 20 (MEDIUM BLUE) 
o 100, 0, 100, 50 (GREEN) 
o 0, 100, 100, 0 (RED) 
o 0, 0, 0, 34 (DARK GRAY) 

 
• Beginning with ballot position one, mechanically mark a 1mm line at 0o that bisects the target area.  

Continue marking every other ballot position rotating the line at 45o until the end of ballot. 
 
• Beginning with ballot position one, hand mark each odd position with a checkmark and every even 

position with an X.  The marks will be made with black, blue, green, red ink pens and a No. 2 pencil.  
 

4.2.3 Multiple Ballot Issue/Large Ballot Issue Test Specifications 

The Ballot Issues election definition will be utilized for this test to verify that EVS 5.2.0.0 can support a 
ballot with a minimum 20 pairs of “yes-no” ballot issues and at least 200 words in a single issue.  A total 
of 20 ballots will be cast in both the DS200 and DS850.  The test deck will be marked with 10 all “yes” 
and 10 all “no” ballots.  

 
4.2.4 Security Test Specifications 

NTS Huntsville has developed operating procedures to evaluate the EVS 5.2.0.0 Voting System to the 
security requirements set forth in the following sections of Rule 21: 

• 21.4.9.a  
• 21.4.9.d 
• 21.4.10.a.(2)(A) 
• 21.4.10.a.(2)(B) 
• 21.4.10.d.(2)(A) 
• 21.4.10.e.(2) 

• 21.4.10.e.(8) 
• 21.4.10.f(1) 
• 21.4.10.f(2) 
• 21.4.10.f(3) 
• 21.4.10.g(1) 
• 21.4.10.g(2) 

 
All other security requirements are met by prior testing or found to be satisfied by the Colorado SoS 
office. 
 

4.2.5 Documentation Review 

NTS Huntsville will evaluate the EVS 5.2.0.0 Voting System to the documentation requirements set forth 
in the following sections of Rule 21: 

• 21.4.13.c(1) 
• 21.4.13.d(2) 
• 21.4.13.i(8) 
• 21.4.13.q 

All other documentation requirements are met by prior testing or found to be satisfied by the Colorado 
SoS office. 
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4.3 Test Operations Procedure 

These subsections address the procedures that NTS will follow during this testing campaign.  

4.3.1 Pass/Fail Criteria 

The PASS/FAIL criteria at the Component Level will be based on the expected result.  If the System 
Under Test (SUT) performs as expected, the test is considered as passed.  If the SUT does not perform as 
expected, the test will be evaluated for tester, test procedure, or test equipment errors. If it is 
determined that there were no tester, test procedure, or test equipment errors, the test will be 
repeated in an attempt to reproduce the results.  If the results cannot be reproduced, the anomaly will 
be logged and monitored throughout the test campaign and subsequent testing efforts.  If the results 
can be reproduced and the expected results are not met, the SUT will have failed the test.  NTS 
Huntsville personnel will document the error and track the error through resolution.  

The PASS/FAIL criterion for System Level testing is whether the system can continue to operate as 
expected. The System Level test is considered as passed if either 1) no errors are found, or 2) an error is 
encountered but the system continues to operate and engineering analysis determines that the root 
cause does not affect system level testing.  The system level test is considered failed when an error is 
encountered and the system is too unstable to continue or engineering analysis determines the root 
cause could affect further testing.  If an error occurs during system level testing, the error shall be 
documented.  If the voting system is able to recover and continue, the test will continue.  If the error 
causes the system to become unstable, the test shall be halted.  All errors documented during System 
Level Testing will be tracked through resolution.  

4.3.2 Discrepancy Resolution 

The manufacturer will be required to submit a root cause analysis and correct any discrepancy before 
testing can be resumed.  Engineering analysis will be performed to determine what effect the resolution 
has on the component.  A determination will be made whether Regression Testing will be sufficient or if 
a complete re-test is necessary. All discrepancies and their resolutions will be documented on the NTS 
Huntsville discrepancy tracking system and reported to the State of Colorado. 

4.3.3 Test Results and Assessment 

NTS Huntsville personnel will test the requirements as listed in Appendix A – Colorado Requirements 
Testing Matrix.  NTS Huntsville personnel will report all issues discovered during the test campaign to 
the manufacturer and the State of Colorado. If NTS Huntsville determines there is not enough data to 
ensure a requirement was met, the test plan will be altered and further testing will be conducted.  

4.3.4 Terms of NTS Huntsville Recommendation for Certification 

The State of Colorado will make the final decision to determine whether the system meets all the 
requirements of Rule 21.  NTS Huntsville will either recommend approval if the system meets all 
applicable sections of the Rule 21, or report that the system does not meet all applicable sections of the 
Rule 21. 
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