
November 12.2012

Colorado Secretary of State
Aftention : Voting Systems Specialist
1700 Broadway - Suite 270
Denver CO 80290

To Whom lt May Concern:

Pursuant to Colorado Revised Statutes 1-7-514 and Secretary of State Rule 11.5.4,
please find attached:

o Post-Election Audit - Central Count AccuVote-OS Procedures
. Post-Election Audit - AccuVote TSx Procedures
. Post-Election Audit form provided by Secretary of State
r Voting System Security - Incident Report

Please contact our office if you have any questions regarding the Post-Election Audit
information provided to you.

Sincerely,

SCOTT DOYLE
Larimer County Clerk and Recorder

Q'-^fu1,
Doreen Bellfy
Elections Manager

enclosures



STATE OF COLORADO
Department of State

1700 Broadway, Suite 200
Denver. CO 80290

Scott Gessler
Secretary of State

Judd Choate
Director, Elections

2012 General Election Post-Election Audit

November 8.2012

Scott Doyle, Larimer County Clerk and Recorder

Pursuant to Section 7-7-514, C.R.S., Election Rule 11, and the vendor specific Conditions for Use, the
attached report provides guidance for completing the post-election audit.

The following information is to be used to resolve issues that arise from the selection of devices and
races by the Secretary of State's office:

If a device was identified as being available for use but did not have any votes cast on it, please
indicate the status as 'NO VOTES" in the field for Device Count and Manual,/Hand Count.

Ifbackup equipment was selected for the audit contact the Secretary ofState's Office.

If any polling place scarner or DRE has votes on it, but any of the races selected for audit do not
appear on the device, contact tlle Secretary of State's Office.

If a central count or vote center scanner has votes on it, but the races selected for audit do not appear
in the ballots chosen by the canvass board, then the canvass board must continue to randomly select
ballots until a]l races can be audited.

The report must be signed by the canvass board mernbers and the designated election official. e-mail the
completed and signed report to votins.systems@sos.state.co.us no later than 5:00 p.m. on Novernber
23^,2012.

Please contact the following staff for additional assistance:
o Danny Casias

(303) 894-2200 ext. 6356
danny.casias@sos.state. co.us

o Jerome Lovato
(303) 894-2200 ext. 6355
jerome.lovato@sos.state. co.us
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VOTING SYSTEM SECURITY - INCIDENT REPORT

LARIMER COUNTY
2012 General Election

November 6,2012

Pursuant to section 43.8.11.4 of the Security Procedures for Electronic Voting
Systems ( Secretary o f S tate R ule 4 3), ea ch c ounty is required to s ubmit a
statement to the Secretary of State's office addressing the existence or absence
of any security issues related to the county's use of voting equipment.

By checking this box, we are representing that our county
DOES NOT have any security related incidents to repon
with the use of our voting equipment for the 2012 General
Election.

By checking this box, we are representing that our county
DOES have security related incidents to report with the
use of our voting equipment for the 2012 General Election
and we will be attaching incident reports to this document.

lt- t) l)-
Date

bneenr Ber-u t1
Printed Name



TARIMER COUNTY PROCEDURES
SUBJECT: POST-ELECTION AUDIT - CENTRAL COUNT
ACCUVOTE-OS

Last Update Date: July 16,2Ol2
Last Updated By: Stephen Gentry
Due for Review: Annually
Filed Under: Voting System

Procedure Background:
After an election, to ensure that votes were accurately recorded
and tabulated by the Central Count Accuvote-OS, a random audit
must be oerformed,

Reason for Procedure:
. C.R.S. 7-7-5t4
. SOS Rule 11.5.4
. SOS Conditions for Use:

o Premier Central Count Scanner (2.0.12) Condition 4

Supplies/ Resources Needed :
o Counted ballots
. Post-Election Audit form from SOS

Forms/Labels: S:\Elections\ACCUVOTE GEMS\AccuVote
Testinq\InventoryDatabase\EquipmenUnventorv.accdb

o Canvass Board Oath
o Audit Labels for Voted Ballot Retention Box (Avery 5163)
o Cover Letter to SOS
o Hand Tally SheeG (OS)
o Races to Audit per Accuvote
o Voting System Security - Incident Report for SOS
o Batch Audit Reports for the boxes of ballots selected. Scratch Paoer

. Pens
r Rubber Bands
r Rubber Fingers
o Paper Clips
. Calculators
o Audit Materials Storage Box
. Tape Seals (red and blue). Combo Seals (wire)
. Generic Tape Seals
o Wire Clippers
. Scissors
o Post-it Notes
o Timesheets
. Name Tags



File Path:
S:\Elections\PROCEDURES$oting System\Final\Post-Election Audit -
Central Count AccuVote-OS.docx

What does a pe6on need to know before completing this
procedure?

How to record votes on a tally sheet:

|ilffilil1t{t
How long does this procedure take to complete?

1-2 days; depends on how many ballots there are to verifo

When does this procedure take place?
. The SOS will select the Accuvotes and the races to be audited

within 48 hours of the close of polls on election night.
. Upon completion of the audit, the results must be reported to the

SOS no later than 5:00 pm on the last day of the canvass.

Post-Election Audit - Central Count Accuvote-Os Page 2



Steps to complete procedure:

Preparation - Post-EIection

This section is peformed by county staff and does not need to be
observed by the Canvass Board.

1. Randomly select the Central Count OS units to be audited.
(Performed by the SOS)

2. Randomly select the races to be audited on each OS unit.
(Peformed by the SOS)

3. Retrieve the selected OS units.
4. Obtain a list of all of the boxes and quantities of voted ballots for

each selected OS unit (get this info from the Audit Database).
5. Determine the number of ballots that need to be audited using the

chart from Premier Central Count Scanner Condition (2.0.L2) 4b:

Device = An individual Accuvote

6. Modify the Hand Tally sheets so that only the races selected to
audit on that OS unit appear.

7. Printtwo Hand Tally sheets for each bundle to be audited.
B. Save the Central Count Status Report by Race from the GEMS

Admin Repofts menu as an .xls file
9. Find the races chosen and select deck that counted those races

a. Select decks that counted multiple chosen races
10.Select boxes that contain the selected decK using the Audit

Database counting module for that year
11. Print the Audit DB balance form information

T01al # ofBi tors Counted on
Devite:

Tolll # of Balkxs tt) irdit: # of errors requiring
escala(icxr:

150,ff)0 to 5tx).iltl0 t,:50 6
35.m1 ttr 150.000 800 .l
lo,ml to 35,U)i:r 500 l
.1:01 ro 10,0{}J 3 t.5

,}

l:01 ro,1.:00 200 l
.iol k} I:m l:5 2
281 to 500 EO I
15l to 180 f(l i
gl to 150 I
5l ro 90 l
16 to 50 I

16to15 8 I
9bl.t -5 I
I to8 3 ot l00Q if less than l

Post-Election Audit - Central Count Accuvote-Os Page 3



Audit

The audit process must be observed by at least two (2) members of the
Canvass Board. C.R.S. l-7-5L4(4); SOS Rule 11.5.4.8

The number of audit teams depends on the number of ballots to audit.
An audit team will be comprised of four (4) people representing both
major parties.

Hand Tally

This section is performed by the audit teams.

1. Record the Bundle Letter from the Ballot Bundle document on the
Hand Tally Sheet.

Ballot Bundle

B@dh !!rFr

2. Count and record the number of ballots in the bundle on the Hand
Tally Sheet.

3. Record the Box # that the batch came out of on the Hand Tally
Sheet.

4. Record the Accuvote that originally counted the batch on the Hand
Tally Sheet.

5. Manually tally all of the votes for the selected races in each bundle
on a new hand tally sheet:

a. Using Hand Tally sheets, an audit team will manually tally all
of the votes for each race on each ballot.

b. Marking Judges direct the pace by calling out the next race
on their hand tally sheet to the reading judges

c. Two judges will read the votes for that race while the other
two judges mark the tally sheets,

Post-Election Audit - Central Count AccuVote-OS Page 4



r.

Marking judges will also record undervotes, overuotes, and
the number of times the selected races are not on the ballot.

i. Undervotes - one tally mark for each underuote in a
race:

1. Vote for ONE- (example: Reader says
"Undervote", Marker marks 1 tally for
Underuote)

2. Vote for MORE THAN ONE - (example: Reader
says "Candidate 1, Underuote, Undervote",
Marker marks 1 tally for Candidate 1 and 2
tallies for Undervote)

ii. Overvoted Race - one tally mark for the ENTIRE
RACE (example: Reader says "Overvoted Race",
Marker marK ONE tally for Overuoted Race NOT a
mark for each overvote)

iii, Race Not On Ballot - self explanatory
When the marking judges get 5 tallies in a box, they will say
"Tally" - If both judges do not have a tally, they will find the
error and correct it. Use a new tally sheet if necessary.
If a judge puts a tally in the wrong place, they will place a
dot above it to show it is a mistake. When that race gets
another vote, the judge will connect the dot to the tally
marK.
When a Bundle is completed:

i. The marking judges will produce a total for each
candidate in the Hand Tally column then sum the
votes to produce a total for the race at the bottom of
the column (votes + undervotes + overyotes + race
not on ballot).

Post-Election Audit - Central Count Accuvote-Os Page 5



ii. Verify that both judges'numbers match.
iii. Hand in the completed hand tally sheet.
iv. Start a new Hand Tally Sheet for the next bundle.

6. The Audit Team will repeat steps 2-6 for each bundle.
7, Once all bundles are hand tallied sum the batches on the Google

Docs Master form linked in the Equipment DB

Central Count (As bundles in a box are hand tallied)

1. County Staff will load a copy of the GEMS election database and
print a Zero Report. The audit team will verify all zeros on the
reDort.

2. Audit team counts the ballots:
a. Using the original Accuvote-Os unit that processed the

ballots during the election.
i. One member of the audit team will feed a Start Card

through the Accuvote.
ii. That same member will then feed one bundle through

the AccuVote at a time to create a deck of 25.
iii. The other audit team member will catch the ballots as

they come out of the AccuVote, ensuring that each
ballot lands on top of the stack of ballots in the
outDut area at the back of the machine.

iv. Once all of the ballots in the deck have been
processed, an Ender Card will be fed through the
AccuVote.

v. Print an Election Summary Report for each deck
before the next is started.

vi. Have another team verifo the results against that
bundle's hand tally.

3. Repeat step 2 for all decks.
4. County Staff will print a final Election Summary Report for all of the

Ballots.
5. The Audit Team will record the vote totals from the Election

Summary Report on the Master Hand Tally sheet under the Unit
Total column.

a. If the hand tallies and the results report match:
i. The ballots, Hand Tally sheets, and Elections

Summary Report will be placed in the original ballot
retention box and sealed and secured with the other
official election records for the election at the end of
the audit.

b. If the hand tally and the results report do not match, follow
these procedures:

i. SOS Rule 11.5,4.9:
1. County Staff will create as many copies of the

database as there are decks.

Post-Election Audit - Central Count Accuvote-Os Page 6



6.

2. Within each copy of the database all decks
except the one in question will be deleted.

3. The audit team will manually verify the results
for each batch as many times as necessary to
confirm that there is no discrepancy in the
manual counu

4. Take any additional steps as necessary to
check for voter error, which shall include but
not be limited to: over-votes, stray marks on
the ballot, or other voter intent indicia; and

5. Review the situation and take action as
necessary in accordance with the canvass
board's powers as set forth in 1-10-1, C.R.S.

The Canvass Board will certify the audit results and sign the audit
report.
Upon completion of the audit, repoft results and a description of
the audit process to the SOS no later than 5:00 pm on the last day
of the canvass, by means set forth in SOS Rules 11.5.4.11 &
71.5.4.12:

a. Include the following:
i. Post-Election Audit form provided by the SOS; signed

and sealed;

7.

@_
:i,m |nar !k.rl'! .ldir

(Nrr 4.,, ad Wr

Post-Election Audit - Central Count Accuvote-Os Page 7



Voting System Security - Incident Report; signed:

lrdtu c'&l cari.i &.*d.t

95thxi SYsrgx 3€a.tetty -titc|'€rl Rl?cFi

IT'AEN COUIITY
20rt oliiEira! El€cnora

rolrwtE 4:t a

4''ii.']i*::l'ti?!

i! d!,!: :. !t
\. DOEg NOI r- r

ii. Cover Letter:

Cab6do Se@lry .t SraE
Andid voitnos,rs.Sd.Et<
1700Brca<,,f,dt:Su.tlo
P{lxqrtq 80290

lo llnon ! M.! Cs.od:

PuBat 10 Coloado Royised Shut€s l-7-5lrt ad Sec@rary of StAe Rll€ 11 51.

r Pogl€ledbnAldr CsnlBl Csunt A@V.G.OS P@du€s
! Posl€l.dir AL(n 4rcJy$p19,. Posl€locrm Aldr tq$ FoJd.d t/ S€s€tary ol Sbte

. Votng Syld Seuiy - Incdem Repol

Pl€ae @nlacl ou. ofic. it yd have arry quesbns Bgrdiiglbe Fost€bctjon Audr
intomand prqided lo y0.

scoIIo0YLE
Lzi@ Csnt Cl€* ad Recoder

iii. A copy of these procedures.
b. Scan all forms into a .pdf file.

Post-Election Audit - Central Count Accuvote-Os Page I



i. Save the file to the following location:
S : \Elections\ACCUVOTE_GEMS\Accuvote
Testing\InventoryDatabase\Post Election Audit(Tear"

i. Name the file "Audit Results and Procedures"
ii. Email the file to voting.systems@sos.state.co.us;

Subject line = CounV Number, County Name, POST-
ELECflON AUDIT.

iii. Place the paper forms in the Audit file located in the
Equipment Auditor's desk.
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LARIMER COUNTY PROCEDURES

SUBJECT: POST-ELECTION AUDIT - ACCUVOTE-TSX

Last Update Date: June 8,2012
Last Updated 8y: Stephen Gentry
Due for Review: Annually
Filed Under: Voting System

Procedure Background:
After an election, to ensure that votes were accurately recorded
and tabulated by the AccuVote-TSx, a random audit must be
peformed,

Reason for Procedure:
. C,R.S. L-7-5I4
. SOS Rule 11.5.4

Supplies/ Resounces Needed :
. AccuVote-TSx units to be audited (chosen by SOS)
. All V-VPAT canisters from the selected TSx units
. Election night results tapes from the selected TSx units. Completed AccuVote-TSx Election Seal Logs for the selected TSx

units
. Post-Election Audit form from SOS
o Forms/Labels:

S:\Elections\ACCUVOTE GEMS\AccuVote
Testi nq\InventorvData base\Eoui pmenUnventorv. accd b

o Canvass Board Oath
o Cover Letter to SOS
o Hand Tally Sheets (ISx)

. Canister. Canister Totals
o Races to Audit per Accuvote
o TSx Canister Seal Logs (Audit)
o Voting System Security - Incident Repoft

. Digital Camera

. Scratch Paper

. Pens

. Rubber Bands
o Paper Clips
. Calculators
. Tape Seals (red and blue)
. Spring-Lock Seals
. Combo Seals (wire)
. Clippers
. Scissors
o Post-it Notes



. Timesheeb

. Name Tags

File Path:
S:\Elections\PROCEDURESWoting System\Final\Post-Election Audit -
AccuVote-TSx.doc<

What does a person need to know before completing this
procedure?

. How to perform a hand tally

ililil lil|

How long does this procedure take to complete?
l-2 days; depends on the number of TSx units to audit

When does this procedure take place?
. The SOS will select the Accuvote-Tsx units to be audited and the

races to be verified on each unit within 48 hours of the close of
polls on election night.

. Upon completion of the audit, the results must be reported to the
SOS no later than 5:00 pm on the last day of the canvass board.
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Steps to complete procedure:

Preparation - Post-Election

This process is internal and does not need to be observed by the Canvass
Board.

1. Randomly select the TSx units to be audited.
(Performed by the SOS)

2. Randomly select the races to be audited on each TSx unit.
(Performed by the SOS)

3. Retrieve the selected TSx units.

4, Retrieve all of the V-VPAT canisters for each selected TSx unit.

5. Modiry the Hand Tally sheets so that only the races selected to
audit on a TSx unit appear on the hand tally sheet for that selected
TSx unit.

Audit

The audit process must be obserued by at least two (2) members of the
Canvass Board. C.R.S. l-7-514(4); SOS Rule 11.5.4.8

Each selected TSx unit will be audited by one (1) audit team. The audit
team will be comprised of four (4) people representing both major pafties.

Hand Tally

This section is performed by the audit teams.

1. Verifo the Trusted Build on the selected TSx units:
a. Turn the unit on. Once the unit has initiated, touch the

umbrella icon in the lower right corner of the screen;
b. In the window that appears, verify that the File Signature =

b 18ab70 1 4Lbccelf25 1469e0e45dfefb;
c. Take a digital picture ofthe screen that includes the file

signature and TSx serial number. Verify that the picture is in
focus.

2. Manually tally all of the votes for the selected races in each canister
for the first TSx unit:

a. Unseal and open the first canister.
i. Fill out an AccuVote-TSx Canister Seal Log (Audit).

The form has room for six (6) canisters. Place the
broken canister seal in the Audit Materials Storage
Box.
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b. Using Hand Tally Sheets, the audit team will manually tally
all of the votes for the selected races in the first canister.
Two judges will read the votes while the other two judges
mark the tally sheets.
Each canister requires new hand tally sheets

d. Marking judges will also record undervotes and the number
of times the selected races are not on the ballot.

i. Undervotes - one tally mark for each undervote in a
race:

1, Vote for ONE - (example: Reader says
"Underuote", Marker marks 1 tally for
Undervote)

2. Vote for MORE THAN ONE - (example: Reader
says "Candidate 1, Undervote, Underuote",
Marker marks 1 tally for Candidate 1 and 2
tallies for Undervote)

ii. Race Not On Ballot - self explanatory
When the marking judges get 5 tallies in a box, they will say
"Tally" - If both judges do not have a tally, they will find the
error and correct it.
If a judge puts a tally in the wrong place, they will place a
dot above it to show it is a mistake. When that race oets

CrDisier *: t af Ballots: Accuvote-T Sx *:

Andrsw Rooanoff

lri.lrael F. Benoet

Ken Buch
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another vote, the judge will connect the dot to the tally
mark.

g. Reading judges will keep track of how many ballots are in a
canister (scratch paper).

h. When a canister is completed:
i. The marking judge will recod the total ballots at the

top of the hand tally sheet as tracked by the reading
judges'

ii. The marking judges will produce a total (Hand Count
column) of tallies for each candidate in the canister.

iii. Then sum the totals for the race at the bottom ofthe
hand tally sheet (votes + undervotes + race not on
ballot) which should equal the number of ballots in
the canister.
*ff a nce has dte option b wE for mulb'ple
andida@, this will notbe tue.

iv. Veriff that both judges'numbers match.
v. A reading judge will record each candidate's total on

the Master Hand Tally Sheet for the canister
i. Repeat steps a-g with each remaining canister for the TSx

unit.
3. Verify the vote totals on the Master Hand Tally sheet for the

selected races against the Election night results tape from the
selected TSx unit:

a. If the hand tally and the results tape match:
i. Roll the AccuVote tape back into the canister
ii. The security canisters will be resealed.
iii. The sealed canisters and results tapes will be sealed

in the audit materials storage box and secured with
the remainder of the official election records for the
election.

iv. The Canvass Board will certify the audit results and
sign the audit report.

b. If the hand tally and the results tape do not match, the
Canvass Board members will follow the procedures outlined
in SOS Rule 11.5.4,9:

i. Manually verify the results as many times as
necessary to confirm that there is no discrepancy in
the manual counU and

ii. Review the situation and take action as necessary in
accordance with the canvass board's oowers as set
fofth in 1-10-1, C.R.S.

4. Complete the Post-Election Audit form provided by the SOS
a. For each unit and race record the Machine Count from the

results tape.
b. For each unit and race record the Manual Hand Count from

the Master Hand Tally Sheet.
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c. The two observing canvass board members will initial next
to each unit/race/candidate listing.

Report Results

This section is peformed by county staff.

1. Upon completion of the audit, report results and a description of
the audit process to the SOS no later than 5:00 pm on the last day
of the canvass, by means set forth in SOS Rules 11.5.4.11 &
11.5.4.L2:

a. Include the following forms:
i. Post-Election Audit form provided by the SOS; signed

and sealed:

ii. Voting System Security - Incident Report; signed:
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iii. Audit Procedures Cover Letter:
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iv, A copy of these procedures.
b. Scan all forms into a .pdf file.

i. Save the file to the following location:
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.

iii.

S : \Elections\ACCUVOTE_G EMS\AccuVote
TestingunventoryDatabase\Post Election Audit\Teaf,
Name the file "Audit Results and procedures,'
Email the file to voting.systems@sos.state.co.us;
Subject line = County Number, County Name, POST-
ELECNON AUDIT.
Place the paper forms in the Audit file located in the
Equipment Auditor's desk.

tv.
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