COMMITTES TS EXCELLENCE

November 12, 2012

Colorado Secretary of State
Attention: Voting Systems Specialist
1700 Broadway — Suite 270

Denver CO 80290

To Whom It May Concern:

Pursuant to Colorado Revised Statutes 1-7-514 and Secretary of State Rule 11.5.4,
please find attached:

Post-Election Audit — Central Count AccuVote-OS Procedures
Post-Election Audit — AccuVote TSx Procedures

Post-Election Audit form provided by Secretary of State
Voting System Security — Incident Report

Please contact our office if you have any questions regarding the Post-Election Audit
information provided to you.

Sincerely,

SCOTT DOYLE
Larimer County Clerk and Recorder

Doreen Bellfy
Elections Manager

enclosures



STATE OF COLORADO Scott Gessler
Department of State Secretary of State
1700 Broadway, Suite 200 Judd Choate

Denver, CO 80290 Director, Elections

2012 General Election Post-Election Audit
November 8, 2012

Scott Doyle, Larimer County Clerk and Recorder

Pursuant to Section 1-7-514, C.R.S., Election Rule 11, and the vendor specific Conditions for Use, the
attached report provides guidance for completing the post-election audit.

The following information is to be used to resolve issues that arise from the selection of devices and
races by the Secretary of State’s office:

If a device was identified as being available for use but did not have any votes cast on it, please
indicate the status as “NO VOTES” in the field for Device Count and Manual/Hand Count.

If backup equipment was selected for the audit contact the Secretary of State’s Office.

If any polling place scanner or DRE has votes on it, but any of the races selected for audit do not
appear on the device, contact the Secretary of State’s Office.

If a central count or vote center scanner has votes on it, but the races selected for audit do not appear
in the ballots chosen by the canvass board, then the canvass board must continue to randomly select
ballots until all races can be audited.

The report must be signed by the canvass board members and the designated election official. e-mail the
corrglpleted and signed report to voting.systems(@sos.state.co.us no later than 5:00 p.m. on November
23,2012,

Please contact the following staff for additional assistance:
¢ Danny Casias
(303) 894-2200 ext. 6356
danny.casias@sos.state.co.us

¢ Jerome Lovato
(303) 894-2200 ext. 6355
jerome.lovato@sos.state.co.us



2012 General Election Post-Election Audit
Larimer County:

DRE >nﬂwﬂ_ﬁmr\mx 273682 State Senate - District 23 Marble

DRE >n_mwm<ﬁmw\mx 273682 State Senate - District 23 Kemp

DRE >n_““m<:n.v_w_“4\mx 273682 Presidential Electors Goode Jr. / Clymer
DRE >nﬂmﬂﬂ_ﬂwmﬂwx 273682 Presidential Electors Obama / Biden
DRE >nﬂu._@:n“mﬂmm_u.“wx 273682 Presidential Electors Romney / Ryan
DRE >nﬂwﬂmr\mx 273682 Presidential Electors tohnson / Gray
DRE >nvn%..:hﬂwq\mx 273682 Presidential Electors Stein / Honkala
DRE >nwﬂﬂﬂmﬁ”_“ﬂ\mx 273682 Presidential Electors Alexander / Mendoza
DRE >nﬂm<:hﬁw\wx 273682 Presidential Electors Anderson / Rodriguez
DRE >nﬂp@ﬂﬂﬂmx 273682 Presidential Electors Barr / Sheehan
DRE >nﬂ“ﬂ““ﬂm,“mx 273682 Presidential Electors " Harris / Kennedy
DRE >n_““m<ﬂﬁw\mx 273682 Presidential Electors Hoefling / Ellis
DRE >nﬂ_ﬁ_ﬂq”“_”.“mx 273682 Presidential Electors La Riva / Ramirez Ir.
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2012 General Election Post-Election Audit
~ Larimer County:

Premier / . . .
27 | El

DRE AccuVote-TSX 3682 Presidential Electors Miller / Bertram
Premier/ , .

DRE AccuVote-TSX 273682 Presidential Electors Reed / Cary
Premier / . , .

DRE AccuVote-TSX 273682 Presidential Electors Stevens /Link | @ 1,
Premier / , , ]

DRE AccuVote-TSX 273682 Presidential Electors Tittle / Turner
Premier / . . .

DRE AccuVote-TSX 273682 Presidential Electors White / Scherrer
Premier / . . .

DRE AccuVote-TSX 273682 Presidential Electors Write-In
Premier/ Larimer County Public Improvement District

DRE | accuvotetsx | 272732 Referred Issue 5D Yes
Premier / Larimer County Public Improvement District

DRE AccuVote-TSX 272732 Referred Issue 5D No
Premier / - e .

DRE AccuVote-TSX 272732 District Attorney - 8th Judicial District Riedel
Premier / Larimer County Public Improvement District

DRE AccuVote-TSX 273400 Referred Issue 5C Yes
Premier / Larimer County Public Improvement District

DRE | accuvote-Tsx | 273400 Referred Issue 5C No
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2012 General Election Post-Election Audit
Larimer County:

ke / Mod

DRE >n_““wﬁm_w\mx 273400 State Senate - District 14 Kefalas
DRE >nﬂﬂ_dﬂmﬁmﬂ“wx 273400 State Senate - District 14 Anderson
DRE >nﬂ._ﬁmw\mx 273400 State Senate - District 14 Johnston
DRE >nwwwﬂhmmq\mx 273400 State Senate - District 14 Rothe
CCos >wn_,wﬁmﬂ.mm 74177 State Representative - District 51 Shaffer
CCOS >Mn_,_.n_w0ﬂ M.MUm 74177 State Representative - District 51 DelGrosso
ccos >MH,HM.MVM 74177 State Representative - District 51 Renker
Ccos Premier / 74177 County Judge, Larimer - Rand Yes

AccuVote-0S
cCcos >wnﬂw,ﬁm.m A 74177 County Judge, Larimer - Rand No
Cccos >Mwﬂ“mm 74177 District Judge - 8th Judicial District - Williams Yes
cCos >nﬂqm,ﬂm.mm 74177 District Judge - 8th Judicial District - Williams No
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Premier /

2012 General Election Post-Election Audit
Larimer County:

AccuVote-0S

CCos AccuVote-0S 74177 Court of Appeals - Booras Yes
Premier /
CCos AccuVote-0S 74177 Court of Appeals - Booras No
Ccos Premier / 74177 State Board of Education - Congressional District 2 Schroeder
AccuVote-0S
CCOos Premier / 74177 State Board of Education - Congressional District 2 Fattor
AccuVote-0S
CCOos Premier / 74177 State Board of Education - Congressional District 2 Cottrell
AccuVote-0S
Premier / N .
CCos AccuVote-0S 74177 Regent of the University of Colorado - At Large Ludwig
Premier / . .
CCcos AccuVote-0S 74177 Regent of the University of Colorado - At Large Belmont
Premier / N .
Ccos AccuVote-0S 74177 Regent of the University of Colorado - At Large Davidson
: Premier / —_
74177 R .
CCos AccuVote-0S egent of the University of Colorado - At Large Ong
CCOoSs Premier / 74177 Court of Appeals - Miller Ye
AccuVote-0S i ®
CCOos Premier / 74177 Court of Appeals - Miller No
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2012 General Election Post-Election Audit
Larimer County:

Premier / .
CCOos AccuVote-0S 74177 Amendment § (Constitutional) Yes
Premier / -
CCcos AccuVote-0S 74177 Amendment S (Constitutional) No
ccos | Premier/ 74177 Town of Berthoud Initiated Question 300 Yes
AccuVote-0OS
Premi
ccos remier / 74177 Town of Berthoud Initiated Question 300 No
AccuVote-05
CCos Premier / 74177 Court of Appeals - Casebolt Yes
AccuVote-05 PP
Premier /
CCos AccuVote-0S 74177 Court of Appeals - Casebolt No
Premier / . . - . .
CCOS AccuVote-0S 74177 City of Fort Collins Initiated Question 301 For The Ordinance
Premier / . ) . . . .
CCos 74177 City of Fort Collins Initiated Question 301 Against The Ordinance
AccuVote-0S
CCos Premier / 74177 Court of Appeals - Taubman Yes
AccuVote-0S P
Premi
CCos remier / 74177 Court of Appeals - Taubman No

AccuVote-0S
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2012 General Election Post-Election Audit
Larimer County:

cCos Premier / Larimer no::m< Public Improvement District
AccuVote-0S Referred Issue 5B
CCoS >Hnﬂ”_m,ﬂm.mm 24177 Larimer no::_wwhmﬂwﬁ_wﬁ “Hmmowmam:.ﬁ District No
Ccos >Mnﬂ_wﬂu_ M.mum 74177 City of Loveland Councilor Ward 4 Clark
CCos >”M,H ﬁmmq.mum 74177 City of Loveland Councilor Ward 4 Mueller
ccos |  Premier/ 74177 Court of Appeals - Graham Yes
AccuVote-0S
CCOos >Mn..w,ﬁ M..Mum 74177 Court of Appeals - Graham No
ceos | ramerh | e | sl lohe b Unied st
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2012 General Election Post-Election Audit
Larimer County:

ake Mtest N Audi
Premier / St. Vrain Valley School District RE-1J Ballot Issue

CCOS | accuvote-0s 7a1r7 3A Yes
Premier / St. Vrain Valley School District RE-1) Ballot Issue

CCos AccuVote-0S 74177 3A No
Premier / N

CCOsS AccuVote-0S 74177 Amendment 65 {Constitutional) Yes
Premier / I

CCos AccuVote-0S 74177 Amendment 65 {Constitutional) No

ccos | Premier/ 74177 County Judge, Larimer - Carne Yes

AccuVote-0S yJudee, ¥ €

Premier / .

CCoS AccuVote-0S 74177 County Judge, Larimer - Carney No
Premier / Larimer County Public Improvement District

CCos AccuVote-0S 74177 Referred Issue 5E Yes
Premier / Larimer County Public improvement District

Ccos AccuVote-0S§ 74177 Referred Issue S5E No
Premier / L o

CCOs AccuVote-0S 74177 District Judge - 8th Judicial District - Odell Yes
Premier / L e

CCos AccuVote-0S 74177 District Judge - 8th Judicial District - Odell No
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2012 General Election Post-Election Audit

Larimer County:

Viake / Mod

Premier / .

CCOS AccuVote-0S 74177 County Judge, Larimer - Schultz Yes
Premier / .

cCcos AccuVote-0S 74177 County Judge, Larimer - Schultz No
Premier/ . .

CCos AccuVote-05 14177 County Commissioner - District 2 Johnson

CCos Premier / 74177 lustice of the Colorado Supreme Court - Coats Yes

AccuVote-08

Premier / )

CCos AccuVote-0S 74177 lustice of the Colorado Supreme Court - Coats No
Premier / . .

CCos AccuVote-0S 74177 County Commissioner - District 3 Donnelly
Premier / . A

CCos AccuVote-0S 74177 County Commissioner - District 3 Stockley
Premier / Loveland Rural Fire Pratection District Ballot Issue

CCOS | Accuvote-0s 74177 SF Yes
Premier / Loveland Rural Fire Protection District Ballot Issue

CCos Accuvote-05 74177 S5F No
Premier / . .

CCOSs AccuVote-0S 74177 State Representative - District 53 Fye

ccos | | FPremier/ 74177 State Representative - District 53 Fischer

AccuVote-05
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2012 General Election Post-Election Audit
Larimer County:

4k
Premier / Larimer County Public Improvement District
€eos AccuVote-0S 74177 Referred Issue SA
Premier / Larimer County Public Improvement District
CCos AccuVote-0S 74177 Referred Issue 5A
Premier / .
CCos AccuVote-0S 74177 Amendment 64 (Constitutional) Yes
Premier/ A
Cccos AccuVote-0S 74177 Amendment 64 {Constitutional) No
ccos | Premier/ 74177 Court of Appeals - Webb Yes
AccuVote-05 PP
Premier /
CCos AccuVote-0S 74177 Court of Appeals - Webb No
Premier / , L .
CCOos AccuVote-0S 74177 State Representative - District 52 Ginal
Premier / , _ .
CCOos AccuVote-0S 74177 State Representative - District 52 Morain
Premier / . _—
CCOS AccuVote-0S 74177 State Representative - District 49 Shelton
CCos Premier / 74177 State Representative - District 49 Buck

AccuVote-0S
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2012 General Election Post-Election Audit
Larimer County:

NOTE: if there is a complaint or a discrepancy between the manual tallies of each votin
voting device Section 1-7-514(2)(c), C.R.S., requires the canvass board and the count
a description of the audit process used, including any initial, interim, and final results

g device and the corresponding tallies recorded by each

y clerk and recorder to promptly report to the Secretary of State
of the completed audit.

Designated Election Official: Canvass Board Member:

" DoemBass- (31 ?;ww@mm It (3,12

Stgnathre mmo\..rfoe _\CK\CFQ& Date Signature Date m_.m%i% é E\l\“ﬁ

Date
Doreen Becc Fy Lo dliuun T, Buesell D suned T uell
Written Name !

Written Name Written Name B

Canvass Board Member:

Provide additional pages and names as necessary.
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VOTING SYSTEM SECURITY - INCIDENT REPORT

LARIMER COUNTY
2012 General Election
November 6, 2012

Pursuant to section 43.8.11.4 of the Security Procedures for Electronic Voting
Systems ( Secretary o f S tate R ule 4 3), ea ch c ounty is required t o s ubmit a
statement to the Secretary of State's office addressing the existence or absence
of any security issues related to the county’s use of voting equipment.

By checking this box, we are representing that our county

DOES NOT have any security related incidents to report
X with the use of our voting equipment for the 2012 General
Election.

By checking this box, we are representing that our county

DOES have security related incidents to report with the
use of our voting equipment for the 2012 General Election
and we will be attaching incident reports to this document.

/B@*me%ﬂw/ /151~

Authorized Signature Date

'——JX)REBK‘) %6 LeF v

Printed Name




LARIMER COUNTY PROCEDURES
SUBJECT: POST-ELECTION AUDIT — CENTRAL COUNT
ACCUVOTE-0OS

Last Update Date: July 16, 2012
Last Updated By: Stephen Gentry
Due for Review: Annually
Filed Under: Voting System

Procedure Background:
After an election, to ensure that votes were accurately recorded
and tabulated by the Central Count AccuVote-0S, a random audit
must be performed.

Reason for Procedure:
e C.RS. 1-7-514
e SOSRule11.54
¢ SOS Conditions for Use:
o Premier Central Count Scanner (2.0.12) Condition 4

Supplies/Resources Needed:

o Counted bailots

o Post-Election Audit form from SOS

Forms/Labels: S:\Elections\ACCUVOTE GEMS\AccuVote
Testing\InventoryDatabase\EquipmentInventory.accdb

Canvass Board Oath
Audit Labels for Voted Ballot Retention Box (Avery 5163)
Cover Letter to SOS
Hand Tally Sheets (0S)
Races to Audit per AccuVote
Voting System Security — Incident Report for SOS
Batch Audit Reports for the boxes of ballots selected
Scratch Paper
Pens
Rubber Bands
Rubber Fingers
Paper Clips
Calculators
Audit Materials Storage Box
Tape Seals (red and blue)
Combo Seals (wire)
Generic Tape Seals
Wire Clippers
Scissors
Post-it Notes
Timesheets
Name Tags

G 0O o0 o0 0o 000

*® & & & & & 0 0 S 0 " " s e 0




File Path:
S:\Elections\PROCEDURES\Voting System\Final\Post-Election Audit -
Central Count AccuVote-0S.docx

What does a person need to know before completing this

procedure? :
How to record votes on a tally sheet:

RN N

How long does this procedure take to complete?
1-2 days; depends on how many ballots there are to verify

When does this procedure take place?
o The SOS will select the AccuVotes and the races to be audited
within 48 hours of the close of poils on election night.
¢ Upon completion of the audit, the results must be reported to the
SOS no later than 5:00 pm on the last day of the canvass.

.- .
Post-Election Audit — Central Count AccuVote-0S Page 2




Steps to complete procedure:

Preparation — Post-Election

This section is performed by county staff and does not need to be
observed by the Canvass Board.

1.

2.

W

Randomly select the Central Count OS units to be audited.
(Performed by the SOS)

Randomly select the races to be audited on each OS unit.
(Performed by the SOS)
Retrieve the selected OS units.
Obtain a list of all of the boxes and quantities of voted ballots for

each selected OS unit (get this info from the Audit Database).

Determine the number of ballots that need to be audited using the

chart from Premier Central Count Scanner Condition (2.0.12) 4b:

Tuotal # of Ballots Counted on
Device:

Total # of Ballois to audit:

# of errots requiring

escalation:

150,000 1o 560,000 1.250 &
35.001 1o 130,000 800 4
10,001 to 35,000 500 3
3201 to 10.000 315 2
1,201 t0 3,200 200 2
501 to 1,200 125 2
281 to 500 80 {
151 to 280 50 ]
a1 ta 150 32 1
51090 20 1
26t 30 13 |
16t0 25 8 1
gto 15 5 1
18 3 or 100% if less than 3 {

Device = An individual AccuVote

6.

7.
8

9.

11.Print the Audit DB balance form information

audit on that OS unit appear.

Admin Reports menu as an .xis file

Modify the Hand Tally sheets so that only the races selected to

Print two Hand Tally sheets for each bundle to be audited.
. Save the Central Count Status Report by Race from the GEMS

Find the races chosen and select decks that counted those races

a. Select decks that counted multiple chosen races
10. Select boxes that contain the selected decks using the Audit
Database counting module for that year

Post-Election Audit — Central Count AccuVote-0S
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Audit

The audit process must be observed by at least two (2) members of the
Canvass Board. C.R.S. 1-7-514(4); SOS Rule 11.5.4.8

The number of audit teams depends on the number of ballots to audit.
An audit team will be comprised of four (4) people representing both
major parties.

Hand Tally

This section is performed by the audit teams.

1. Record the Bundle Letter from the Baliot Bundle document on the
Hand Tally Sheet.

Ballot Bundle

Bundle I sy

2. Count and record the number of ballots in the bundle on the Hand
Taily Sheet.
3. Record the Box # that the batch came out of on the Hand Tally
Sheet.
4. Record the AccuVote that originally counted the batch on the Hand
Tally Sheet.
5. Manually tally all of the votes for the selected races in each bundle
on a new hand tally sheet:
a. Using Hand Tally sheets, an audit team will manuaily tally all
of the votes for each race on each baliot.
b. Marking Judges direct the pace by calling out the next race
on their hand tally sheet to the reading judges
¢. Two judges will read the votes for that race while the other
two judges mark the tally sheets.

b o T
Post-Election Audit — Central Count AccuVote-0S Page 4




Race Not Cn Ballot

Total Vetes|

d. Marking judges will also record undervotes, overvotes, and
the number of times the selected races are not on the baliot.

i. Undervotes — one tally mark for each undervote in a
race:

1. Vote for ONE — (example: Reader says
“Undervote”, Marker marks 1 tally for
Undervote)

2. Vote for MORE THAN ONE - (example: Reader
says “"Candidate 1, Undervote, Undervote”,
Marker marks 1 tally for Candidate 1 and 2
tallies for Undervote)

ii. QOvervoted Race — one tally mark for the ENTIRE
RACE (example: Reader says “Overvoted Race”,
Marker marks ONE tally for Overvoted Race NOT a
mark for each overvote)

iii. Race Not On Ballot — self explanatory

e. When the marking judges get 5 tallies in a box, they will say
“Tally” — If both judges do not have a tally, they will find the
error and correct it. Use a new tally sheet if necessary.

f. If a judge puts a tally in the wrong place, they will place a
dot above it to show it is a mistake. When that race gets
another vote, the judge will connect the dot to the tally
mark.

g. When a Bundle is compieted:

i. The marking judges will produce a total for each
candidate in the Hand Tally column then sum the
votes to produce a total for the race at the bottom of
the column (votes + undervotes + overvotes + race
not on ballot).

Post-Election Audit — Central Count AccuVote-QS Page 5




ii. Verify that both judges’ numbers match.
iil. Hand in the compieted hand tally sheet.
iv. Start a new Hand Tally Sheet for the next bundle.
6. The Audit Team will repeat steps 2-6 for each bundle.
7. Once all bundles are hand tallied sum the batches on the Google
Docs Master form linked in the Equipment DB

Central Count (As bundles in a box are hand tallied)

1. County Staff will load a copy of the GEMS election database and
print a Zero Report. The audit team will verify all zeros on the
report.

2. Audit team counts the ballots:

a. Using the original AccuVote-OS unit that processed the
ballots during the election.
i. One member of the audit team will feed a Start Card
through the AccuVote.

ii. That same member will then feed one bundle through
the AccuVote at a time to create a deck of 25.

iii. The other audit team member will catch the ballots as
they come out of the AccuVote, ensuring that each
ballot lands on top of the stack of ballots in the
output area at the back of the machine.

iv. Once all of the ballots in the deck have been
processed, an Ender Card will be fed through the
AccuVote.

v. Print an Election Summary Report for each deck
before the next is started.

vi. Have another team verify the results against that
bundle’s hand tally.

Repeat step 2 for all decks.

County Staff will print a final Election Summary Report for all of the

Ballots.

5. The Audit Team will record the vote totals from the Election
Summary Report on the Master Hand Tally sheet under the Unit
Total column.

a. If the hand tallies and the resuits report match:

I. The ballots, Hand Tally sheets, and Elections
Summary Report will be placed in the original ballot
retention box and sealed and secured with the other
official election records for the election at the end of
the audit.

b. If the hand tally and the results report do not match, follow
these procedures:

i. SOS Rule 11.5.4.9:

1. County Staff will create as many copies of the
database as there are decks.

m
Post-Election Audit — Central Count AccuVote-0S Page 6
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2. Within each copy of the database all decks
except the one in question will be deleted.

3. The audit team will manually verify the results
for each batch as many times as necessary to
confirm that there is no discrepancy in the
manual count;

4. Take any additional steps as necessary to
check for voter error, which shall include but
not be limited to: over-votes, stray marks on
the ballot, or other voter intent indicia; and

5. Review the situation and take action as
necessary in accordance with the canvass
board’s powers as set forth in 1-10-1, C.R.S.

6. The Canvass Board will certify the audit results and sign the audit
report.

7. Upon completion of the audit, report results and a description of
the audit process to the SOS no later than 5:00 pm on the last day
of the canvass, by means set forth in SOS Rules 11.5.4.11 &
11.5.4.12:

a. Include the following:
i. Post-Election Audit form provided by the SOS; signed
and sealed:

STATE OF COLORADO Mike Coffrean

Department of State Secretary of Stase
(00 Bmadwiy. Sase 3T 1 Wayne Munster
Trmwi v :mn B Acting Divectsr, %
g Flvisious
Adtn; Scott Derie HWIR Post Election Audil {LOLNTY: LARIMER

County Clerk and Recorder

Comn o s Portamd

Bk votmg | TS Comem backy. Lumor. Carmey

Becioa Der DT “Seate Semar - Daam 0

Bodes O Tk Swe Sewar . Dewne 3

Pk Dey | 33T [P —— —1

Dliasics Anvanwy - Bob Jndica) Dxmsinn

e Vot DAL Usaalp €k - Dot 2

Tk Voly | DA61 Coumy Cammmions - Dianies S

342 Cotar vmimcramm - Boveaes 3

aET [ TS N ——— ]

Hakln

stalla 2arz Comper o 1 ToArcs 3
[

Farty

EE Tormct ol o € vbacks Sl Caset - Bl

Brobaw e caled St Srits Dl 51

R EEEE
g
{
]
;

Bcam b TG s v the Colemeads S (o~ Birbios T

ey —
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Voting System Security — Incident Report; signed:

BT IR
TianE o mmesAnes

a Larumae County Crark and Becormter

WOTING SYSTEM ZECURITY - INCIDENT REPURT

LARIMER COUNTY
S GENERAL ELECTION
NOVEMBER 4, 2008

Bratit S weticn FLE ITA o 2ra Seevery Prowelusin i B oion
Higmiwrn Secredary v i A3 et cporty x maquend wiosubier y
stabpernped 0 Mo Smorevars of Gtwe x A0 Sty Yo smeecs g aneus
o dmp saenady srued maido 10 Te ity s wee o woling sgupreat

Ty clckans Tk BUT. W Qi SAPmBe ey el e sosaty

x DOES NOT nave vy semrty ssssbug snoicherts 15 rapun

H W I e B i v WY B T TN Cweral
BTG

B¢ pechrg TUS D0, A EOT SRR INGT dor Chunfy
DOES nas: vacurty sl Incidanth s repert witt T
A58l une erdesy aanegst b the D008 Siieset ERiinn
AL We WL LR AT NI et 0 BN R e

. Cover Letter:

Augusi 16, 2010

Colorado Secrelary of Stale
Attention: Voting Sygtems Spacialist
1700 Broadway — Suite 270

Daveg &3 80230

Towhom & May Congem:

Pursuant 1o Colarads Revised Statutes 1-7-514 and Secretary of State Ruie 1154,
please find attached:

« PogtElection Audit— Central Count Agcuygie-0S Procedures
« Post-Efection Audt — AoV ate TSz

+ Post-Election Audit form provided by Seaatary of State

s Audit Board Oath

» Voting System Security — Incidem Report

Pleasa contact our ofice if you have any questions regarding the Past-Flection Audt
informaticn providedio you.

Sincaraly,

SCOTY DOYLE
Larimer County Clerk and Recarder

R E;?.Ji{'_.»r-

Doreen Bellfy
Elections Manager

nEleuRs

iit. A copy of these procedures.
b. Scan all forms into a .pdf file.

- e ————
Post-Election Audit — Central Count AccuVote-0S Page 8




i. Save the file to the following location:
S:\Elections\ACCUVOTE_GEMS\AccuVote
Testing\InventoryDatabase\Post Election Audit\ “Year”

i. Name the file “"Audit Results and Procedures”

ii. Email the file to voting.systems@sos.state.co.us;
Subject line = County Number, County Name, POST-
ELECTICN AUDIT.

iii. Place the paper forms in the Audit file located in the
Equipment Auditor’s desk.

S —
Post-Election Audit — Central Count AccuVote-0S Page 9




LARIMER COUNTY PROCEDURES

SUBJECT: POST-ELECTION AUDIT -~ ACCUVOTE-TSX

Last Update Date: June 8, 2012
Last Updated By: Stephen Gentry
Due for Review: Annually

Filed Under: Voting System

Procedure Background:
After an election, to ensure that votes were accurately recorded
and tabulated by the AccuVote-TSx, a random audit must be
performed.

Reason for Procedure:
e« C.R.S. 1-7-514
e SOS Rule 11.5.4

Supplies/Resources Needed:
AccuVote-TSx units to be audited (chosen by SOS)
All V-VPAT canisters from the selected TSx units
Election night results tapes from the selected TSx units
Completed AccuVote-TSx Election Seal Logs for the selected TSx
units
Post-Election Audit form from SOS
Forms/Labels:
S:\Elections\ACCUVOTE GEMS\AccuVote
Testing\InventoryDatabase\EquipmentInventory.accdb

o Canvass Board Oath

- o Cover Letter to SOS
o Hand Tally Sheets (TSx)
» Canister
= (anister Totals

o Races to Audit per AccuVote

o TSx Canister Seal Logs (Audit)

o Voting System Security — Incident Report
Digital Camera
Scratch Paper
Pens
Rubber Bands
Paper Clips
Calculators -
Tape Seals (red and blue)
Spring-Lock Seals
Combo Seals (wire)
Clippers
Scissors
Post-it Notes




e Timesheets
¢ Name Tags

File Path:

S:\Elections\PROCEDURES\Vating System\Final\Post-Election Audit -
AccuVote-TSx.docx

What does a person need to know before completing this
procedure? '
+ How to perform a hand tally

o L

How long does this procedure take to complete?
1-2 days; depends on the number of TSx units to audit

When does this procedure take place?

« The SOS will select the AccuVote-TSx units to be audited and the
races to be verified on each unit within 48 hours of the close of
polls on election night.

» Upon completion of the audit, the results must be reported to the
SOS no later than 5:00 pm on the last day of the canvass board.

L — . ___________ . Tl
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Steps to complete procedure:
Preparation — Post-Election -

This process is internal and does not need to be observed by the Canvass
Board.

1. Randomly select the TSx units to be audited.
(Performed by the SOS)

2. Randomly select the races to be audited on each TSx unit.
(Performed by the SOS)

3. Retrieve the selected TSx units.
4, Retrieve zail of the V-VPAT canisters for each selected TSx unit.

5. Modify the Hand Tally sheets so that only the races selected to
audit on a TSx unit appear on the hand tally sheet for that selected
TSx unit.

Audit

The audit process must be observed by at least two (2) members of the
Canvass Board. C.R.S. 1-7-514(4); SOS Rule 11.5.4.8

Each selected TSx unit will be audited by one (1) audit team. The audit
team will be comprised of four (4) people representing both major parties.

Hand Tally
This section is performed by the audit teams.

1. Verify the Trusted Build on the selected TSx units:
a. Turn the unit on. Once the unit has initiated, touch the
umbrella icon in the lower right corner of the screen;
b. In the window that appears, verify that the File Signature =

b18ab70141bcceff251469e0e45dfefb:

c. Take a digital picture of the screen that includes the file
signature and TSx serial number. Verify that the picture is in
focus.

2. Manually tally all of the votes for the selected races in each canister
for the first TSx unit:

a. Unseal and open the first canister.

i. Fill out an AccuVote-TSx Canister Seal Log (Audit).
The form has room for six (6) canisters. Place the
broken canister seal in the Audit Materials Storage
Box.
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LARIMER COUNTY CLERK AND RECORDER
Primary Election - August 10, 2010
FOSTELECTION AUDIT
ACCUVOTE-TSX CANISTER SEAL LOG

AtcuVole-TSx Serial #:

A T ST P

(Srtnrnsmr e meb ey T

b. Using Hand Tally Sheets, the audit team will manually tally
all of the votes for the selected races in the first canister.
Two judges will read the votes while the other two judges
mark the tally sheets.

c. Each canister requires new hand tally sheets

Canister #: # of Bailots: AccuVote-TSx #

d. Marking judges wili also record undervotes and the number
of times the selected races are not on the ballot.
i. Undervotes — one tally mark for each undervote in a
race:
1. Vote for ONE — (example: Reader says
“Undervote”, Marker marks 1 tally for
Undervote)
2. Vote for MORE THAN ONE — (example: Reader
says “Candidate 1, Undervote, Undervote”,
Marker marks 1 tally for Candidate 1 and 2
tallies for Undervote)
ii. Race Not On Ballot - self explanatory
e. When the marking judges get 5 tallies in a box, they will say
“Tally” — If both judges do not have a tally, they will find the
error and correct it.
f. If a judge puts a tally in the wrong place, they will place a

dot above it to show it is a mistake. When that race gets
- . .
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another vote, the judge will connect the dot to the tally
mark.

g. Reading judges will keep track of how many ballots are in a
canister (scratch paper).

h. When a canister is completed:

i. The marking judge will record the total ballots at the
top of the hand tally sheet as tracked by the reading
judges.

ii. The marking judges will produce a total (Hand Count
column) of tallies for each candidate in the canister.

iii. Then sum the totals for the race at the bottom of the
hand taily sheet (votes + undervotes + race not on
ballot) which should equal the number of baliots in
the canister.

*If a race has the option to vote for multiple
candidates, this will not be true.

iv. Verify that both judges’ numbers match.

v. A reading judge will record each candidate’s total on
the Master Hand Tally Sheet for the canister

i. Repeat steps a-g with each remaining canister for the TSx
unit.

3. Verify the vote totals on the Master Hand Tally sheet for the
selected races against the Election night results tape from the
selected TSx unit:

a. If the hand tally and the results tape match:

i. Roll the AccuVote tape back into the canister

ii. The security canisters will be resealed.

iii. The sealed canisters and results tapes will be sealed
in the audit materials storage box and secured with
the remainder of the official election records for the
election.

iv. The Canvass Board will certify the audit results and
sign the audit report.

b. If the hand tally and the results tape do not match, the
Canvass Board members will follow the procedures outlined
in SOS Rule 11.5.4.9:

i. Manually verify the results as many times as
necessary to confirm that there is no discrepancy in
the manual count; and

ii. Review the situation and take action as necessary in

~accordance with the canvass board’s powers as set
forth in 1-10-1, C.R.S.

4. Complete the Post-Election Audit form provided by the SOS

a. For each unit and race record the Machine Count from the
results tape.

b. For each unit and race record the Manual Hand Count from
the Master Hand Tally Sheet.

M
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c. The two observing canvass board members will initial next
to each unit/race/candidate listing.

Report Results

This section is performed by county staff.

1. Upon completion of the audit, report results and a description of
the audit process to the SOS no later than 5:00 pm on the last day

of the canvass, by means set forth in SOS Rules 11.5.4.11 &

11.5.4.12:

a. Include the following forms:
i. Post-Election Audit form provided by the SOS; signed

and sealed:

STATE OF COLORADO
Departnsnt uf State

(P Rabayy . S 10
Duwerr. OO 10

Al Coffean
SreTriars of Stk
I Wuyme Fmmter
B A Deevua, 4y
Elecsisan,

A St Devie
Covaty Qort wrd Recorder

2008 Pust Electlon \ndf COUNTY: LARTMER

8 B R B s B B B E E B E B

[ T =y =y

il. Voting System Security — Incident Réport; signed:

]
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VOTING BYSTEM SECURITY « INCIDENT REPORT
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August 16. 2010

Colorado Secretary of State
Attention: Voting Systems Spoctailg
1700 Broadway — Suite 27

Repver 00 80290

To Whom it May Concem:

Pursuant to Colorado Revised Statutes 1-7-514 and Secretary of State Rule 11.3.4,
please find attached:

» Post-Bection Audl — Central Coum AcgyVgte-OS Procedures
» Post-Elsction Auci — ISs,

+ Post-Elkction Audi fom provided by Secretary of Stats

» Audit Board Oath

v Voting Systern Secusity —Incident Report

Please contact aur office if you have any questions regarding the Post-Election Audit
information providedto vou,

Sincerely.

SCOTT DOYLE
Larimer County Clerk and Recorder

™ e
Coreen Beltfy
Elections Manager

SAciesyres

iv. A copy of these procedures.
b. Scan all forms into a .pdf file.
i. Save the file to the following location:

m e e e e _ -
e EEEEE ————
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S:\Elections\ACCUVOTE_GEMS\AccuVote
Testing\InventoryDatabase\Post Election Audit\ “Year”

ii. Name the file “Audit Results and Procedures”

ifi. Email the file to voting.systems@sos.state.co.us;
Subject line = County Number, County Name, POST-
ELECTION AUDIT.

iv. Place the paper forms in the Audit file located in the
Equipment Auditor’s desk.

M [
e ——————————
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