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Melanie Stuart

From: John Gardner

Sent: Friday, June 15, 2007 6:21 PM
To: Melanie Stuart; Michael Chadwell )
Subject: FW. HART

Attachments: COSiteVisit Letter 2007 061407 .pdf

| can't believe | forgot once again....

Thanks,
John G.

From: John Gardner

Sent: Friday, June 15, 2007 6:06 PM

To: 'Gram, Kassie'; Lubthisophon, Paul; 'Harreli, Travis' ;
Cc: Tim Bishop; Geneice Mathews; Stephanie Cegielski; Wayne Munster; 'PLichtenheld@hartic.com’ |
Subject: FW: HART ‘

Kassie, while this “.ini" file may not affect the firmware version of the device, it does fall under the umbrella of the
trusted build for the device. If we have not already received the trusted build information for this, please instruct
the ITA’s to release this to as soon as possible. This is now the second instant of Hart specific software that has
been discovered by our testing board by accident or through other entities. We hope moving forward that your
office would be more forthcoming with vendor specific software and firmware on voting devices used in our state.
| am thankful that our county clerks have brought this to our attention as they understand the importance of the
trusted build and the security of voting devices in Colorado.

We do understand the need for this change as Colorado experienced the exact same error with at least one
county who had a large number of write-ins last year. When the State requested a malfunction report from Hart
on this (and 10 other county eScan issues) your organization reported back to us that there was no expectation
for a similar failure in other equipment. This was reported to us on December 131 of 2006. Now that all of the
equipment has been “repaired” (pursuant to your spreadsheet) we would kindly request an update to that
malfunction report to be filed with our office to verify the discrepancies and the need for this “.ini” file change
within your system.

As for our expectations with county equipment, we are currently in the process of re-certifying your system to the
new standards. As such, we have not and cannot approve any change or modification in any way to any field
equipment. You have provided certain assurances that the equipment we are testing is the exact representation
of what is in use in Colorado. While we are still verifying this information, | fully expect this to be the case, and to
have support and understanding from Hart that any change to equipment at this time, until we have processed
your application for certification is out of line with our certification processes and not supported by our office. We
do have aillowances in our security requirements for repairs and maintenance on equipment, but this maintenance
cannot include any modifications of the system.

We will be sending information to counties informing them that this pragctice is not supported by our office due to
the sensitive timing of the certification process and the sensitive nature of the trusted build.

If you have any additional questions on this, please contact me as soon as possible.

Thank you,
John G.

From: Gram, Kassie [mailto:kgram@hartic.com]
Sent: Friday, June 15, 2007 1:47 PM

6/18/2007
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To: John Gardner; Lubthisophon, Paul; Harrell, Travis
Cc: Tim Bishop; Geneice Mathews; Stephanie Cegielski; Wayne Munster; Lichtenheld, Peter
Subject: RE: HART

John - I'm sorry for the confusion with this issue. This eScan update is preventative maintenance based on what
we learned from last fall’s election. I've attached the letter that should have gone to our Counties before the
appointments were made.

The file that our account managers are planning to update is an .ini file that determines simple eScan settings.
The only change is to allocate more memory space for write-in images on the CF card, an identified need based
on trends in other states. This .ini file is a plain text/ASCII file and can easily be reviewed by your staff. In
addition, this is not a required “fix”, and the State can choose not to allow Hart to upgrade its Colorado
customers.

I apologize that we did not run this through your office before moving forward. In order to avoid future
confusion, Hart will certainly appreciate formal guidance on your expectations when it comes to setting changes’
and maintenance updates.

Please let me know if you need further clarification.
Thank you!
Kassie

From: John Gardner [mailto:john.gardner@sos.state.co.us]

Sent: Thursday, June 14, 2007 10:46 AM

To: Gram, Kassie; Lubthisophon, Paul; Harrell, Travis

Cc: Tim Bishop; Geneice Mathews; Stephanie Cegielski; Wayne Munster
Subject: FW: HART

Kassie, can you please address this issue and explain what “fix” is being implemented on the eScan units? This
appears o be in direct violation of our security requirements for counties, and we would have concern if a)
Counties have used non-certified versions of firmware on the eScan in the past and this is now correcting the
problem, or b} this is an install of a non-certified version. In either case, as we are in the process of evaluating
your system for certification in Colorado for upcoming elections, installing firmware to machines now without
approval from the State of your system is out of line with our certification process.

Thank you,

John Gardner

Voting Systems Program Manager
Colorado Department of State
1700 Broadway, Suite 270
Denver, CO 80290

. (o) 303-894-2200 ext. 6318

(c} 719-243-6344
(f) 303-869-4861

From: Debbie Rudy [mailto:drudy@co.montrose.co.us]
Sent: Thursday, June 14, 2007 10:06 AM

To: John Gardner

Subject: HART

6/18/2007



Page 3 of 3

Hi John,

I have & question. We have received an email from Martina Ard at HART, indicating some kind of "fix" on the
escans. I'm a little confused, and when | asked her if the "{ix" was certified, she told me it was just a “ile" and that

it was ok.
Call me paranoid, but | want this cleared through you all before anything is done to our escan.

I have attached the letter we received below. | don't know if you have heard from any other counties, but
apparently all Colorade Hart Counties need to have this "file" fixed.

Hello Ladies,

| will be in Colorado the weeks of July 23rd and 30th.

I plan on visiting all counties and applying a fix to your eScans.

Working on the exact days for each county but need to know if you are available the weeks assigned above,
Thanks,

Martina

Please let me know what you know. It is not an immediate concern since it is to happen in July, but it needs to be
addressed.

Debbie Rudy

Montrose County Elections
970-252-4580
970-249-0757 (fax)
drudy @ co.montrose,co.us

6/18/2007
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45.6.1.1 The voting system provider shall demonstrate the exact proposed voling system to

the Secretary of State or his or her designee prior fo any functional testing. It should
be expected that a minimum of 6 hours would be required of the voting system
provider to demonstrate and assist with programming of the software as necessary.

and demonstrate with the specific system the following items as they pertain to each
area and use within the voting system:

45.6.1.2 The demonstration period does not have a pre-determined agenda for the voting
6 system provider to follow; however, presentations should be prepared to address
L]

. BioakS

System overview;

)
3{)7/ Verification of complete system matching EAC certification;
. @)e l‘ a W ‘)(*,)/ Ballot definition creation; '

As Adopted March 2006

L(d')/ Printing ballots on demand:

ardware diagnostics testing;

(ft  Programming election media devices for various count methods:

Vm' Absentee;
Lﬁij/ Early Voting;

Jﬂ‘)’ Precinct/Poll Place;

l/(M/ Provisional; and :
J’d/ Vote Center. hs

l»@/ Sealing and securing system devices: &o
L]
Mogic and accuracy testing; _ &M

(S Processing ballots; M
: &
S Accessible use; ' . ' C |

S Accumultating results;

Y Audit steps and procedures throughout all processes;

ertiﬁcation of resuits; and

ey Troubleshooting.

45.6.1.3 The voting system provider shall have access to the demonstration room for one

hour prior to the start of the demonstration to provide time for. setup of the voting
system.
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w/Post-election audit; W{\
anvass process handling; ? fd
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456.1.4

.45.6.1.5

45.6.1.6

45.6.1.7

A maximum of 3 business days — 24 hours total shall be allowed for the
demonstration.

The demonstration shall be open to representatives of the press and the public to
the extent allowable. The Secretary of State may limit the number of
representatives from each group to accommodate space limitations and other
considerations.

The Secretary of State shall post notice of the fact that the demonstration will take
place In the designated public place for posting notices for at least seven (7) days
before the demonstration. The notice shall indicate the general time frame during
which the demonstration may take place and the manner in which members of the
public may obtain specific information about the time and place of the test.

The voting system provider shall provide the same class of workstation andfor
server for testing the voting system as the normal production environment for the
State of Colorado.

45.6.2 Functional Testing

45.6.2.1

45.6.2.2

As Adopted March 2006

Voting system provider requirements for testihg

456.2.1.1  The voting system provider shall submit for testing the specific system
configuration that shall be offered to jurisdictions Including the
components with which the voting system provider recommends that
the system be used.

45.6.2.1.2 The voting system provider is not required to be present for the
functional testing, but shall provide a point of contact for support.

45.6.2.1.3  The proprietary software shall be installed on the woarkstation/server
and all applicable voting system components by the testing board
following the verification of the trusted build, and using the
procedures provided by the voting system provider. After installation,
the software and firmware shall be verified to the trusted build hash
values. T

456.2.1.4  The test shall be performed with test ballots and an election setup file,
as determined by the Secretary of State. )

456.2.1.5 Functional testing shall be completed according to the schedule
identified in section 45.3.3.

Secretary of State requfrements for testing
45.6.2.2.1 The Secretary of State or the designee shall conduct functional
testing on the voting system based on this rule and additional testing

procedures as determined by the Secretary of State.

45.6.2.22  The voting system shall receive a pass/fail or not applicable for each
test conducted with applicable notation on the test log.

45.68.2.2.3 A test log of the testing procedure shall be maintained and recorded

on file with the Secretary of State. This test log shall identify the
system and ali components by voting system provider name, make,
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45.6.1.1

45.6.1.2

45.6.1.3

As Adopted March 2006

The voting system provider shall demonstrate the exact proposed voting system to
the Secretary of State or his or her designee prior to any functional testing. it should
be expected that a minimum of & hours would be required of the voting system
provider to demonstrate and assist with programming of the software as necessary.
The demonstration period does not have a pre-determined agenda for the voting
system provider to follow; however, presentations should be prepared to address
and demonstrate with the specific system the following items as they pertain to each
area and use within the voting system:
(a) System overview; :
(b)'/Veriﬂcation of complete system matching EAC certification; « W
(c) ¥ Ballot definition creation;
{d)v” Printing ballots on demand;
(e) v~ Hardware diagnostics testing;
()  Programming election media devices for various count methods:

)] Absentee; ="

(ily  Early Voting; «~

(i)  Precinct/Poli Place;=”

{iv} Provisional; and '/

{vy Vote Center. /

(g)v” Sealing and securing system devices;

(h) Logic and accuracy testing; I'QC— .
R el
(i)  Processing ballots; =" <
v Accessible use; aJ/ /oéé / et

(k)  Accumulating results; / cc

{) Post-election audit; R [ V
(m);/Canvass process handling; ‘
(n) Audit steps and procedures throughout all processes; #r ré/’g‘o <
{o} Certification of results; and

(P)  Troubleshooting.

The voting. system provider shall have access to thé demonstration room for one

hour prior to the start of the demonstration to provide time for. setup of the voting
system, ‘
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45.6.14

45.6.1.5

45.6.1.6

45.6.1.7

A maximum of 3 business days - 24 hours total shali be allowed for the
demonstration. ' .

The demonstration shall be open to representatives of the press and the public to
the extent allowable. The Secrstary of State may limit the number of

- representatives from each group to accommodate space limitations and other

considerations.

The Secretary of State shall post notice of the fact that the demonstration will take
place in the designated public place for posting nofices for at least seven (7) days
before the demonstration. The notice shall indicate the general time frame during
which the -demonstration may take place and the manner in which members of the
public may obtain specific information about the time and place of the test.

The voting system provider shall provide the same class of workstation and/or
server for testing the voting system as the normal production environment for the
State of Colorado.

45.6.2 Functional Testing

45.6.2.1

45.6.2.2

As Adopted March 2006

Voting system provider requirements for testing

45.6.2.1.1 The voting system provider shall submit for testing the specific system
configuration that shall be offered to jurisdictions including the
components with which the voting system provider recommends that
the system be used.

45.6.21.2  The voting system provider is not required to be present for the
functionat testing, but shaill provide a point of contact for support.

45.6.2.1.3  The proprietary software shall be installed on the workstation/server
and all applicable voting system components by the testing board
following the verification of the trusted build, and using the
procedures provided by the voting system provider. After installation,
the software and firmware shall be verified to the trusted build hash
values.

456.2.1.4  The test shall be performed with test ballots and an election setup file,
as determined by the Secretary of State,

45.6.2.1.5  Functional testing shall be completed according to the schedule
identified in section 45.3.3. _

Secretary of State requirements for testing
45.6.2.2.1 The Secretary of State or the designee shall conduct functional
testing on the voting system based on this rule and additicnal testing

procedures as determined by the Secretary of State.

456.2.2.2  The voting system shall receive a pass/fail or not applicable for each
test conducted with applicable notation on the test log.

45.6.2.2.3 A test log of the testing procedure shall be maintained and recorded

on file with the Secretary of State. This test log shall identify the
system and all components by voting system provider name, make,
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What was expected to happen? What went well:
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What isn't going well: What can be improved and how?

Coloyado Yoting Systems Centthication Program

Created by the Colorads Secratary of Siate's Office.
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What steps were taken to remedy:

Colorado Voting Systems Certification Program Created by the Colorade Secretary of Stawe’s Office,
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What steps were taken to remedy:
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Colordo Voting Systems Certilication Program Created by the Colorado Seeretary of Starc's Office.
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45.6.1.1 The voting system provider shall demonstrate the exact proposed voting system to

,,"’—\\ the Secretary of State or his or her designee prior to any functional testing. It should
be expected that a minimum of 6 hours would be required of the voting system
provider to demonstrate and assist with programming of the software as necessary.

45.6.1.2 The demonstration period does not have a pre-determined agenda for the voting
system provider to follow; however, presentations should be prepared to address
and demonstrate with the specific system the following items as they pertain to each
area and use within the voting system:
(a) System overview; .~
{b) Verification of complete system matching EAC certification; ~
(c) Baiiot definition creation; -~
(d)  Printing ballots on demand; .~
(e) Hardware diagnostics testing; /
(¥ Programming election media devices for various count methods:
(i) Absentee; ~
' 3 "/
(i)  Early Voting; ~
(i)  Precinct/Poll Place; -
a {iv) Provisional; and <~
{v) Vote Center,
(@) Sealing and securing system devices: ‘/
(h)  Logic and accuracy testing; /
()  Processing bailots: +"
(i  Accessible use; ‘
(k)  Accumulating results:/
()  Post-election audit; ;
s
(m) Canvass process handling; '\,/ )
(n)  Audit steps and procedures throughout all processes; /
(0) Certification of results: and
(p)  Troubleshooting.
45.6.1.3 The voting system provider shall have access o the demonstration room for one
hour prior to the start of the demonstration to provide time for setup of the voting
system. ‘
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456.1.5

45.6.1.6

456.1.7

A maximum of 3 business days - 24 hours tofal shall be allowed for the
demonstration.

The demonstration shall be open to representatives of the press and the public to
the extent allowable. The Secretary of State may limit the number of

- representatives from each group to accommodate space limitations and other

considerations.

The Secretary of State shall post notice of the fact that the demonstration will take
place in the designated public place for posting notices for at least seven (7) days
before the demonstration. The notice shall indicate the general time frame during
which the -demonstration may take place and the manner in which members of the
public may obtain specific information about the time and place of the test.

The voting system provider shall provide the same class of workstation and/or
server for testing the voting system as the normal production environment for the
State of Colorado.

45.6.2 Functional Testing

45.6.2.1

45.6.2.2

As Adopted March 2006

Voting system provider requirements for testing

45.6.2.1.1 The voting system provider shall submit for testing the specific system
configuration that shall be offered to jurisdictions including the
components with which the voting system provider recommends that
the system be used.

456.2.1.2 The voting system provider is not required to be present for the
functional testing, but shall provide a point of contact for support.

45.6.2.1.3  The proprietary sofiware shall be installed on the workstation/server
and all applicable voting system components by the testing board
following the verification of the trusted build, and using the
procedures provided by the voting system provider. After instalfation,
the software and firmware shall be verified to the trusted build hash
values.

45.6.2.1.4  The test shall be performed with test ballots and an election setup file,
as determined by the Secretary of State.

456.2.1.5 Functional testing shall be completed according fo the schedule
identified in section 45.3.3.

Secretary of State requirements for testing
45.6.2.2.1 The Secretary of State or the designee shall conduct functional
testing on the voting system based on this rule and additional testing

procedures as determined by the Secretary of State,

45.6.2.2.2  The voting system shall receive a pass/fail or not applicable for each
test conducted with applicable notation on the test log.

45.6.2.2.3 A test [og of the testing procedure shall be maintained and recorded

on file with the Secretary of State. This test log shall identify the
system and all components by voting system provider name, make,
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Mike Coffman

STATE OF COLORADO

Department of State Secretary of State

1700 Broadway

Suite 250 Holly Z. Lowder
Director of Elections

Denver, CO 80290

May 2, 2007

Demonstration Procedures

1.) Each vendor will demonstrate the voting equipment to the testing board. The testing board
will be allowed to question the vendor during the demonstration.

2.) Public observers must sign in at the front door. Public questions will be taken following the
vendor demonstration. The subject of any questions must be limited to the demonstration.
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