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Tara Salas

From: John Gardner

Sent: Monday, August 27, 2007 12:26 PM .

To: Lubthisophon, Paul; Geneice Mathews; Michael Chadwell;' Tim Bishop
Cc: Gram, Kassie; Tara Salas

Subject: RE: Follow up - firmware load

Follow Up Flag: Follow up
Flag Status: Yellow
Paul, | did not receive a voicemail message from you.

'Thanks,
John G.

From: Lubthisopheon, Paul fmaiito: PLubthisophon@hartic.com]
Sent: Monday, August 27, 2007 10:41 AM

To: John Gardner; Geneice Mathews; Michael Chadwell; Tim Bishop
Cc: Gram, Kassie

Subject: Follow up - firmware load

John Gardner

This is to follow up on the voicemail | sent this morning just before 0900. Kassie will be out of town and I will
providing support should you need it this week to complete the software/firmware load on the equipment
submitted for certification. When you are ready please feel free to call me to set a time.

Thank you, Paul

Paul Lubthiscphon

Regulatory Compliance Specialist
Hart InterCivic - Colorado
303-531-4486 voice direct
303-385-6477 facsimile
plubthisophon@hartic.com

Confidentiality Notice: This email message, including all the attachments, is for the sole use of the intended recipient(s) and contains confidential
infermation. Unauthorized use or disclosure is prohibited. If you are not the intended recipient, you may not use, disclose, copy or disseminate this
information. If you are not the intended recipient, please contact the sender immediately by reply email and destroy all copies of the original message,
Including attachments. :
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Tara Salas

From: _ Gram, Kassie [kgram @ hartic.com]
Sent: Tuesday, August 21, 2007 9:17 AM
"'\To John Gardner; Tim Btshop
Cc: Tara Salas; Lubthisophon, Paul; Jerome Lovate; Michael Chadwell
Subject: FW: Still On?
Follow Up Flag: Follow up
Flag Status: Yellow

I forgot cne thing - we were also hoping to pick up a tub that we attach to our eScan
teday. We have left two of them with you and would like to grab one today.

Tharks,
Kassgie

~~~~~ Original Message-----

From: Gram, Kassie

Sent: Tuesday, August 21, 2007 9:03 aM

To: 'Jjohn.gardner@sos.state.co.us'; Tim Bishop

Cc: Tara Salas; Lubthisophon, Paul; Jerome Lovato; Michael Chadwell
Subject: RE: Still On-?

No problem - no need to drop by then. We don t want to have any part of the funk you have
going around.

I am around most of this week - if things clear up, we can stop in and get things rolling.

Thanks,
Kassie

————— Original Message----—-
© From: John Gardner [mailto:john.gardner@sos.state.co.us]
Sent: Tuesday, August 21, 2007 8:57 AM
To: Gram, Kassie; Tim Bishop :
Cc: Tara Salas; Lubthisophon, Paul; Jerome Lovato; Michael Chadwell
Subject: Re: Still On?

Kassie, not sure what kind of funk is travellung around the office, but I deo not have any
staff here today to work on this. Everyones out still that are needed to move forward.

Thanks,
John G.

Sent via out of office e-mail response.

————— Original Message-----
From: "Gram, Kassie" <kgram@hartic.com>

Date: Tue, 21 Aug 2007 08:24:59

To:"John Gardner" <john.gardner@sos.state.co.us>, "Tim Bishop"
<tim.bishop@sos.state.co.us> -

Cc:"Tara Salas" <Tara.Salas@sos.state.co.us>, "Lubthisophon, Paul"
‘<PLubthisophon@hartic.com>, "Jerome Lovato" <Jerome.Lovato@sos.state.co.us>,

"Michael Chadwell" <Michael. Chadwell@sos state.co.us>
Subject: RE: Still On?

"N

¢

-+-John - Do you think you're available for us to stop by around 10:00am?

Thanks!



TN
. Subject: RE: Still On?

Kassie

————— Original Message-----

From: John Gardner [mailto:john.gardner@sos.state.co.us]

Sent: Monday, August 20, 2007 2:21 PM

To: Gram, Kassie; Tim Bishop

C¢: Tara Salas; Lubthisophon, Paul; Jerome Lovato; Michael Chadwell

Kassie, we should be okay to get hack on track tomorrow. Can you check with me in the
morning?.

Thanks,
John G.

————— Original Message-----

From: Gram, Kassie [mailto:kgram@hartic.com]
Sent: Monday, August 20, 2007 10:16 AM

To: John Gardner; Tim Bishop

Cc: Tara Salas; Lubthisophon, Paul; Jerome Lovato
Subject: FW: S$till On?

Importance: High

John - Do you think you'll be ready for Paul and me to stop by either today or tomorfow?

I would really llke to get you all started with functional testing. Spec1f1cally, Kodak is
almost at their limit on the i830 scanner - the one that is at vour office is our best
chance at having one available. I MAY be able to get things extended until 8/31; but that
is the last extension they are willing to give me.

Basged on youf schedule, please let me know if running 70,000 ballots through that scanner .
is possible by 8/30 (since that is the day they will actually pack things up) .
Thank you, )

~—Kassie

————— Original Message-----

From: Gram, Kassie

Sent: Wednesday, August 15, 2007 7:38 aM

To: 'jomm.gardner@sos.state.co.us'; Tim Bishop
Cc: Tara Salas; Lubthisophon, Paul; Jerome Lovato
Subject: RE: Still On?

Okay. Let me know what time you are available on Monday.

Thanks.
Kassie

————— Original Message--—-—--

From: John Gardner [mailto:john.gardner@sos.state.co.us]
Sent: Tuesday,. August 14, 2007 6:49 PM

To: Gram, Kassie; Tim Bishop

Cc: Tara Salas; Lubthisophon, Paul; Jerome Lovato
Subject: Re: Still On?

Okay, so we've had another change of plan due to staffing issues wed thir and Friday.
We'll have to wait until Monday.

Sorry.

Thanks,

/AQOhn G.

.

Sent via out of office e-mail response.



————— Original Message--—--
From: "Gram, Kassie" <kgram@hartic.com>

Date: Tue, 14 Aug 2007 08:51:41

... To:"John Gardner" <john.gardner@sos.state.co.us>, "Tim Bishop"
('ﬂ\<tim.bishop@sos.state.co.us>
.. Cc:"Tara Salas" <Tara.Salas@sos.state.co.us>, "Lubthisophon, Paul”
<Prubthisopho.n@hartic.com>, "Jerome Lovato®" <Jerome.lLovalo@sos.state.co.us>

Subject: RE: Still On-?

John - that's great news. Just to clarify, you have the PixData for the eSlate and an ini
file for the eScan. We do not have any documentation on the PDI firmware used with 6.0.
Per your request, CIBER provided an email regarding this.

I'm available tomorrow, but after 1:00pm. Will that work for you?
Thanks!
Kassie

From: John Gardner [mailtc:john.gardner@sos.state.co.us]
Sent: Tuesday, August 14, 2007 8:28 AM

To: Gram, Kassie; Tim Bishop

Cc: Tara Salas; Lubthisophon, Paul; Jerome Lovato
Subject: RE: Still On?

Kassie, we are ready to move on. Prior to functional testing we need to still load the
final configuration of the software, then install/verify the remaining components - JBC,
eSlate, VBO. BAdditionally, we will use the PDI flles we received regarding the eScan and
meke that functional as well.

e

it would be best to pick up at 11:00am on the next available day for you.

Please let me know what works best.

Thanks,
John G.

From: Gram, Kassie [mailto:kgram@hartic.com]

Sent: Friday, August 10, 2007 10:33 aM

To: John Gardner; Tim Bishop

Cc: Tara Salas; Melanie Stuart; Lubthisophon, Paul
Subject: RE: Still Onv?

John - Just checking in to see how are things coming along. Let me know when you're ready
to set up the final configurations for functional testing. Or, of course, please let me
know if there is any other support that I can provide.

Thanks,
Xassie

--Prom: John Gardner [mailto:john.gardner@sos.state.co.us]
Sent: Tuesday, August 07, 2007 8:58 PM
To: Gram, Kassie; Tim Bishop



Cc: Tara Salas; Melanie Stuart; Lubthisophon, Paul
Subject: RE: Still On?

Thanks Kassie for the details. 1I'll have the team take a look at this and get back to you
on it. We may need to wait to get together until we've had a chance to review this.

o~ I'll let you know.
. Additicnally, were you expecting the recent CIBER submission to replace the current one
that we have? If so, we'll need some time to compare this to the previous installs.

Please let us know on this.

Thanks,
“John G.

From: Gram, Kassie [mailto:kgram@hartic.com]

Sent: Tuesday, August 07, 2007 2:23 PM

To: John Gardner; Tim Bishop

Cc: Tara Salas; Melanie Stuart; Lubthisophon, Paul
Subject: RE: Still On? ' :

John - I would like to start by noting that I have figured ocut why there are two versions
of the eCM+SERVO+Tally configuration. This was a mistake and should have been Rally, not
Tally. I have notified CIBER and they will be providing the hash values for this
configuration using Rally. This is a Certification-specific configuration only and none of
our customers use it currently.

I've consolidated your 5 files into one excel spreadsheet. Each tab has been named to
closely match the report you have provided. As you will see, many of the files that CIBER
has reported. aren't part of the applications that were loaded. In fact, they are files

~~carried over from the installation of some of the other Hart products. After discussing
chis with CIBER, it appears as though uninstalling and re-installing the Windows 0S still
leaves some folders on the system. When you use a ghost, as you have, it simply overwrites
everything; this is why you don't have carry over files on your fresh install.

It is important to note two things: First, these are not required in the operation of the
configurations in which they are considered "discrepancies®. Second, during field
validation, you will not see these files unless the customer has Ballot Now. For example,
the Crystal Decisions folder (with its .dlls) is created with Ballot Now only. SERVO and
Tally do not load Crystal Decisions in the same manner. Another example is found in those
files that start with WINNT\system32\PIX.... these are also installed only with Ballot
Now. You will not find these files on a county's workstation unless Ballot Now is
installed.

On the other hand, the files in WINNT\PIXTRAN\ are installed with the i600 series scanner
drivers. Unless the county is using an 1600 scanner 1t is ckay to move forward without
these files.

There are a couple of additional files that I have detailed in the attached spreadsheet.
Please review.

Please let me know if you have any further questions.
Kasgsie

-From: John Gardner [mailto:john.gardner@sos.state.co.us]
Sent: Monday, August 06, 2007 8:11 PM
To: Gram, Kassie; Tim Bishop



Cc: Tara Salas; Melanie Stuart
Subject: RE: Still On?

Kassie, the following files are the output from each of the configurations. In each case,
we narrowed down the list to what we feel are the Hart proprietary files, with the
.. exception of the ad downloader file that is highlighted in each case that it appears
f\\%http://Vil.nai.com/vil/content/v_101224.htm <http://vil .nai.com/vil/content/v_101224 _him>
' ). In each casgse, these files were not on the S0S computers after our install, but were
provided in the ITA install files.

Let me know what you think about these files.

Thanks,
John G.

From: Gram, Kassie [mailto:kgram@hartic.com]
" Bent: Monday, August 06, 2007 9:43 AM

To: John Gardner; Tim Bishop

Subject: 8till Om?

John/Tim,

Are you ready to proceed with the final configuration for testing? As I mentioned last
week, I'm available around 1:00pm. .

Additionally, you mentioned that yvou had few more files that didn't match up. Do you need
me to review any more files?

Thanks!
,ﬂ\Kassie

Kassie Gram

Regulatory Compliance Manager

Hart InterCivic

303.385.8036

www.hartintercivic.com <http://www.hartintercivic.com/>



RE: Still On?
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Melanie Stuart
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From: Gram, Kassie [kgram@hartic.com]

Sent: Wednesday, August 08, 2007 7:15 AM

To: John Gardner; Tim Bishop

Cc: Tara Salas; Melanie Stuart; Lubthisophon, Paul
Subject: RE: Still On?

John - I'm still pretty open today, so let me know if you're ready sometime today.

You should have received a zipped file from Clive Robinson, at CIBER, yesterday around 3:30pm. He has also sent a CD
copy of only the cne install configuration that was missing. You should be receiving the CD today. As I mentioned, this

configuration is only for certification testing.

Let me know when think you're getting close.
Thanks,
Kassie

From: John Gardner [mailto:john.gardner @sos.state.co.us]
Sent: Tue 8/7/2007 8:58 PM

To: Gram, Kassie; Tim Bishop

Cc: Tara Salas; Melanie Stuart; Lubthisophon, Paul
Subject: RE: Still On?

Thanks Kassie for the details. I'll have the team take a look at this
and get back to you on it. We may need to wait to get together until
we've had a chance to review this. I'li let you know.

Additionally, were you expecting the recent CIBER submission to replace
the current one that we have? If so, we'll need some time to compare
this to the previous installs. Please let us know on this.

Thanks,

John G.

From: Gram, Kassie [mailto:keram @hartic.com]
Sent: Tuesday, August 07, 2007 2:23 PM

To: John Gardner; Tim Bishop

Cc: Tara Salas; Melanie Stuart; Lubthisophon, Paul
Subject: RE: Still On?

John - I would like to start by noting that I have figured out why there

are two versions of the eCM+SERVO+Tally configuration. This was a
mistake and should have been Rally, not Tally. I have notified CIBER and
they will be providing the hash values for this configuration using

8/812007



RE: Still On?

Rally. This is a Certification-specific configuration only and none of
our customers use it currently.

I've consolidated your 5 files into one excel spreadsheet. Each tab has
been named to closely match the report you have provided. As you will
see, many of the files that CIBER has reported aren’t part of the
applications that were loaded, In fact, they are files carried over from
the installation of some of the other Hart products. After discussing
this with CIBER, it appears as though uninstalling and re-installing the
Windows OS still leaves some folders on the system. When you use a
ghost, as you have, it simply overwrites everything; this is why you
don't have carry over files on your fresih install.

It is important to note two things: First, these are not required in the
operation of the configurations in which they are considered
"discrepancies". Second, during field validation, you will not see these
files unless the customer has Ballot Now. For example, the Crystal
Decisions folder (with its .dlls) is created with Ballot Now only. SERVO
and Tally do not load Crystal Decisions in the same manner. Another
example is found in those files that start with WINNT\system32\PIX....

" these are also installed only with Ballot Now. You will not find these

files on a county's workstation unless Ballot Now is installed.

Ou the other hand, the files in WINNT\PIXTR AN\ are installed with the
i600 series scanner drivers. Unless the county is using an i600 scanner
it is okay to move forward without these files.

There are a couple of additional files that I have detailed in the
attached spreadsheet. Please review.

Please let me know if you have any further questions.

Kassie

From: John Gardner [mailto:john.gardner @sos.state.co.us)
Sent: Monday, August 06, 2007 8:11 PM

To: Gram, Kassie; Tim Bishop

Cc: Tara Salas; Melanie Stuart

Subject: RE: Still On?

Kassie, the following files are the output from each of the

81812007
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RE: Still On?

configurations. In each case, we narrowed down the list to what we feel
are the Hart proprietary files, with the exception of the ad downloader
file that is highlighted in each case that it appears

files were not on the SOS computers after our install, but were provided
in the ITA install files.

Let me know what you think about these files.

Thanks,

John G.

From: Gram, Kassie [mailto:kgram @hartic.com|
Sent: Monday, August 06, 2007 9:43 AM

To: John Gardner; Tim Bishop

Subject: Still On?

John/Tim,

Are you ready to proceed with the final configuration for testing? As I
mentioned last week, I'm available around 1:00pm.

Additionally, you mentioned that you had few moare files that didn't
match up. Do you need me to review any more files?

Thanks!

Kassie

Kassie Gram

Regulatory Compliance Manager
Hart InterCivic

303.385.8036

www. hartintercivic.com <http://www.hartintercivic.com/>

3/8/2007
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Melanie Stuart

From; Gram, Kassie [kgram@hartic.com]

Sent: Tuesday, August 07, 2007 2:23 PM

To: John Gardner; Tim Bishop

Cc: Tara Salas; Melanie Stuart; Lubthisophen, Paul
Subject: RE: Still On?

Follow Up Flag: Follow up
Flag Status: Yellow 7
Attachments: File Discrepencies FROM S0S.xls

John - T would like to start by noting that I have figured out why there are two versions of the eCM+SERVO+Tally
configuration. This was a mistake and should have been Rally, not Tally. I have notified CIBER and they will be
providing the hash values for this configuration using Rally. This is a Certification-specific configuration only and
none of our customers use it currently.

I've consolidated your 5 files into one excel spreadsheet. Each tab has been named to closely match the report you
have provided. As you will see, many of the files that CIBER has reported aren’t part of the applications that were
loaded. In fact, they are files carried over from the installation of some of the other Hart products. After
discussing this with CIBER, it appears as though uninstalling and re-installing the Windows OS still leaves some
folders on the system. When you use a ghost, as you have, it simply overwrites everything; this is why you don’t
have carry over files on your fresh install.

It is important to note two things: First, these are not required in the operation of the configurations in which they
are considered “discrepancies”. Second, during field validation, you will not see these files unless the customer
has Ballot Now. For example, the Crystal Decisions folder (with its .dlls) is created with Ballot Now only. SERVO
and Tally do not load Crystal Decisions in the same manner. Another example is found in those files that start
with WINNT \system32\PIX.... these are also installed'only with Ballot Now. You will not find these fileson a
county’s workstation unless Ballot Now is installed.

On the other hand, the files in WINNT\PIXTRAN\ are installed with the 1600 series scanner drivers. Unless the
county is using an {600 scanner it is okay to move forward without these files. -

There are a couple of additional files that I have detailed in the attached spreadsheet. Please review,

Please let me know if you have any further questions.
Kassie

From: John Gardner [mailto:john.gardner@sos.state.co.us]
Sent: Monday, August 06, 2007 8:11 PM
To: Gram, Kassie; Tim Bishop

- Cc: Tara Salas; Melanie Stuart

Subject: RE: Still On?

Kassie, the following files are the output from each of the configurations. In each case, we narrowed down the list
to what we feel are the Hart proprietary files, with the exception of the ad downloader file that is highlighted in

8/8/2007
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each case that it appears (http.//vil.nai.com/vil/content/v_101224.htm). In each case, these files were not on the
SOS computers after our install, but were provided in the ITA install files.

Let me know what you think about these files.

Thanks,
John G.

Sent: Monday, August 06, 2007 9:43 AM
To: John Gardner; Tim Bishop
Subject: Still On?

John/Tim,

Are you ready to proceed with the final configuration for testing? As I mentioned last week, I'm available around
1:00pm.

Additionally, you mentioned that you had few more files that didn’t match up. Do you need me to review any
more files?

Thanks!
Kassie

Kassie Gram

Regulatory Compliance Manager
Hart InterCivic

303.385.80356
www.hartintercivic.com

8/8/2007
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Melanie Stuart

From: John Gardner

Sent: Monday, August 086, 2007 8:11 PM
To: Gram, Kassie; Tim Bishop

Cc: Tara Salas; Melanie Stuart
Subject: RE: Still On?

Follow Up Flag: Follow up
Flag Status: Yellow

Attachments: [TA_to_SOS_Config7_ServerBn-output.xis; ITA_to_SOS_Config1_BossBNTallyECM-
output.xls; ITA_to_SOS_Config2_BossECMTally-output.xls;
ITA_to_SOS_Config3_ECMServo-output.xls; ITA_to_SOS_Configd_EcmServoTally-
output.xls '

Kassie, the following files are the output from each of the configurations. In each case, we narrowed down the list
to what we feel are the Hart proprietary files, with the exception of the ad downloader file that is highlighted in
each case that it appears (http://vil.nai.com/vil/content/y _101224.htm). In each case, these files were not on the
SOS computers after our install, but were provided in the ITA install files.

Let me know what you think about these files.

Thanks,
John G.

From; Gram, Kassie [mailto:kgram@bhartic.com]
Sent: Monday, August 06, 2007 9:43 AM

To: John Gardner; Tim Bishop

Subject: Stili On?~ -

John/Tim,
Are you ready to proceed with the final configuration for testing? As [ mentioned last week, I'm available around
1:00pm. : '

Additionally, you mentioned that you had few more files that didn’t match up. Do you need me to review any
more files?

Thanks!
Kassie

Kassie Gram

Regulatory Compliance Manager
Hart InterCivic

303.385.8036

www . hartintercivic.com

8/7/2007
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™ 7
Melanie Stuart
From: John Gardner
Sent: Tuesday, July 31, 2007 8:30 PM
To: Tim Bishop; Jerome Lovato
Cc: Melanie Stuart
Subject: Hash List

Follow Up Flag: Follow up
Flag Status: Yellow

Tim,

Both the driverValidation.exe and the DriverInfo.xml files are part of the Ghost program. Refer to this link for
details: http://toggle.com/iv/software/virusreport/kl6052.htm.

Thanks,
John G.

8/1/2007
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Melanie Stuart

From: Gram, Kassie [kgram@hatic.com]

Sent: Wednesday, August 01, 2007 9:09 AM
To: John Gardner

Cc: Melanie Stuart

Subject: | RE: Hash Compares

Follow Up Fiag: Follow up
Flag Status: Yellow

John — That IS good news. Thank you for following up with it.
I'm sorry, but I don’t have an answer for you yet. The keycode.dll is the manner in which Crystal Decisions

provides the licensing of the product for customer use. I am going to run a few tests here to see if we can still run,
print and export the reports without the keycode.dll. I will confirm with your shortly.

Yes, Friday will be fine. I will get back to you ASAP regarding this particular question.

Thanks,
Kassie

From: John Gardner [mailto:john.gardner@sos.state.co.us]
Sent: Tuesday, July 31, 2007 8:34 PM

To: Gram, Kassie

Cc: Melanie Stuart

Subject: Hash Compares -

Kassie, | have a bit of good news. We rechecked the data that we had as discussed and found that two of the
three files did exist on the other combination/installations. So we went back and installed tally again, and two of
the three files appeared. We also confirmed why the files were disappearing from our exception list and showing
up as not in the exception files, but this is a pretty irrelevant point now.

Additionally, we had 30 files on our original list — DLL’s and other files that we've all confirmed to be fine with our
new installation of tally.

The only trouble spot we have now is that the keycode.dll file (¢:\..\program files\common files\crystal
decisions\2.5\bin\keycode.dll) is the one unique instance where the files from the ITA have more records than
what the SOS experienced.

If you can confirm that we DO NCT need this file for the correct operation of Tally, we can move forward with the
next configuration evaluation. | talked with the testing board and we all still feel that we are on track to have all of
these compares completed by end of day on Thursday if things move smoothly. | know we had previously
discussed you coming back on Thursday, but it may be more appropriate to have you in on Friday for the next
steps. ‘

Let me know what you think and any insight you can provide into the keycode.dll file as previously discussed.

Thanks,
John G.

8/1/2007
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Melanie Stuart

From: Gram, Kassie [kgram@hartic.com]
Sent: Woednesday, August 01, 2007 3:13 PM
To: John Gardner

Cc: Melanie Stuart; Tim Bishop

Subject: RE: Hash Compares

John — I have recreated the same set up and installation that you performed and ensured that this file is not
present. { also ran a small election to ensure that Tally operates as expected even with out this file. It is okay to
move forward without this file.

Please let me know if you run into any others in the subsequent configurations.
Thank you for your patience — I wanted to make sure that it was truly okay to move on.
Kassie

From: John Gardner [mailto:john.gardner@sos.state.co.us]
Sent: Tuesday, July 31, 2007 8:34 PM

To: Gram, Kassie

Cc: Melanie Stuart

Subject: Hash Compares

Kassie, | have a hit of good news. We rechecked the data that we had as discussed and found that two of the
three files did exist on the other combination/installations. So we went back and installed tally again, and two of
the three files appeared. We also confirmed why the files were disappearing from our exception list and showing
up as not in the exception files, but this is a pretty irrelevant point now.

Additionally, we had 30 files on our original list ~ DLL’s and other files that we've all confirmed to be fine with our
new installation of tally.

The only trouble spot we have now is that the keycode.dll file {c:\..\program files\common files\crystal
decisions\2.5\bin\keycode.dll) is the ene unique instance where the files from the ITA have more records than
what the SOS experienced.

If you can confirm that we DO NOT need this file for the correct operation of Tally, we can move forward with the
next configuration evaluation. | talked with the testing board and we all still feel that we are on track to have all of
these compares completed by end of day on Thursday if things move smoothly. | know we had previously
discussed you coming back on Thursday, but it may be more appropriate to have you in on Friday for the next
steps.

Let me know what you think and any insight you can provide into the keycode.dll file as previously discussed. .

Thanks,
John G.

8/1/2007



RE: Time for Monday

Melanie Stuart
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‘From: Gram, Kassie [kgram@hartic.com]

Sent: Monday, July 30, 2007 7:21 AM

To: John Gardner; Lubthisophon, Paul; McClure, Neil
Cc: Melanie Stuart; Jerome Lovato; Tim Bishop
Subject: RE: Time for Monday

Follow Up Flag: Follow up
Flag Status: Yellow

John - That's no problem. I'il be there at 10:30.
Kassie

From: John Gardner [mailto:john.gardner @sos.state.co.us]
Sent: Sat 7/28/2007 11:46 PM

To: Gram, Kassie; Lubthisophon, Paul; McClure, Neil

Cc: Melanie Stuart; Jerome Lovato; Tim Bishop

Subject: Time for Monday

Kassie, I will be running a little late on Monday due to car troubles
(amazing how I can predict this two days ahead of time). Can we meet at
10:30am on Monday instead of some other non-announced time?

Thanks,

John G.

Hart-

Truged

pul A

7/30/2007
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Melanie Stuart

From: Gram, Kassie [kgram@hartic.com]

Sent: Wednesday, July 25, 2007 10:56 AM

To: John Gardner; Tim Bishop _

Cce: - Michael Chadwell; Melanie Stuart; Geneice Mathews; Harrell, Travis; McClure, Neil;
‘ Lubthisophon, Paul
 Subject: Trusted Build Hash Values

Follow Up Flag: Follow up
Flag Status: Yellow

John,

As we discussed on the phone this morning, Hart is working with CIBER to produce the hash code values for the
files found before and after installation of Hart products. CIBER plans to have these files delivered on Friday.
CIBER will provide the tracking number for you when the disk is shipped.

Additionally, I will plan to be at your offices on Monday, at 9am, to resume the trusted install process. Please let
me know if anything changes. '

Thank you,
Kassie

Kassie Gram )
Regulatory Compliance Manager
Hart InterCivic

303.385.8036
www.hartintercivic.com

7/26/2007
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John Gardner

From: John Gardner

Sent: Tuesday, July 24, 2007 2:01 PM
To: Harrell, Travis'

Cc: Gram, Kassie

Subject: RE: HVS Data

Travis, if you are going down the Systest load of the system, this was the outline that | previously provided:

a. From ‘baseline’ (C_drive of clean system) — perform an MD35 hash of all files — save;
b. Install a unique Colorado configuration of your software — reboot machine;
i. Anticipated configurations are:
1. Tally/Servo
2. Boss, Tally/Servo
3. Boss, Ballot Now, Tally/Servo
4. Boss, Ballot Now, Tally/Servo, Rally
il. Additional configurations may be necessary based on your research.
iti.  Perform MDS3 hash of all files — save;
c. Reset machine to clean state (matches item ‘a’ above — this is not just an uninstall of your
application);
d. Perform additional MD5 hash values in step ‘b’ as necessary
e. Have Systest provide all MD5 hash value text files to SOS offices.

Through this process, we would anticipate receiving text type files directly from Systest that contain at
least the following:

Baseline Computer (no Hart Software) — md5 hash.txt;

Configuration #1 (with tally/servo) — md5 hash.txt

Configuration #2 (with Boss, Tally/servo) — md5 hash.txt

Configuration #3 (with Boss, Ballot Now, Tally/Servo) — md5 hash.txt
Configuration #4 (with Boss, Ballot Now, Tally/Servo, Rally) — md5 hash.txt
Any additional configuration necessary.

AR

If you have any questions on this, please don’t hesitate to call me at my office 303-860-6971, or on my cell phone
719-243-6344.

Thank you,
John G.

From: Harrell, Travis [mailto: THarreli@bartic.com]
Sent: Tuesday, July 24, 2007 1:35 PM

To: John Gardner

Cc: Gram, Kassie

Subject: HVS Data

John, -
Just a note to assure you that we are working on getting you what we understand you need.
Hope to have the arrangements in place by the end of the day.

7/24/2007
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Travis

TRAVIS HARRELL

Product Manager, Voting Systems
Hart InterCivic, Inc.

Tel. 512-252-6526

Fax 866-391-1834

7/24/2007



STATE OF COLORADO Mike Coffman
Department of State Secretary of State
N
. 1700 Broadway, Suite 270 Holly Lowder
Denver, CO 80290 Director, Elections
Jlm Nuvg @W)
Kasste Gram :
Hart Intercivic '
1650 Coal Creek Drive NG )
Lafayette, CO 80026 - Wi Wil
July 19, 2007 !
Re: 2007-CDOS-HAR-001-0404
Mrs. Gram,
This letter will serve as a continuation of the requests we have been makifig to yout attention regarding the
hash values of your software. Our conversations on this topic started(on June 11™ HJWe are under the
impression that you will not be providing the information that the Stat®3¥sreguesfing for your voting system
as part of the trusted build process.
We have request gur system with the software installed. This is a fairly straight
forward process that can be accomplished in a matter of hours. Over the past three weeks we have worked
~~~  toreceive these files and have faced delays from your office. We are requesting the Hash values to conduct

a verification of devices that are in use in the field by establishing a trusted baseline of your system.
Without these values, the state will be forced (by Hart) to load all components of the software on county
computers after the verification that the county computer has been reformatted. You have indicated that this
process will void any warranty, unless a Hart representative is present. Additionally you plan on charging
each of your customers for a process that you are imposing on them. We feel that this is not necessary.

You mention your concern about hash values becoming a public record as part of the certification process.

We have presented to you the security that our office places around the trusted build components of the

system. Additionally, our lawyers provide your office a chance to respond to public records requests

regarding documents that may be considered confidential. The fact that we are receiving a baseline of all

files in your system, running elections, verifying which files are dynamic provides confidence to the public

hat the changes in the hash values represent a known expectation of those files. This information provides
'~ more assurances that your system is working as designed to the citizens of this state.

Finally, if your are not able to provide hash codes for the complete set of files that are contained in your
installation disk, which you are asserting contains COTS programs, then the testing board would like to
have the ability to load the COTS files from a COTS disk as previously indicated in a memo sent to your
attention on June 11™. Step 2 indicates that the state would Ioad all COTS necessary for the Election
Management System from COTS disks. If you provide these programs on COTS disks, and then a new
installation disk with your software, the testing board will be able to verify that these programs (that are
included in your current installation disk) are truly COTS files.

~~_  Again, | reiterate our position on this - without these issues resolved we will be unable to verify your
' software in the field. We have confirmed that these hash values can be produced in a matter of hours and
~ we still anticipate you will be able to provide this information within our previously established time frame.
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The Secretary of State is very concerned with the numerous amounts of delays that have been cavsed in the
trusted build process for your voting system. I have requested additional support on this matter to meet the
anticipated deadline. We will be working over the next few days to establish a conference call with Mr.
Hart and other senior executives to resolve this issue as required in the variety of letters we have sent to you
with the requests necessary by the testing board. We hope that you (or someone from your office) will
participate in this conference call to finally move beyond this issue and provide the information that the
state has been requesting.

Please contact me directly if you have any additional questions regarding these items as we have discussed
today.

Sincerely,

T P

John Gardner

Voting Systems Program Manager
Colorado Department of State
1700 Broadway, Ste 270

Denver, CO 80290

Office: 303.894.2200 ext. 6318
Fax: 303.869.4861
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Melanie Stuart

From: John Gardner

Sent: Thursday, July 19, 2007 12:49 PM

To: Gram, Kassie; Lubthisophon, Paul; Tim Bishop

Cc: Melanie Stuart; Michael Chadwell; Geneice Mathews; Harrell, Travis; McClure, Neil
Subject: RE: Hash value request

Follow Up Flag: Follow up
Flag Status: Yellow
Attachments: 2007-CDOS-HAR-001-0404 - Phase IlI- hash request part 4.pdf

Kassie, our response is attached.

Tharks,
John G.

From: Gram, Kassie [mailto:kgram@hartic.com]

Sent: Wednesday, July 18, 2007 4:47 PM

To: John Gardner; Lubthisophon, Paul; Tim Bishop

Cc: Melanie Stuart; Michael Chadwell; Geneice Mathews; Harrell, Travis; McClure, Neil
Subject: RE: Hash value request

John — Attached is Hart's response to your request.

Thank you,
Kassie

From: John Gardner [mailto:john.gardner@sos.state.co.us]
Sent: Monday, July 16, 2007 4:20 PM

To: John Gardner; Gram, Kassie; Lubthisophon, Paul; Tim Bishop

Cc: Melanie Stuart; Michael Chadwell; Geneice Mathews; Harrell, Travis; McClure, Neil; Jim Nilius
Subject: RE: Hash value request

Kassie, please see the attached memo summarizing our conversation today. If you have any questions or
discrepancies, please let me know.

Thanks,
John G.

From: John Gardner

Sent: Friday, July 13, 2007 8:47 PM

To: 'Gram, Kassie'; Lubthisophon, Paul; Tim Bishop

Cc: Melanie Stuart; Michael Chadwell; Geneice Mathews; Harrell, Travis; McClure, Neil
Subject: RE: Hash value request

Kassie, attached is the SOS response to your letter. Please let me know what time on Monday works for you to
discuss this and the path your organization would like to take to move forward. We do not have any time for
additional delays to our process. My team is available via conference call any time on Monday.

7/19/2007
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Thank you,
John Gardner

From: Gram, Kassie [mailto:kgram@hartic.com]

Sent: Friday, July 13, 2007 5:02 PM

To: John Gardner; Lubthisophon, Paul; Tim Bishop

Cc: Melanie Stuart; Michael Chadwell; Geneice Mathews; Harrell, Travis; McClure, Neil
Subject: RE: Hash value request

John,

Attached is the letter from Hart in response to your request. We are in the process of ironing out a few things in
regard to PDI documentation. I hope to be able to get back to regarding the PDI on Monday.

Thanks,
Kassie

From: John Gardner [mailio:john.gardner@sos.state.co.us]
Sent: Wednesday, June 27, 2007 7:41 PM

To: Lubthisophon, Paul; Gram, Kassie; Tim Bishop

Cc: Melanie Stuart; Michael Chadwell; Geneice Mathews
Subject: RE: Hash value request

Paut and Kassie, please refer to the attached document for our request of additional Hash values for your election
management software.

Thank you,
John Gardner

From: Lubthisophon, Paul [mailto:PLubthisophon@hartic.com]
Sent: Wednesday, June 27, 2007 1:46 PM

To: John Gardner; Gram, Kassie; Tim Bishop

Cc: Melanie Stuart; Michael Chadwell; Geneice Mathews
Subject: Hash value request

John

. Kassie and the management team has ask me for a status update of the letter you were going to send us
discussing the files and hash values. When can we expect it?

Paul Lubthisophon

Regulatory Compliance Specialist
Hart InterCivic - Colorado
303-531-44886 voice direct
303-385-68477 facsimile
plubthisophon @ hartic.com

Confidentiality Notice: This email message, including all the attachments, is for the sole use of the intended recipient{s) and conlains confidential
information. Unauthorized use or disclosure is prohibited. If you are not the intended recipient, you may not use, disclose, copy or disseminate this
inferrmation. If you are not the intended recipient, please contact the sender immediately by reply email and destroy all copies of the original message,

7/19/2007
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Denver, CO 80290

STATE OF COLORADO Mike Coffman
Department of State Secretary of State
1700 Broadway, Suite 270 Holly Lowder

Director, Elections

Kassie Gram

Hart Intercivic

1650 Coal Creek Drive
Lafayette, CO 80026

Tuly 19, 2007
Re: 2007-CDOS-HAR-001-0404
Mrs. Gram,

This letter will serve as a continuation of the requests we have been making to your attention regarding the
hash values of your software. Our conversations on this topic started on June 11™. We are under the
impression that you will not be providing the information that the State is requesting for your voting system
as part of the trusted build process.

We have requested MD5 hash values of your system with the software installed. This is a fairly straight
forward process that can be accomplished in a matter of hours. Over the past three weeks we have worked
to receive these files and have faced delays from your office. We are requesting the Hash values to conduct
a verification of devices that are in use in the field by establishing a trusted baseline of your system.
Without these values, the state will be forced (by Hart) to load all components of the software on county
computers after the verification that the county computer has been reformatted. You have indicated that this
process will void any warranty, unless a Hart representative is present. Additionally you plan on charging
each of your customers for a process that you are imposing on them. We feel that this is not necessary.

You mention your concern about hash values becoming a public record as part of the certification process.
We have presented to you the security that our office places around the trusted build components of the
system. Additionally, our lawyers provide your office a chance to respond to public records requests
regarding documents that may be considered confidential. The fact that we are receiving a baseline of all
files in your system, running elections, verifying which files are dynamic provides confidence to the public
that the changes in the hash values represent a known expectation of those files. This information provides
more assurances that your system is working as designed to the citizens of this state.

Finally, if your are not able to provide hash codes for the complete set of files that are contained in your
instailation disk, which you are asserting contains COTS programs, then the testing board would like to
have the ability to load the COTS files from a COTS disk as previously indicated in a memo sent to your
attention on June 11", Step 2 indicates that the state would load all COTS necessary for the Election
Management System from COTS disks. If you provide these programs on COTS disks, and then a new
installation disk with your software, the testing board will be able to verify that these pro grams (that are
included in your current installation disk) are truly COTS files. :

Again, I reiterate our position on this - without these issues resolved we will be unable to verify your
software in the field. We have confirmed that these hash values can be produced in a matter of hours and
we still anticipate you will be able to provide this information within our previously established time frame.




The Secretary of State is very concerned with the numerous amounts of delays that have been caused in the
trusted build process for your voting system. I have requested additional support on this matter to meet the
anticipated deadline. We will be working over the next few days to establish a conference call with M.
Hart and other senior executives to resolve this issue as required in the variety of letters we have sent to you
with the requests necessary by the testing board. We hope that you (or someone from your office) will
participate in this conference call to finally move beyond this issue and provide the information that the
state has been requesting. '

Please contact me directly if you have any additional questions regarding these items as we have discussed
today.

Sincerely,

T P

John Gardner

Voting Systems Program Manager
Colorado Department of State
1700 Broadway, Ste 270

Denver, CO 80290

Office: 303.894.2200 ext. 6318
Fax: 303.869.4861
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July 13, 2007

Colorade Department of State
John Gardner

1700 Broadway, Suite 270
Denver, CO 80290

Mr. Gardner,

| am writing in response to your letter dated June 27" requesting the VSTL create hash values
for all files that resulf from the installation of Harl's System 6.0. After careful review of your

~ request and Rule 45, we believe that your request is an effort to satisfy the requirement as
stated in the last sentence of clause 45.8.2.1[3 in Rule 45. For ease of reference, this clause
states the following:

The proprietary software shall be installed on the workstation/server and all
applicable voting system components by the testing board following the
verification of the trusted bulld, and using the procedures provided by the
voting system provider, After installation, the software and firmware shall
be verified to the frusted build hash values.

This clause specifically addresses proprietary software and the last sentence requires only the
proprietary software to have the hash values verified after installation. We have supplied the
information necessary to perform the verification of Hart proprietary software with the exception
of dynamic files. The remainder of the files created during the installation process come from

COTS products.

The question of hash values for dynamic files requires consideration of the practical aspects of
the State’s objective. We understand the State's need to verify that the installed version is the
same version that was tested by the ITA, which is accomplished through a chain of custody
process. We also understand the need to verify that the proprietary software has not changed
from the time it was tested and withess built by VSTL, installed by the State and subsequently,
during use in the field. This verification cannot be achieved as a practical matter for dynamic
files. For example, in the Ballot Now folders you wili find 2 BNSecurity.cfg file and a
BNSecurity.db file. These files change with each installation and therefore will produce a
different hash value for each installation of the application. Because these files change, a hash
value is an ineffective means of verifying that the file hasn’'t been changed. Furthermore,
creating and publishing hash values for dynamic files creates a tremendous opportunity for mis-
interpretation by the public, jeopardizing the confidence in the voting system. '

We understand your need to prove that this is the system that was tested by the ITA. We have
documented the steps taken to meet the requirements of your sfrong chain-of-custody
proceduras and, when coupled with the hash vaiues for the static proprietary software, will
satisfy the requirements for verification that the software installed is the ceriified software (per
clause 45.5.2.3.12 — comparison of trusted build or other reference information).

L TR




I hope this addresses your request and we can resolve this issue so that we can move forward
into functional testing. Please don't hesitate to contact me if you have any further questions.

Sincerely,

Foi

Kassie Gram
Regulatory Compliance Manager
303.385.8036

kagram@hartic.com
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From: John Gardner

Sent: Thursday, July 18, 2007 10:47 AM

To: Melanie Stuart

Subject: FW: CBRO7-HARCO-00001.doc / PDI Firmware

Follow Up Flag: Follow up
Flag Status: Yellow

FYL... (for Hart)

Thanks,
John G.

From: Rohacek, Kelly A [mailto:KRohacek@ciber.com] -

Sent: Wednesday, July 18, 2007 10:25 AM
To: Jehn Gardner

Cc: kgram@hartic.com; Tim Bishop; tharrell@hartic.com; plubt.hisophon@hartic.com

Subject: RE: CBRO7-HARCO-00001.doc / PDI Firmware

John,

I think I understand the issue and I would refer back to the transmittal of this
morning stating CIBER did not record any PDI Firmware versions, nor did we test a

version cof the PDI firmware.

As recorded in the final report approved by NASED 03/06/06: NASED Number- N-1-04-
22-22-004 (2002}, the below items were tested and recorded in the CIBER testing

process.

Original Report 2006-01-13 For System 6.0
System Hardware Software

Hart System 6.0

JBC Firmware Version 4.0.19
eSlate Firmware Version 4.0.19
eScan Firmware Version 1.1.6
VBO Firmware Version 1.7.5
"COTS Scanner, Fujitsu M4099D
COTS Printer, HP LaserJet 2420D
BOSS version 4.2.12

Ballot Now version 3.2.4

Rally version 2.2.4

" Tally version 4.2.8

eCM Manager 1.1.7

Servo 4.1.6

BossUtil 2.4.14

HartLib 1.7

Original report consisted of review of TDP and source code along with functional
system integration test and L&A testing of eScan as well as L&A testing of e8late
with VBO. All components ligsted above were quaiified to the 2002 FEC Voting System

Standards.
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Addendum 1 -~ 2006-01-30 For System 6.0
System Hardware Software

Hart System 6.0

JBC Firmware Version 4.0.19

eSlate Frimware Version 4.0.19

eScan Firmware Version 1.1.6

VBO Firmware Version 1.7.5

COTS Scanner, Fujitsu M4099D

COTS Printer, HP LasexrJet 2420D

BOSS version 4.2.13

Ballot Now wversgsion 3.2.4

Rally version 2.2.4

Tally wversion 4.2.8

eCM Manager 1.1.7

Servo 4.1.6

BossUtil 2.4.14

HartLib 1.7 )
Addendum 1 corrected a typographical error in the version number of BOSS.

Addendum 2 - 2006-03-03 For System 6.0
System Hardware Software

Hart System 6.0

JBC Firmware Version 4.0.19

eSlate Frimware Version 4.0.19

eScan Firmware Version 1.1.6

VBO Firmware Version 1.7.5

COTS Scanner, Fujitsu M4099D

COTS Printer, HP LaserJet 2420D

BOSS version 4.2.13

Ballot Now version 3.2.4

Rally version 2.2.4

Tally version 4.2.8

eCM Manager 1.1.7

Servo 4.1.6

BossUtil 2.4.14

HartLib 1.7

Addendum 2 describes subsequent defects discovered.

Thank vou,
Kelly Rohacek
CIBER - ITA Practice Director

—— Original Message-----

From: John Gardner [mailto:john.gardner@sos.state.co.us]

Sent: Wednesday, July 18, 2007 10:19 AM

To: Rohacek, Kelly A ’

Cc: kgram@hartic.com; Tim Bishop; tharrell@hartic.com; plubt.hisophonfhartic.com
Subject: Re: CBRO7-HARCO-00001.doc / PDI Firmware

Thank you Kelly for this information. We are specifically locking for the version
of the PDI firmware that you tested. You have provided documentation indicating a

7/19/2007
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variety of COTS software versions (I.e. Microsoft XP service pack 2}, however, the
PDI- version is not listed.

We are aware that this software is COTS, but have requested the actual version that
was tested to determine qualification.

I apologize for any confusion this may have caused, we have tried to maintain
consistency in this request.

Do you have record of the version number PDI?

Thank you,
John Gardner

Sent via out of office e-mail response.

————— Original Message-----
From: "Rohacek, Kelly A" <KRchacek@ciber.com>

Date: Wed, 18 Jul 2007 07:56:44

To:<john.gardner@sos.state.co.us>

Cc:<kgram@hartic.com>», <tim.bishop@sos.state.co.us>, <tharrell@hartic.com>,
<plubt.hisophon@hartic.com>, "Rohacek, Kelly A" <KRohacek@ciber.com>
Subject: CBRO7-HARCO-00001.doc / PDI Firmware

Please find the formal transmittal letter reqguested by HART to the State of
Coleorado. '
You can also contact me @256.8%5.2525 for further clarification if reguired
Thank you Kelly Rohacek

7800 Madison Blvd.
Suite 206
Huntsville, AL 35806
256-895-2525

Fax: 256-895-2530

July 18 2007

Mr. John Gardner

Secretary of State,

Elections Divisicon

Denver CO

RE: HART - PDI Firmware Testing

Dear Mr. Gardner

At the reguest of Hart Intercivic, CIBER is sending formal transmittal as
confirmation of the subject matter listed above; HART 6.0 -~ PDI Firmware Testing.

711972007
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The PDI Firmware in question for HART 6.0 was not recorded by CIBER for testing of
the e-gcan functionality. PDI Firmware is a COTS product and therefore not '
required to be reviewed under the 2002 VVGS Standards CIBER used to guide the
evaluation of the Hart Voting System 6.0. The following software reference used to
support this action is found on page 95 of Volume I of the 2002 VVSG standards.

4.2.3 Software Modularity and Programming

Voting system application software, including COTS software, shall be designed in a
modular fashion. However, COTS software is not required to ke inspected for
compliance with this requirement.. For the purpose of this reguirementl, “modules”
may be compiled or interpreted independently. Modules may also be nested. The
modularity rules described here apply to the component sub modules of a library.
The

principle concept is that the module contains all the elements to compile or
interpret ‘ :

successfully and has limited access to data in other modules. The design concept is
simple replacement with another module whose interfaces match the original module.

Sincerely,

Kelly Rohacek

ITA Practice Director

256.895.2525

RE: CBRO7-HARCO-00001

Cc: Gram, Kassie [kgramBhartic.com] -requestor
<mailto:tim.bishop@sos.state.co.us> tim.bishop@sos.state.co.us
<mailto:tharrell@hartic.com> tharrell@hartic.com
<mailto:plubthigophon@hartic.com> plubthisophon@hartic.com

7/19/2007
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Melanie Stuart

From: . John Gardner

Sent: Thursday, July 19, 2007 10:48 AM

To: Melanie Stuart

Subject: FW: CBRO7-HARCO-00001 .doc / PDI Firmware

Follow Up Flag: Follow up
Flag Status: Yellow
The original part of that e-mail chain.

Thanks,
John G.

From: Rohacek, Kelly A [mailto:KRohacek@ciber.com]
Sent: Wednesday, July 18, 2007 7:57 AM
To: John Gardner

Cc: kgram@hartic.com; Tim Bishop; tharrell@hartic.com; plubthisophon@hartic.com; Rohacek, Kelly A
Subject: CBRO7-HARCO-00001.doc / PDI Firmware

Please find the formal transmittal letter requested by HART to the State of Colorado.
You can also contact me @256.895.2525 for further clarification if required
Thank you Kelly Rohacek

7800 Madison Blvd.
Suite 206
Huntsville, AL 35806
256-895-2525
Fax: 256-895-2530

July 18 2007

Mr. John Gardner

Secretary of State,

Elections Division

Denver CO

RE: HART - PDI Firmware Testing

Dear Mr. Gardner

At the request of Hart Intercivic, CIBER is sending formal transmittal as confirmation of the subject matter listed
above; HART 6.0 - PDI Firmware Testing.

The PDI Firmware in question for HART 6.0 was not recorded by CIBER for testing of the e-scan functionality.
PDI Firmware is a COTS product and therefore not required to be reviewed under the 2002 VVGS Standards
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CIBER used to guide the evaluation of the Hart Voting System 6.0. The following software reference used to
support this action is found on page 95 of Volume I of the 2002 VVSG standards.

4.2.3 Software Modularity and Programming

Voting system application software, including COTS software, shall be designed in a
modular fashion. However, COTS software is not required to be inspected for
compliance with this requirement.. For the purpose of this requirementi, “modules”
may be compiled or interpreted independently. Modules may also be nested. The
modularity rules described here apply to the component sub modules of a library. The
principle concept is that the module contains all the elements to compile or interpret
successfully and has limited access to data in other modules. The design concept is
simple replacement with another module whose interfaces match the original module.

Sincerely,

Kelly Rohacek

ITA Practice Director

256.895.2525

RE: CBR0O7-HARCOQ-00001

Cc: Gram, Kassie [kgram @ hartic.com] -requestor

tim.bishop@sos.state.co.us
tharrell@hartic.com
plubthisophon@hartic.com

7/19/2007



Eleidk . Yob Documert | Toots - idow - Help

507-5165 K001,

R iay

IHART

intercivic

July 18, 2007 s

Colorado Department of State
John Gardner

1700 Broadway, Suite 270
Denver, CO 80290

Mr. Gardner,

Hart has reviewed the possible options discussed for validation of the Hart Voting System
version 6.0. Hart will agree to submit the Hart proprietary dynamic files to an ITA or VSTL in
order to have MD5 hash codes developed. We are curently working to have these files run and
delivered by July 20% in order to move the Hart Voting System into functional testing. In addition
to these hash codes, Hart wilt also have an ITA provide a directory hierarchy and file structure to
define where the software Installation process places the COTS files.

While we understand that the hash codes for the dynamic files will be used by the State to
baseline the software installation; Hart is gravely concerned that if allowed to be public record,
the hash codes for the dynamic files will create a great deal of confusion. Due to this likelihood,
Hart will have the dynamic file hash codes files delivered to the State, provided we can reach an
agreement with the State that these hash codes will not be released as public record.

r aﬁ‘ﬁll'
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Additionally, Hart does not agree that creating hash codes for 3™ party software used by the
Hart Voting System is the sole means of satisfying the validation of the Hart proprietary software
and the requirement to do so is explicitly not supported by Rule 45. Having SysTest or CIBER
develop hash codes for the COTS products installed with Hart code does not demonstrate
anything about the sequence of interactions between Hart's code and 3™ party software. Since
Hart does not monitor or manage the processes of any COTS software used by our system, we
will not assume the responsibility of providing any hash codes for these files.

We assert that the combination of the following files, provided through the chain of custody
procedures, allows the Testing Board to document all files that are placed on any Hart Voting
System and complies with the requirements as stated in Rule 45:

1. Original [TA generated hash code values for the Hart proprietary static files associated
with System 6.0;

2. ITA generated hash code values for the Hart proprietary dynamic files associated with
System 6.0; and

3. AnITA review and documentation of the directory sfructure and file hierarchy created
during the installation of the Hart Voting System.
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CIBER has been able to dedicate scme of their resources io help us provide these files ta you.

However, they cannot guarantee delivery of these files before a Monday morning delivery.
Please confirm that this is still within the States timeframe as we too would like to start
functional testing as soon as possible.

Please contact me if you have any questions regarding the files that Hart will be providing.

Sincerely,

Kassie Gram

Regulatory Compliance Manager
303.385.8036
karam@hartic.com
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Melanie Stuart

From: Gram, Kassie [kgram@ hartic.com]

Sent: Tuesday, July 17, 2007 4:50 PM

To: John Gardner; Lubthisophon, Paul; Tim Bishop

Cc: Melanie Stuart; Michael Chadwell; Geneice Mathews; Harrell, Travis; McClure, Netl; Jim Nilius
Subject: RE: Hash value request

John — Thank you for providing the summary. We are currently working with SysTest to try to get more
information on how best to address our situation. Unfortunately, Mr. Nilus has previous commits and is
unavailable to help on our request until Thursday. We understand that this is coming close to your deadline of

July 20 but we are trying to find the best way for Hart to continue moving forward.

I will touch base with you as soon as possible to relay our progress.
Kassie Gram

From: John Gardner [mailto:john.gardner@sos.state.co.us]

Sent: Monday, July 16, 2007 4:20 PM

Te:! John Gardner; Gram, Kassie; Lubthisophon, Paul; Tim Bishop

Cc: Melanie Stuart; Michael Chadwell; Geneice Mathews; Harrell, Travis; McClure, Neil; Jim Nilius
Subject: RE: Hash value request

Kassie, please see the attached memo summarizing our conversation today. If you have any questions or
discrepancies, please let me know.

Thanks,
John G.

From: John Gardner

Sent: Friday, July 13, 2007 8:47 PM

To: 'Gram, Kassie'; Lubthisophon, Paul; Tim Bishop

Cc: Melanie Stuart; Michael Chadwell; Geneice Mathews; Harrell Travis; McClure, Neil
Subject: RE: Hash value request

Kassie, attached is the SOS response to your letter. Please let me know what time on Monday works for you to
discuss this and the path your organization would like to take to move forward. We do not have any time for
additional delays to our process. My team is available via conference call any time on Monday.

Thank you,
John Gardner

From: Gram, Kassie [mailto:kgram@hartic.com]
Sent: Friday, July 13, 2007 5:02 PM

To: John Gardner; Lubthisophon, Paul; Tim Bishop
Cc: Melanie Stuart; Michael Chadwell; Geneice Mathews; Harrell, Travis; McClure, Neil
Subject: RE: Hash value request

7/18/2007



N

Page 2 of 2

John,

Attached is the letter from Hart in response to your request. We are in the process of ironing out a few things in
regard to PDI documentation. I hope to be able to get back to regarding the PDI on Monday.

Thanks,
Kassie

From: John Gardner [mailto:john.gardner@sos.state.co.us]
Sent: Wednesday, June 27, 2007 7:41 PM

To: Lubthisophon, Paul; Gram, Kassie; Tim Bishop

Cc: Melanie Stuart; Michael Chadwell; Geneice Mathews
Subject: RE: Hash value request

Paul and Kassie, please refer to the attached document for our request of additional Hash values for your election
management software.

Thank you,
John Gardner

From: Lubthisophon, Paul [mailto:PLubthisophon@hartic.com]
Sent: Wednesday, June 27, 2007 1:46 PM

To: John Gardner; Gram, Kassie; Tim Bishop

Cc: Melanie Stuart; Michael Chadwell; Geneice Mathews
Subject: Hash value request

John

Kassie and the management team has ask me for a status update of the letter you were going to send us
discussing the files and hash values. When can we expect it?

Paul Lubthisophon

Reguiatory Compliance Specialist
Hart InterCivic - Colorado
303-531-4486 voice direct
303-385-6477 facsimile
plubthisophon @ hartic.com

Confidentiality Notice: This email message, including all the attachments, is for the sole use of the intended recipient(s) and contains confidential
information. Unautherized use or disclosure is prohibited. If you are noi the intended recipient, you may not use, disclose, copy or disseminate this
information. If you are not the intended recipient, please contact the sender immediately by reply email and destroy ali copies of the original message,
including attachments,

7/18/2007



STATE OF COLORADO Mike Coffman
Department of State Secretary of State
Holly Lowder

1700 Broadway, Suite 270

Denver, CO 80290 Director, Elections

Kassie Gram

Hart Intercivic

1650 Coal Creek Drive
Lafayette, CO 80026

July 16, 2007
Re: 2007-CDOS-HAR-001-0404
Mrs. Gram,

This letter will serve as a summary of our conversations today regarding the issues we brought to your
attention on Friday, July 13™. As the issues become increasingly complicated, and the end of our timeline
nearing we thought it best to ensure we receive the correct response to our request.

In summary of the Pixel Data and INI files — you have agreed that these files can be delivered to our office
with MD5 hash values from Systest. We fully expect to receive this information within our previously
discussed completion date of July 20™.

In summary of the PDI issue — you have stated that Ciber has no documentation of the version number that
was tested when your system was qualified for the 2002 VSS. We have requested a letter from Ciber
specifically stating these facts, that they are missing documentation of the specifics of your machine when
testing for federal qualification. It is our anticipation that we will not receive this information by July 1%,
however we will need this documentation prior to the completion of functional testing in order to make an
accurate assessment of the eScan voting device. '

Finally, to summarize our understanding of the Hash value situation for the Hart Voting System Software
version 6.0, we have come to the following conclusions and possible outcomes:

1) Do nothing — we have received hash values of the installation files for your software. We can load these

programs and move forward; however this would put the counties in a “rebuild” situation for all the

software and servers in counties that use your system. The testing board has strongly recommended that

you do not take this option due to the negative impact you will cause for your customers in this state.

2) Provide Documentation from Ciber stating that they do not have the necessary documentation to support
the expanded files from your installation. This would essentially place you in the same position as item

#1, and is not recommended by our testing board.

3) Provide MDS5 hash values of your system — this is the route that the testing board suggests for your
system for a positive outcome for both the State testing and for your customers in the future. We have
requested that you submit the files from Ciber that have hash values to Systest (or other currently

certified VSTL) and have them install the files on a freshly built windows based computer with the same

operating system as you are using for functional testing. Once all the COTS drivers are installed (the
same set you have provided to the State of testing) the following should take place:

a. From ‘baseline’ (C_drive of clean system) — perform an MD35 hash of all files — save;



™
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b. Install a unique Colorado configuration of your software — reboot machine;
1. Anticipated configurations are:
1. Tally/Servo 5
2. Boss, Tally/Servo '
3. Boss, Ballot Now, Tally/Servo
4. Boss, Ballot Now, Tally/Servo, Rally |
ii. Additional configurations may be necessary based on your research. '
1i. Perform MD3 hash of all files — save;
c. Reset machine to clean state (matches item ‘a’ above — this is not just an uninstall of your
applicationy,
d. Perform additional MD3 hash values in step ‘b’ as necessary
e. Have Systest provide all MD3 hash value text files to SOS offices.

Through this process, we would anticipate receiving text type files directly from Systest that contain
at least the following:

Baseline Computer (no Hart Software) — md5 hash.txt;

Configuration #1 (with tally/servo) — md5 hash.txt

Configuration #2 (with Boss, Tally/servo) — md5 hash.txt

Configuration #3 (with Boss, Ballot Now, Tally/Servo) — md5 hash.txt
Configuration #4 (with Boss, Ballot Now, Tally/Servo, Rally) — md5 hash.ixt
Any additional configuration necessary.

SO e

We are of the understanding that this process can be completed by Systest Labs within a matter of hours, or
possibly even with one day. We fully anticipate that this will be delivered to our office within our
designated time frame of July 20™ Once we have received these files, our office will install the software
and experience the same results as in the files provided. -

As areminder, the intent of our requirement is that all proprietary software files are received from a VSTL
with hash values prior to our loading for testing. This step will be carried out further by verifying the files
that are installed on county computers and devices. If there are any other files that you know of that may
need to be 'added' to any of your devices or computers for proper Colorado operation, I request that you
disclose those at this time as well. Any proprietary file or program that has not been vetted through this
process will not be allowed to be used by your customers.

Please contact me directly if you have any additional questions regarding these items as we have discussed
today.

Sincerely,

e P

John Gardner

Voting Systems Program Manager
Colorado Department of State
1700 Broadway, Ste 270

Denver, CO 83290

Office: 303.894.2200 ext. 6318
Fax: 303.869.4861
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July 13, 2007

Colorado Department of State
John Gardner

1700 Broadway, Suite 270
Denver, CO 80290

Mr. Gardner,

| am writing in response to your letter dated June 27" requesting the VSTL create hash values
for all files that result from the installation of Hart's System 6.0, After careful review of your
reguest and Rule 45, we believe that your request is an effort to satisfy the requirement as
stated in the last sentence of clause 45.6.2. 1&3 in Rule 45. For ease of reference, this clause
states the following:

The proprietary software shall be installed on the workstatien/server and all
applicable voting system components by the testing board following the
verification of the trusted build, and using the procedures provided by the
voting system provider. After instaitation, the software and firmware shall
be verified to the trusted build hash values.

This clause specifically addresses proprietary software and the last senience reguires only the
proprietary software to have the hash values verified after installation. We have supplied the
information necessary to perform the verification of Hart proprietary software with the exception

of dynamic files. The remainder of the files created during the installation process come from
COTS products,

The guestion of hash values for dynamic files requires consideration of the praciical aspects of
the State's objective. We understand the State’s need to verify that the installed version is the
samme version that was tesied by the ITA, which is accomplished through a chain of custody
process. We also understand the need to verify that the proprietary software has not changed
from the time it was tested and witness built by VSTL, installed by the State and subsequently,
during use in the field. This veriiication cannot be achieved as a practical matter for dynamic
files. For example, in the Ballot Now folders you will find a BNSecurity.cfg file and a
BNSecurity.db file. These files change with each instailation and therefore will produce a
diifferent hash value for each installation of the application. Because these files change, a hash
value is an ineffective means of verifying that the file hasn’t been changed. Furthermore,
creating and publishing hash values for dynamic files creates a remendous opportunity for mis-
interpretation by the public, jeopardizing the confidence in the voling system.

We understand your need to prove that this is the system that was iested by the ITA. We have
documented the steps taken to meet the requirements of your strong chain-of-custody
procedures and, when coupled with the hash values for the static proprietary software, will
satisfy the requirements for verification that the software installed is the certified software (per
clause 45.5.2.3.12 — comparison of trusted build or other reference information).

i 2
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I hope this addresses your request and we can resolve this issue so that'we can move forward
into functional testing. Piease don't hesitate to contact me if you have any further questions.

Sincerely,

F

Kassie Gram

Regulatory Compliance Manager
303.385.8036
kgram@hartic.com
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HART

intercivic

July 13, 2007

‘Colorado Department of State
John Gardner

1700 Broadway, Suite 270
Denver, CO 80290

Mr. Gardner,

I am writing in response to your letter dated June 27™ requesting the VSTL create hash values
for all files that result from the installation of Hart's System 6.0. After careful review of your
request and Rule 45, we believe that your request is an effort to satisfy the requirement as
stated in the last sentence of clause 45.6.2.1}.3 in Rule 45. For ease of reference, this clause
states the following:

The proprietary software shall be installed on the workstation/server and all
applicable voting system components by the testing board following the
verification of the trusted build, and using the procedures provided by the
voling system provider. After installation, the software and firmware shall
be verified to the trusted build hash values.

This clause specifically addresses proprietary software and the last sentence requires only the
proprietary software to have the hash values verified after installation. We have supplied the
information necessary {o perform the verification of Hart proprietary software with the exception
of dynamic files. The remainder of the files created during the installation process come from

COTS products.

The question of hash values for dynamic files requires consideration of the practical aspects of
the State's objective. We understand the State’s need to verify that the installed version is the
same version that was tested by the ITA, which is accomplished through a chain of custody
process. We also understand the need to verify that the proprietary software has nat changed
from the time it was tested and witness built by VSTL, installed by the State and subsequently,
during use in the field. This verification cannot be achieved as a practical matter for dynamic
files. For example, in the Ballot Now folders you will find a BNSecurity.cfg file and a
BNSecurity.db file. These files change with each installation and therefore will produce a
different hash value for each installation of the application. Because these files change, a hash
value is an ineffective means of verifying that the file hasn’t been changed. Furthermore,
creating and publishing hash values for dynamic files creates a tremendous opportunity for mis-
interpretation by the public, jeopardizing the confidence in the voting system.

We understand your need o prove that this is the system that was tested by the ITA. We have
documented the steps taken to meet the requirements of your strong chain-of-custody
procedures and, when coupled with the hash values for the static proprietary software, will
satisfy the requirements for verification that the software instalied is the certified software (per
clause 45.5.2.3.12 — comparison of trusted build or other reference information).

T
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| hope this addresses your request and we can resolve this issue so that we can move forward
into functional testing. Please don't hesitate to contact me if you have any further questions.

Sincerely,

F

Kassie Gram

Regulatory Compliance Manager
303.385.8036
kagram@hartic.com
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Melanie Stuart

From: John Gardner

Sent: Friday, July 13, 2007 8:47 PM

To: Gram, Kassie; Lubthisophon, Paul; Tim Bishop

Cc: Melanie Stuart; Michael Chadwell; Geneice Mathews; Harrell, Travis; McClure, Neil
Subject: RE: Hash value request

Attachments: 2007-CDOS-HAR-001-0404 - Phase lll- hash request part 2.pdf

Kassie, attached is the SOS response to your letter. Please let me know what time on Monday works for you to
discuss this and the path your organization would like to take to move forward. We do not have any time for
additional delays to our process. My team is available via conference call any time on Monday.

Thank you,
John Gardner

From: Gram, Kassie [mailto:kgram@hartic.com]

Sent: Friday, July 13, 2007 5:02 PM

To: John Gardner; Lubthisophon, Paul; Tim Bishop

Cc: Melanie Stuart; Michael Chadwell; Geneice Mathews; Harrell, Travis; McClure, Neil
Subject: RE: Hash value request

John,

Attached is the letter from Hart in response to your request. We are in the process of ironing out a few things in
regard to PDI documentation. I hope to be able to get back to regarding the PDI on Monday.

Thanks,
Kassie

From: John Gardner [mailto:john.gardner@sos.state.co.us]
Sent: Wednesday, June 27, 2007 7:41 PM

To: Lubthisophon, Paul; Gram, Kassie; Tim Bishop

Cc: Melanie Stuart; Michael Chadwell; Geneice Mathews
Subject: RE: Hash value request

Paul and Kassie, please refer to the attached document for our request of additional Hash values for your election
management software.

Thank you,
John Gardner

From: Lubthisophon, Paul [mailto: PLubthisophon@hartic.com]
Sent: Wednesday, June 27, 2007 1:46 PM
To: John Gardner; Gram, Kassie; Tim Bishop

7/16/2007



STATE OF COLORADO Mike Coffman
Department of State Secretary of State
1700 Broadway, Suite 270 Holly Lowder

Denver, CO 80290 Director, Elections

Kassie Gram

Hart Intercivic

1650 Coal Creek Drive
Lafayette, CO 80026

July 13, 2007
Re: 2007-CDOS-HAR-001-0404
Mrs. Gram,

Thank you for your response to our request from June 27%. We have been on hold with your application for
certification for the past two weeks until this issue, along with the PDI issue, Pixel Data and INT files from
June 13" are resolved. All of these items are outstanding and have put our office at risk of meeting the
requirements for completing the decision to certify your system within the timeframes described by
Colorado Revised Statutes. If we do not complete these items within the next 5 business days (July 20™

), the testing board will move beyond these issues and record the appropriate evaluation for non-completion
of the trusted build requirements as necessary for each component. I stron gly encourage you to not let this
happen, and to not continue with delays to our process. The Secretary has placed a significant amount of
interest in the security that the trusted build of your voting system will bring to the voting systems in use
within the state. Please coordinate with us the completion of all outstanding trusted build items so that we
carn move on.

You are correct in citing Secretary of State Rule 45.6.2.1.3 for the loading for the testing board of your
application. As stated, this requirement is as follows:

45.6.2.1.3 The proprietary software shall be installed on the workstation/server and all applicable voting system
components by the testing board following the verification of the trusted build, and using the procedures
provided by the voting system provider. After installation, the software and firmware shall be verified to the
trusted build hash values.

The intent of this requirement is to address the entirety of your proprietary software with confirmation of
hash values. You have provided us merely a list of 25 files which you are claiming to be the only static files
of the over 500 program files that were installed by the single executable file that we received from the
VSTL. Should this be the case or as you have also indicated that the additional files are COTS program
files, the VSTL who completed your software testing should be able to verify these facts, indicate the reason
for their existence in your installation files, confirmation that there is no modification to the COTS status
given the files, and confirmation that the installation file is the compiled result of the 25 proprietary static
files and the 475 COTS files. We require either this additional supporting documentation to move forward
from this point, or the complete set of hash values to match your installed application files as requested on
the 25" of June.

We have additionally explained our position in our June 25™ letter regarding the static/dynamic states of the
file, and I will reiterate the point that it is critical for our testing board to establish this baseline from a
trusted source such as the VSTL in order to implement a verification of software files in the field. We will
verify through testing which specific files are dynamic from the post-installation point, and verify a known
expected outcome in the field. Without this baseline, you will be forcing the counties into a “rebuild” or



“reload” state for their software and firmware components any time a compromise in custody and security
of their devices exist. This is an unneeded burden that we are trying to avoid, with your cooperation of this
process.

From our discussions with current VSTLs on this subject, if these files were indeed used in the
determination of the qualification of your system against the 2002 VSS the provision of MD5 hash values
could be completed in a matter of hours.

Finally, we have received confirmation that your Pixel Data files and INI files are within compliance with
the 2002 VSS; however we did not receive these files and the MD35 hash values from Systest. A request
was submitted for this information, as has been our protocol from the beginning of this process, on July 10™.

To move forward with your system components, our office needs the above information as requested. !
Please provide an estimate as to the date(s) that our testing board would receive the above listed items.

Please contact me directly if you have any additional questions regarding these items. We look forward to
moving forward with your application and working with your team to resolve these issues; however time is
of the essence and we anticipate a rapid result to these outstanding issues to meet our obligations to
complete the decision process with your application.

Sincerely,

T F—

Jobn Gardner

Voting Systems Program Manager
Colorado Department of State
1700 Broadway, Ste 270

Denver, CO 80290

Office: 303.894.2200 ext. 6318
Fax: 303.869.4861
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Melanie Stuart

From: John Gardner

Sent: Friday, July 13, 2007 8:31 PM

To: Tim Bishop; Melanie Stuart; Michael Chadwell; Geneice Mathews; Jerome Lovato
Subject: RE: Hash value request

Attachments: Hart response to HASH request - printable.doc

Here's a printable version....

Thanks,
John G.

From: Gram, Kassie [mailto:kgram@haitic.com]

Sent: Friday, July 13, 2007 5:02 PM

To: John Gardner; Lubthisophon, Paul; Tim Bishop

Cc: Melanie Stuart; Michael Chadwell; Geneice Mathews; Harrell, Travis; McClure, Neil
Subject: RE: Hash value request

John,

Attached is the letter from Hart in response to your request. We are in the process of ironing out a few things in
regard to PDI documentation. I hope to be able to get back to regarding the PDI on Monday.

Thanks,
Kassie

From: John Gardner [mailto:john.gardner@sos.state.co.us]
Sent: Wednesday, June 27, 2007 7:41 PM

To: Lubthisophon, Paul; Gram, Kassie; Tim Bishop

Cc: Melanie Stuart; Michael Chadwell; Geneice Mathews
Subject: RE: Hash value request

Paul and Kassie, please refer to the attached document for our request of additional Hash values for your election
management software.

Thank you,
John Gardner

From: Lubthisophon, Paul [mailto:PLubthisophon@hartic.com]
Sent: Wednesday, June 27, 2007 1:46 PM

To: John Gardner; Gram, Kassie; Tim Bishop

Cc: Melanie Stuart; Michael Chadwell; Geneice Mathews
Subject: Hash value request

John

Kassie and the management team has ask me for a status update of the letter you were going to send us

7/16/2007
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discussing the files and hash values. When can we expect it?

Paul Lubthisophon

Regulatory Compliance Specialist
Hart InterCivic - Colorado
303-531-4486 voice direct
303-385-6477 facsimile
plubthisophon @ hartic.com

Confidentiality Notice: This emall message, including all the attachments, is for the sole use of the intended recipient{s) and contains confidential
infermation. Unauthorized use or disclosure is prohibited. If you are not the intended recipient, you may not use, disclose, copy or disseminate this
information. if you are not the intended recipient, please contac! the sender immediately by reply email and destrey all copies of the original message,
including attachments.

7/16/2007
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intercivic

July 13, 2007

Colorado Department of State
John Gardner

1700 Broadway, Suite 270
Denver, CO 80290

Mr. Gardner,

t am writing in response to your letter dated June 27" requesting the VSTL create hash values
for all files that result from the installation of Hart's System 6.0. After careful review of your
request and Rule 45, we believe that your request is an effort to satisfy the requirement as
stated in the last sentence of clause 45.6.2.1[3 in Rule 45. For ease of reference, this clause
states the foliowing:

The proprietary software shall be installed on the workstation/server and all
applicable voting system components by the testing board following the
verification of the trusted build, and using the procedures provided by the
voting system provider. After installation, the software and firmware shail
be verified to the trusted build hash values.

This clause specifically addresses proprietary software and the last sentence requires only the
proprietary software to have the hash values verified after installation. We have supplied the
information necessary to perform the verification of Hart proprietary software with the exception
of dynamic files. The remainder of the files created during the instaliation process come from

COTS products.

The question of hash values for dynamic files requires consideration of the practical aspects of
the State's objective. We understand the State’s need to verify that the installed version is the
same version that was tested by the ITA, which is accomplished through a chain of custody
process. We also understand the need to verify that the proprietary software has not changed
from the fitne it was tested and witness built by VSTL, installed by the State and subsequently,
during use in the field. This verification cannot be achieved as a practical matter for dynamic
fiies. For example, in the Ballot Now folders yau will find a BNSecurity.cfg file and a
BNSecurity.db file. These files change with each installation and therefore will produce a
different hash value for each installation of the application. Because these files change, a hash
value is an ineffective means of verifying that the file hasn’t been changed. Furthermore,
creating and publishing hash values for dynamic files creates a tremendous opportunity for mis-
interpretation by the public, jeopardizing the confidence in the voting system.

We understand your need to prove that this is the system that was tested by the ITA. We have
documented the steps taken to meet the requirements of your strong chain-of-custody
procedures and, when coupled with the hash values for the static proprietary software, will
satisfy the requirements for verification that the software installed is the certified sofiware (per
clause 45.5.2.3.12 — comparison of trusted build or other reference information).




| hope this addresses your request and we can resolve this issue so that we can move forward
into functional testing. Please don't hesitate to contact me if you have any further questions.

Sincerely,

Kassie Gram
Regulatory Compliance Manager

303.385.8036
kagram@hartic.com
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Melanie Stuart

From: John Gardner

Sent: Tuesday, July 10, 2007 9:15 AM

To: Jim Nilius

Cc: Gram, Kassie; Melanie Stuart; Tim Bishop; Michael Chadwell; Geneice Mathews
Subject: pixdata.crc/escan.ini

Follow Up Flag: Follow up
Flag Status: Yellow

Jim, we have received your letter dated July 8" regarding the referenced files. Thank you for reviewing and
providing clarification to the information contained within these files. s it possible to complete the circle on these
files by sending us the version of the files that you reviewed along with the MD5 Hash Values as per our normal
procedures for creating a trusted build of the Hart Voting System for Colorado?

Thank you,

John Gardner

Voting Systems Program Manager
Colorado Department of State
1700 Broadway, Suite 270
Denver, CO 80290

{0) 303-894-2200 ext. 6318

(c) 719-243-6344

(f) 303-869-4861

7/10/2007
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Melanie Stuart

From: John Gardner

Sent: Wednesday, June 27, 2007 7:41 PM

To: Lubthisophon, Paul; Gram, Kassie; Tim Bishop

Cc: Melanie Stuart; Michael Chadwell; Geneice Mathews
Subject: RE: Hash value request

Attachments: 2007-CDOS-HAR-001-0404 - Phase IlI- hash request.pdf

Paul and Kassie, please refer to the attached document for our request of additional Hash values for your election
management software.

Thank you,
John Gardner

From: Lubthisophon, Paul [mailto: PLubthisophon@hartic.com]
Sent: Wednesday, June 27, 2007 1:46 PM

To: John Gardner; Gram, Kassie; Tim Bishop

Cc: Melanie Stuart; Michael Chadwell; Geneice Mathews
Subject: Hash value request

John

Kassie and the management team has ask me for a status update of the letter you were going to send us
discussing the files and hash values. When can we expect it?

Paul Lubthisophon

Regulatory Compliance Specialist
Hart InterCivic - Colorado
303-531-4486 voice direct
303-385-6477 facsimile
plubthisophon @ hartic.com

Confidentiality Notice: This email message, including all the attachments, is for the sole use of the intended recipient{s) and contains confidential
information. Unauthorized use or disclosure is prohibited. If you are not the intended recipient, you may not use, disclose, copy or disseminate this
infermation. lf you are not the intended recipient, please contact the sender immediately by reply email and destroy all copies of the original message,
including attachments.,

6/28/2007




STATE OF COLORADO Mike Coffman
Department of State Secretary of State
1700 Broadway, Suite 270 Holly Lowder

Denver, CO 80290 Director, Elections

Kassie Gram

Hart Intercivic

1650 Coal Creek Drive
Lafayette, CO 80026

June 27, 2007
Re: 2007-CDOS-HAR-001-0404
Mrs. Gram,

As discussed with your office on June 25" during the verification and installation of the trusted build, we
are requesting additional “evidentiary information” on the hash files for the Election Management Software
(EMS) that you have submitted for certification. Specifically, the testing board has requested that the files
that are ‘expanded’ from the executable file are required to come from the voting system testing laboratory
(VSTL) with HASH values. We understand through our discussions that the files WILL change once
election data has been executed with the software. We are however, looking to create a baseline of values
with your software, particularly considering that your list of trusted build files includes 25 files, and we
received one executable file which generated over 500 program files. Having the assurance that these
program files are the same ones that the VSTL used in qualifying your system to NASED can be provided
by receiving the HASH values from the VSTL of the files PRIOR to loading election data.

We are of the understanding that this request could be accomplished within an hour or two of the VSTL
receiving the executable file and the original HASH value for that particular file. An expansion of the
executable could be reviewed to generate the new HASH values, and submitted back to the State.

Also, in this request, as this is a baseline request of your software, it’s important to create the HASH value
from each individual software component separately from the other software loads. This will ensure the
baseline will match the testing board’s determination of a state baseline. We have agreed to work with your
office on the effects of loading multiple software components to evaluate what should be an expected
outcome of trusted build files changing with support from your documentation.

Additionally, we are still anticipating the requested information from the testing board on 6/13 regarding the
PDI version number that was tested by the ITA. While we have concluded that this firmware is a COTS
product that is not subject to ITA testing under the 2002 VSS, we do not have any documentation of the
specific version number that was used during the functional testing by the ITA.

To move forward with your system components, our office needs the above information as requested.
Please provide an estimate as to the date(s) that our testing board would receive the above listed items.

Please contact me directly if you have any additional questions regarding these items. We look forward to
moving forward with your application and working with your team to resolve these issues.

Sincerely,



John Gardner

Voting Systems Program Manager
Colorado Department of State
1700 Broadway, Ste 270

Denver, CO 80290

Office: 303.894.2200 ext. 6318
Fax: 303.869.4861




Melanie Stuart

From: John Gardner

7 gent: Monday, June 25, 2007 10:56 AM

. To: Gram, Kassie; Lubthisophon, Paul
Cc: Tim Bishop; Geneice Mathews; Michael Chadwell; Melanie Stuart
Subject: RE: Hart Hashes

Tomorrow is great.

Thanks,
John G.

————— Original Message~-—-—--~

From: Gram, Kassie [mailto:kgram@hartic.com}

Sent: Monday, June 25, 2007 10:56 AM

To: John Gardner; Lubthisophon, Paul

Cc: Tim Bishop:; Geneice Mathews; Michael Chadwell; Melanie Stuart
Subject: RE: Hart Hashes

John,

Paul and I are available tomorrow to start at 9:00, if vou are available. If not, let me
know what days are good for you. ‘

Thanks,
Kassie

————— Original Message-----
From: John Gardner [mailto:john.gardnerEsos.state.co.us)
/F\Sent: Monday, June 25, 2007 10:41 AM
To: Lubthisophon, Paul; Gram, Kassie
Cc: Tim Bishop; Geneice Mathews; Michael Chadwell; Melanie Stuart
Subject: RE: Hart Hashes

Paul, we are ready to move forward. We still are missing some drivers for the server, but
I imagine you will be bringing those with you. What is vour preference for moving
forward?

Thanks,
John G.

————— Original Message----—-

From: Lubthisophon, Paul [mailto:PLubthisophon@hartic.com]

Sent: Friday, June 22, 2007 11:57 AM

To: John Gardner; Gram, Kassie

Cc: Tim Bishop; Geneice Mathews; Michael Chadwell; Melanie Stuart
Subject: RE: Hart Hashes

John

Great, we'll be waiting here for your notification so we can continue with the installs.
I also have the driver cd for the dell GX520. :

Thanks again, )
Paul Lubthisophon

————— Original Message----- _

¥rom: John Gardner [mailteo:john.gardner@sos.state.co.us]

Bent: Friday, June 22, 2007 10:16 AM

To: Lubthisophon, Paul; Gram, Kassie )

Cc: Tim Bishop; Geneice Mathews; Michael Chadwell; Melanie Stuart

1



.‘/—\\'

Subject: Re: Hart Hashes

Paul, the team has decided to start over and reinstall the 0S and are if we can duplicate
this problem.

fﬁ\we understand its a COTS issue, but we are trying to establish a good baseline before

moving forward.
I:*11 let you know our results.

Thanks,
John G.

Sent via out of office e-mail response.

————— Original Message----- : .
From: “"Iabthisophon, Paul" <PLubthisophon@hartic.com>

Date: Fri, 22 Jun 2007 10:04:12

To:"John Gardner"™ <john.gardner@sos.state.co.us>, "Gram, Kassie" <kgram@hartic.com>
Cc:"Tim Bishop" <tim.bishop@sos.state.co.us>, "Geneice Mathews"
<Geneice.Mathews@sos.state.co.us>, "Michael Chadwell"
<Michael.Chadwell@sos.state.co.us>, “*Melanie Stuart'

<Melanie.Stuart@sos.state.co.us>
Subject: RE: Hart Hashes

John

I have forwarded these issues to our network administrator, application engineer and the
manager of elections solutions. We are all in agreement that these file are COTS files,
and we have no control over these file. The 2 machines provide are the same model, but we
cannot guarantee they have identical internal hardware (CD Drives, LCD's, RAM,

Motherboards, Hard drives ect.) model numbers and board revision levels. Any variation of-

the hardware pieces will cause different drivers to be installed. The LOG files as well
as many of the other files listed could contain time and date stamp information specific
to when the driver was installed.

.I hope that this will not stop the install process, if you still feel it does, I would
like to schedule a conference call with the Hart above parties listed above to resolve
this issue.

Paul Lubthisophon

Regulatory Compliance Specialist

Hart InterCivic - Colorado

303-531-4486 voice direct

303-385-6477 facsimile

plubthisophon@hartic.com <mailto:plubthisophon@hartic.com>

Confidentiality Notice: This email message, including all the attachments, is for the sole
use of the intended recipient{s) and contains confidential information. Unauthorized use
or disclosure is prohibited. If you are not the intended recipient, you may not use,
digclose, copy or disseminate this information. If you are not the intended recipient,
please contact the sender immediately by reply email and destroy all copies of the
original message, including attachments.

From: John Gardner [mailto:john.gardner@sos.state.co.us]
Sent: Thursday, June 21, 2007 7:31 PM
To: Lubthisophon, Paul; Gram, Kassie




"

Cc: Tim Bishop; Geneice Mathews; Michael Chadwell; Melanie Stuart :
Subject: FW: Hart Hashes i

Paul, in addition to the other discussion points, these files have us at a stopping point
as well. We've loaded the two laptops provided in an identical fashion yet there are

/ discrepancies in the types of files loaded onto each system. Specifically, there are 1400

files different between the two machines. Only 0S8 and COTS products provided by you have
been loaded on the devices. No election management software has been loaded at this time.

Can you please provide some clarification as to why these two machines would be
different to this amount?

Thank wvou,
John G.




Melanie Stuart

From: John Gardner [fohn.gardner @sos.state.co.us]
- TSent: Friday, June 22, 2007 10:16 AM
Cor Lubthisophon, Paul; Gram, Kassie
Ce: Tim Bishop; Geneice Mathews; Michae! Chadwell; Melanie Stuart
Subject: Re: Hart Hashes

Paul, the team has decided to start over and reinstall the 0S and are if we can duplicate
this problem.

We understand its a COTS issue, but we are trying to establish a good baseline before
moving forward.

I'll let you know our results.

‘Thanks,
John G.

Sent via out of office e-mail response.

————— Original Message-----
From: *Lubthiscphon, Paul®" <PLubthiscphon@hartic.com>

Date: Fri, 22 Jun 2007 10:04:12

To:"John Gardner" <john.gardner@sos.state.co.us>, "Gram, Kassie" <kgram@hartic.com>
Cc:"Tim Bishop" <tim.bishop@sos.state.co.us>, "Geneice Mathews"
<Geneice.Mathews@sos.state.co.us>, "Michael Chadwell"
<Michael.Chadwell@sos.state.co.us>, "Melanie Stuart®

/’\kMelanie.Stuart@sos.state.co.us>
. _Subject: RE: Hart Hashes

John

I have forwarded these issues to our network administrator, application engineer and the
manager of elections solutions. We are all in agreement that these file are COTS files,
and we have no control over these file. The 2 machines provide are the same model, but we
cannot guarantee they have identical internal hardware {(CD Drives, LCD’s, RAM,
Motherboards, Hard drives ect.) model numbers and board revision levels. Any variation of
the hardware pieces will cause different drivers to be installed. The LOG files as well
as many of the other files listed could contain time and date stamp information specific
to when the driver was installed.

I hope that this will not stop the install process, if you still feel it does, I would
like to schedule a conference call with the Hart above parties listed above to resolve
this issue.

Paul Lubthisophon

Regulatory Compliance Specialist

Hart InterCivic - Colorado

303-531-4486 voice direct

303-385-6477 facsimile

plubthisophon@hartic.com <mailto:plubthisophonfhartic.com>

Confidentiality Notice: This email message, including all the attachments, ig for the sole
_-.luse of the intended recipient(s) and contains confidential information. Unauthorized use
; »r disclosure is prohibited. If you are not the intended recipient, you may not use,
-disclose, copy or disseminate this information. If you are not the intended recipient,
please contact the sender immediately by reply email and destroy all copies of the
original message, including attachments.
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. From: John Gardner [mailtc:john.gardner@sos.state.co.us]
Sent: Thursday, June 21, 2007 7:31 PM
To: Lubthisophon, Paul; Gram, Kassie
Ce¢: Tim Bishop; Geneice Mathews; Michael Chadwell; Melanie Stuart
Subject: FW: Hart Hashes

Paul, in addition to the other discussion points, these files have us at a stopping point
as well. We’ve loaded the two laptops provided in an identical fashion vet there are
discrepancies in the types of files loaded onto each system. Specifically, there are 1400
files different between the two machines. Only 08 and COTS products provided by you have
been loaded on the devices. No election management software has been loaded at this time.

Can you please provide some clarification as to why these two machines would be
different to this amount?

Thank vou,
John G.



Melanie Stuart

From: John Gardner
" "Sent: Thursday, June 21, 2007 6:18 PM
B |+ Lubthisophon, Paul; Gram, Kassie; Tim Bishop
Cc: Braithwaite, Phillip; Melanie Stuart; Michael Chadwell; Geneice Mathews
Subject: RE: Hant Software Install
Fellow Up Flag: Follow up
Flag Status: Orange

Paul, this document does not reference either the pixel data issue discovered on the
eSlate, or the unigque Hart "INI" file that you are using on the eScan units. We have
discovered that both of these files are Hart specific files. Why are these files omitted
from this list of "hart files?"

Is this list intended to be mnot inclusive of ALL Hart files?

Concerning the ini file, Kassie made an indication that this file could be presented to
our office for review. Would you be willing to bring this file down on Friday as well,
assuming it is not in the trusted build files from the ITA?

Thank you,
John Gardner

————— Original Message----—-

From: Lubthisophon, Paul [mailto:PLubthisophon@hartic.com]
Sent: Thursday, June 21, 2007 5:27 PM

/,\?0: John Gardner; Gram, Kassie; Tim Bishop

Jc: Braithwaite, Phillip; Melanie Stuart
- Subject: RE: Hart Software Install

John
I'm not sure if this document has made it down to your location.

Paul Lubthisophon

~~~~~ Original Message-----

From: John Gardner [mailto:john.gardner@sos.state.co.us]
Sent: Thursday, June 21, 2007 12:42 PM

To: Lubthisophon, Paul; Gram, Kassie; Tim Bishop

Cc: Braithwaite, Phillip; Melanie Stuart

Subject: RE: Hart Software Install

Paul, this should be fine. If vou can bring the disk over, we'lllget the system moving
as soon as possible. It may not be right away, but probably within the hour of receiving
the disk we can move forward.

Thanks,
John G.

————— Original Message-—---- .
From: Lubthisophon, Paul [mailto:PLubthisophon@hartic.com]
Sent: Thursday, June 21, 2007 9:39 AM
To: John Gardner; Gram, Kassie; Tim Bishop
“c: Braithwaite, Phillip; Melanie Stuart
- Bubject: RE: Hart Software Install

John



I will be receiving the drivers' cd from our Austin IT department Friday morning. I would
like to bring over the CD right away, and continue with as much of the install process as
possible. Can you schedule support this? If not, can you provide a time when we can

~continue the install process?
Y

Thank vou, Paul Lubthisophon

————— Original Message-----

From: John Gardner [mailto:john.gardner@sos.state.co.us]
Sent: Wednesday, June 20, 2007 4:03 PM

To: Gram, Kassie; Tim Bishop; Lubthisophon, Paul

Cc: Braithwaite, Phillip; Melanie Stuart

Subject: Re: Hart Software Install

Kassie, we do not have the drivers and updates for the optiplex gx520. Once we have these
and hash the machine we'll be able to move forward again.

Do you have that information for us?

Thanks,
John G.

Sent wvia out of office e-mail response.

————— Original Message-----
From: "Gram, Kassie" <kgram@hartic.com>

Date: wed, 20 Jun 2007 14:35:29
To:<john.gardner@sos.state.co.us>, <tim.bishop@sos.state.co.us>, "Tubthisophon,
Paul" <PLubthisophon@hartic.com>
Cc:"Braithwaite, Phillip" <PBraithwaite@hartic.com>
/"\Subject: Hart Software Install

Johr,

I have been called out to help with ancther State's certification. However, in the
interest of moving forward, Paul Lubthiscophon is ready to walk you through the
installation.

If you need it, Paul's contact information is:

plubthisophon@hartic.com <mailto:plubthisophon@hartic.com>
303-531-4486 '

I hope we can get this accomplished this week.

Thanks,
Kassie



Melanie 'Stuart

From: Lubthisophon, Paul [PLubthisophon @hartic.com])
- Senk: Thursday, June 21, 2007 3:04 PM
" To: John Gardner; Gram, Kassie; Tim Bishop
Cc: Braithwaite, Phillip; Melanie Stuart
Subject: RE: Hart Software Install
John

Our FedEx delivery usually arrives at approximately 0900 to 0930hrs, and I will be leaving
here as soon as I get the cd in my hands.

Thank vou,
Paul

————— Original Message-----

From: John Gardner [mailto:john.gardner@sos.state.co.us]
Sent: Thursday, June 21, 2007 12:42 PM

To: Lubthisophon, Paul; Gram, Kassie; Tim Bishop

Cc: Braithwaite, Phillip; Melanie Stuart

Subject: RE: Hart Software Install

Paul, this should be fine. If you can bring the disk over, we'll get the sySéem moving
as soon as possible. It may not be right away, but probably within the hour of receiving
the disk we can move forward.

Thanks,
John G.

————— Original Message-—----

From: Lubthisophon, Paul [mailto:PLubthisophon@hartic.com]
Sent: Thursday, June 21, 2007 9:39 aAM

To: John Gardner; Gram, Kassie; Tim Bishop

Cc: Braithwaite, Phillip; Melanie Stuart

Subject: RE: Hart Software Install

John

I will be receiving the drivers' cd from our Austin IT department Friday morning. I would
like to bring over the CD right away, and continue with as much of the install process as
possible. Can you schedule support this? If not, can you provide a time when we can
continue the install process?

Thank you, Paul Lubthisophon

————— Original Message-----

From: John Gardner [mailto:john.gardner@sos.state.co.us]
Sent: Wednesday, June 20, 2007 4:03 PM

To: Gram, Kassie; Tim Bishop; Lubthisophon, Paul

Cc: Braithwaite, Phillip; Melanie Stuart

Subject: Re: Hart Software Install

Kassie, we do not have the drivers and updates for the optiplex gx520. Once we have these
and hash the machine we'll be able to move forward again.

Do you have that information for us?

Thanks,
_John G.




!4 —\

Sent wvia out of office e-mail response.

————— Original Message-----
From: "Gram, Kassie" <kgram@hartic.com>

Date: Wed, 20 Jun 2007 14:35:29

- To:<john.gardner@sos.state.co.us>, <tim.bishop@sos.state.co.us>, "Lubthisophon,

i

Paul® <PLubthisocphonGhartic.com>
Cc:"Braithwaite, Phillip" <PBraithwailte@hartic.com>
Subject: Hart Software Install

John,

I have been called out to help with another State's certification. However, in the
interest of moving forward, Paul Lubthisophon is ready to walk you through the
installation.

If you need it, Paul's contact information is:

plubthisophonhartic.com <mailto:plubthisophon@hartic.com>
303-531-4486 .

I hope we can get this accomplished this week.

Thanks,
Kassie



Meianie Stuart

From:
7 Sent:
~ To:
" Cc:
Subject:

Follow Up Flag:
Flag Status:

Attachmenis:

Verify_Hash
_2_.pdrf (103 KB)

John Gardner

Thursday, June 21, 2007 5:59 PM

Tim Bishop; Geneice Mathews; Michael Chadwell
Melanie Stuart

FW: Hart Software Install

Follow up
Orange

Verify_Hash _2_.pdf

This is interesting......

Of course, since we "stumbled" acreoss Hart files that are not included in this message (I
didn't see reference for either the pixel data or the eScan INI file} we now know there

may be others.

We can of course verify this minimum list against ITA values provided, and it does give
some info on the XML verify process that was previously discussed. Should be interesting

moving forward.

Thanks,
John G.

L----Original Message-----

From: Lubthisophon, Paul [mailtec:PRLubthisophon@hartic.com]

Sent: Thursday,

June 21, 2007 5:27 PM

To: John Gardner; Gram, Kassie; Tim Bishop

Cc: Braithwaite,

Phillip; Melanie Stuart

Subject: RE: Hart Software Install

John

I'm not sure if

this document has made it down to your location.

Paul Lubthisophon

————— Original Message-----
From: John Gardner [mailto:john.gardner@sos.state.co.us]

Sent: Thursday,

June 21, 2007 12:42 PM

To: Lubthisophon, Paul; Gram, Xassie; Tim Bishop

Cc: Braithwaite,

Phillip; Melanie Stuart

Subject: RE: Hart Software Install

Paul, this should be fine. If vou can bring the disk over, we'll get the system moving
as soon as possible. It may not be right away, but probably within the hour of receiving
the disk we can move forward.

Thanks,
John G.

t—-—-0Original Megsage-----
From: Lubthisophon, Paul [mailto:PLubthisophon@hartic.com]

Sent: Thursday,

June 21, -2007 9:39 AM



-

To: John Gardner; Gram, Xassie; Tim Bishop
Cc: Bralthwaite, Phillip; Melanie Stuart
Subject: RE: Hart Software Install

John
PaiaN

I

P

f

[

|
- I will be receiving the drivers' cd from our Austin IT department Friday morning. I would

like to bring over the CD right away, and continue with as much of the install process as
possible. Can you schedule support this? If not, can you provide a time when we can
continue the install process?

Thank you, Paul Lubthisophon

————— Original Message-----~

From: John Gardner [mailto:john.gardner@sos.state.co.us]
Sent: Wednesday, June 20, 2007 4:03 PM

To: Gram, Kassie; Tim Bishop; Lubthisophon, Paul

Cc: Braithwaite, Phillip; Melanie Stuart

Subject: Re: Hart Software Install

Kassie, we do not have the drivers and updates for the optiplex gx520. Once we have these
and hash the machine we'll be able to move forward again.

Do you have that information for us?

Thanks,
John G.

Sent via out of office e-mail response.

————— Original Message---—-

From: "Gram, Kassie" <kgram@hartic.com>

Date: Wed, 20 Jun 2007 14:35:29

To:<john.gardner@sos.state.co.us>, <tim.bishop@sos.state.co.us>, "Lubthisophon,
Paul" <PLubthisophon@hartic.com> ’

Cc:"Braithwaite, Phillip" <PBrailthwaite@hartic.com>

Subject: Hart Software Install

John,

I have been called out to help with another State's certification. However, in the
interest of moving forward, Paul Lubthisophon is ready to walk you through the
installation.

If you need it, Paul‘'s contact information is:

plubthiscophon@hartic.com <mailto:plubthisophon@hartic.com>
303-531-4486

I hope we can get this accomplished this week.

Thanks,
Kassie



Melanie Stuart

From: Lubthisophon, Paul [PLubthisophon @ hartic.com]
7 Sent: Thursday, June 21, 2007 5:27 PM
- Te: John Gardner; Gram, Kassie; Tim Bishop

Cc: Braithwaite, Phillip; Melanie Stuart

Subject: RE: Hart Software Install .

Follow Up Flag: Follow up

Flag Status: Orange

Attachments: Verify_Hash _2_.pdf

Verify_Hash
_2_.pdf (103 KB)
John

I'm not sure if this document has made it down to your location.

Paul Lubthisophen

————— Original Message-----

From: John Gardner [mallto:john.gardner@sos.state.co.us]
Sent: Thursday, June 21, 2007 12:42 PM

To: Lubthisophon, Paul; Gram, Kassie; Tim Bishop

Cc: Braithwaite, Phillip; Melanie Stuart

Subject: RE: Hart Software Install

I

Paul, this should be fine. If yvou can bring the disk over, we'll get the system moving

as soon as possible. It may not be right away, but probably within the hour of receiving

the disk we can move forward.

Thanks,
John G.

————— Original Message-----

From: Lubthisophon, Paul [mailto:PLubthisophon@hartic.com]
Sent: Thursday, June 21, 2007 9:3%9 AM

To: John Gardner; Gram, Kassie; Tim Bishop

Cc: Braithwaite, Phillip; Melanie Stuart

Subject: RE: Hart Software Install

John

I wilil be receiving the drivers' cd from our Austin IT department Friday morning. I would
like to bring over the CD right away, and continue with as much of the install process as
possible. Can you schedule support this? If not, can you provide a time when we can

continue the install process?.
Thank you, Paul Lubthisophon

~~~~~ Original Message-----
From: John Gardner [mailto:john.gardner@sos.state.co.us]
Sent: Wednegday, June 20, 2007 4:03 PM
To: Gram, Kassie; Tim Bishop; Lubthisophon, Paul
f’\gc: Braithwaite, Phillip; Melanie Stuart
' sSubject: Re: Hart Scftware Install

Kagsie, we do not have the drivers and updates for the optiplex gx520.

1

Once we have these



énd hash the machine we’ll be able to move forward again.
Do you have that information for us?

Thanks,
(f\ﬁOhn G.

Sent via out of office e-mail response.

~~~~~ Original Message-----
From: "Gram, Kassie" <kgramBhartic.com>

Date: Wed, 20 Jun 2007 14:35:29

To:<john.gardner@sos.state.co.us>, <tim.bishoplsos.state.co.us>, "Lubthisophon,
Paul" <PLubthisophon@hartic.com>

Cc:"Braithwaite, Phillip" <PBraithwaite@hartic.com>

Subject: Hart Software Install

John,

I have been called out to help with another State's certification. However, in the
interest of moving forward, Paul Lubthisophon is ready to walk you through the
installation.

If you need it, Paul's contact information is:

plubthisophon@hartic.com <mailto:plubthisophonfhartic.com>
303-531-4486

I hope we can get this accomplished this week.

(ﬁ\Thanks,
Kassie
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VERIFY HASH FILES PART NUMBER: 1003127 REV: A

SECTION 1. INTRODUCTION
‘PURPOSE

‘The purpose of this document is to describe the procedure on creating and verifying all possible
application and firmware files for the Hart InterCivic Voting System.

SCOPE

This document covers the procedures for creating a hash value for every file that is created by Hart
InterCivic and used by the eVoting system. Each of these files is a file that is complied by Hart
InterCivic and does not change in any way due to usage of the file. These files can be used to validate a
Hart InterCivic’s application installation is the actual certified application for that system version. The
NSRL website contains the MD5 and SHA-1 has values for the files listed below. These hash values
were created by the NSRL.

SECTION 2. APPLICATION FILES

Below is a list of all files for each application that can be hashed in order to validate the authenticity of
the installed application. All other files will vary in size during normal use of the application.

BALLOT NOW

Files can be found under C:\Program Files\Hart Intercivic\Ballot Now and C:\Program Files\Hart
Intercivic\Shared.
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VERIFY HASH FILES PART NUMBER: 1003127

SecutityDBAuditLog.tpt
Server¥Control.ocx
SummaryBatchReport.rpt
UnResolvedBallots.rpt

BOSS

Files can be found under C:\BOSS and C:\Program Files\Hart Intercivic\Shared.

Vetify_Hash.doc CONFIDENTIAL AND PROPRIETARY
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VERIFY HASH FILES PART NUMBER: 1003127 REV: A

RALLY

Files can be found under C:\Program Files\Hart Intercivic\Rally and C:\Program Files\Hart
Intercivic\Shared.

TALLY

Files can be found under C:\Program Files\Hart Intercivic\Tally and C:\Program Files\Hart
Intercivic\Shared.
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TallySettings.dll
TFCote.exe
WriteInResolution.dll

SERVO

Files can be found under C:\Program Files\Hart Intercivi\SERVO and C:\Program Files\Hart
Intercivic\Shared. '

Files can be found under C:\Program Files\Hart Intercivic\eCM Manager and C:\Program
Files\Hart Intercivic\Shared.

eCMManager.exe
eCMManager.ico

JBC

(File not found on PC. File is on voting unit)
JBC.bin

ESLATE

(File not found on PC. File is on voting unit)
eSlate.bin

ESCAN

(File not found on PC. File is on voting unit)
eScan.exe
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SECTION 3. CREATING HASH VALUES

CREATING AND VERIFYING HASH VALUE PROCESS
In order to perform the creation and verification of the hash values for the Hart InterCivic Voting
System you will need a utility to create an MD35 or SHA-1 value based on a file, SERVO (a Hart
InterCivic application), the Hart InterCivic XML file containing the hash values for use with
SERVO, and the hash values from the NSRL voting website,
PROCESS FOR PC APPLICATIONS
1. Using a hash wtility, create the MDS5 or SHA-1 hash values for the appropriate files,

2. Compare the hash values created against those from the NSRL website.

PROCESS FOR VOTING DEVICES
1. After verifying the SERVO application with the process above, start SERVO.

2. Import the Hart InterCivic XML file. {Refer to Chapter 3 of the SERVO manual for detailed
instructions on importing the file if needed.)

3. Select the Backup and Reset option from the Device menu. (Refer to Chaptet 3 of the SERVO
manual for detailed instructions on importing the file if needed.)

4. Select the Verify Device Firmware checkbox.
5. Connect the device using the cortrect port.

SERVO will display 2 messages if a mismatch of the vetsion and hash occurs. If there is no mismatch no
message is displayed.

To test this process by forcing a mismatch, open the Hart InterCivic XML file using notepad or another
XML editor and.change the value for hash attribute. Then petform steps 2 — 5 again.
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Melanie Stuart

From: Gram, Kassie [kgram@ hartic.com]

Sent: Monday, June 18, 2007 5:02 PM

To: John Gardner; Lubthisophon, Paul

Cc: Tim Bishop; Geneice Mathews; Michael Chadwell; Wayne Munster; Melanie Stuart
Subject: RE: 2007-CDOS-HAR-001-0404 - Request for Additional Review

Sounds good ~ Thanks you for the confirmation.

Kassie

From: John Gardner [mailto:john.gardner@sos.state.co.us]

Sent: Monday, June 18, 2007 4:53 PM

To: Gram, Kassie; Lubthisophon, Paul; McClure, Neil; Hunsaker, Scott

Cc: Tim Bishop; Geneice Mathews; Michael Chadwell; Wayne Munster; Melanie Stuart
Subject: RE: 2007-CDOS-HAR-001-0404 - Request for Additional Review

Kassie, we are continuing on with the Server/Laptop installation as we had previously discussed. We do not have
either of these ready at this time to load your Election Management Software though. These may be ready by the
end of day tomorrow though.

Thanks,
John G.

From: Gram, Kassie [mailto:kgram@hartic.com]

Sent: Monday, June 18, 2007 3:35 PM

To: John Gardner; Lubthisophon, Paul; McClure, Neil; Hunsaker, Scott

Cc: Tim Bishop; Geneice Mathews; Michael Chadwell; Wayne Munster; Melanie Stuart
Subject: RE: 2007-CDOS-HAR-001-0404 - Request for Additional Review

John — T have received your request. We are still working to gather the information so that we can respond
appropriately. I will get back with you regarding your request as quickly as I can.

Just to check, while we are looking into your request, do you feel that you are able to continue with creating the
clean install?

Please let me know.
Thanks!
Kassie

From: John Gardner [mailto:john.gardner@sos.state.co.us]

Sent: Monday, June 18, 2007 2:48 PM

To: Lubthisophon, Paul; McClure, Neil; Hunsaker, Scott; Gram, Kassie

Cc: Tim Bishop; Geneice Mathews; Michael Chadwell; Wayne Munster; Melanie Stuart
Subject: 2007-CDOS-HAR-001-0404 - Request for Additional Review

Kassie, please refer to the attached documents regarding the Colorado Secretary of State’s request for additional
review of software components for your proposed system. If you have any questions regarding this request,
please contact me directly at my office.

6/19/2007



Thank you,

John Gardner

Voting Systems Program Manager
Colorado Department of State
1700 Broadway, Suite 270
Denver, CO 80290

{0) 303-894-2200 ext. 6318

{c) 719-243-6344

(f) 303-869-4861

6/1972007
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Melanie Stuart
From: John Gardner
Sent: Monday, June 18, 2007 4:53 PM ,
To: Gram, Kassie; Lubthisophon, Paul; McClure, Neil; Hunsaker, Scott
Cc: Tim Bishop; Geneice Mathews; Michael Chadwell; Wayne Munster; Melanie Stuart

Subject: RE: 2007-CDOS-HAR-001-0404 - Request for Additional Review

Kassie, we are continuing on with the Server/Laptop installation as we had previously discussed. We do not have
gither of these ready at this time to load your Election Management Software though These may be ready by the
end of day tomorrow though.

Thanks,
John G.

From: Gram, Kassie [mailto:kgram@hartic.com]

Sent: Monday, June 18, 2007 3:35 PM

To: John Gardner; Lubthisophon, Paul; McClure, Neil; Hunsaker, Scott

Cc: Tim Bishop; Geneice Mathews; Michael Chadwell; Wayne Munster; Melanie Stuart
Subject: RE: 2007-CDOS-HAR-001-0404 - Request for Additional Review

John — T'have received your request. We are still working to gather the information so that we can respond
appropriately. I will get back with you regarding your request as quickly as I can.

Just to check, while we are looking into your request, do you feel that you are able to continue with creating the
clean instali?

Please let me know.
- Thanks!
Kassie

From: John Gardner [mailte:john.gardner@sos.state.co.us]

Sent: Monday, June 18, 2007 2:48 PM

To: Lubthisophen, Paul; McClure, Neil; Hunsaker, Scott; Gram, Kassie

Cc: Tim Bishop; Geneice Mathews; Michael Chadwell; Wayne Munster; Melanie Stuart
Subject: 2007-CDOS-HAR-001-0404 - Request for Additional Review

Kassie, please refer to the attached documents regarding the Colorado Secretary of State's request for additional
review of software components for your proposed system. If you have any questions regarding this request,
please contact me directly at my office.

Thank you,

John Gardner

Voting Systems Program Manager
Colorado Department of State
1700 Broadway, Suite 270
Denver, CO 80290

(0) 303-894-2200 ext. 6318

(c) 719-243-6344

{fy 303-869-4861

6/18/2007
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Melanie Stuart

From: Gram, Kassie [kgram@hartic.com]

Sent: Monday, June 18, 2007 3:35 PM

To: John Gardner; Lubthisophon, Paul; McClure, Neil; Hunsaker, Scott

Cc: Tim Bishop; Geneice Mathews; Michael Chadwell; Wayne Munster; Melanie Stuart
Subject: RE: 2007-CDOS-HAR-001-0404 - Request for Additional Review

Follow Up Flag: Follow up
Flag Status: Blue

John - T have received your request. We are still working to gather the information so that we can respond
appropriately. I will get back with you regarding your request as quickly as I can.

Just to check, while we are looking into your request, do you feel that you are able to continue with creating the
clean install?

Please let me know.
Thanks!
Kassie

From: John Gardner [mailto:john.gardner@sos.state.co.us]

Sent: Monday, June 18, 2007 2:48 PM

To: Lubthisophon, Paul; McClure, Neil; Hunsaker, Scott; Gram, Kassie

Cc: Tim Bishop; Geneice Mathews; Michael Chadwell; Wayne Munster; Melanie Stuart
Subject: 2007-CDOS-HAR-001-0404 - Request for Additional Review

Kassie, please refer to the attached documents regarding the Colorado Secretary of State’s request for additional
review of software components for your proposed system. If you have any questions regarding this request,
please contact me directly at my office.

Thank you,

John Gardner

Voting Systems Program Manager
Colorado Department of State
1700 Broadway, Suite 270
Denver, CO 80290

(0) 303-894-2200 ext. 6318

(c) 719-243-6344

(f) 303-869-4861

6/18/2007
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Melanie Stuart

Fromm: John Gardner

Sent: Monday, June 18, 2007 2:48 PM

To: Lubthisophon, Paul; McClure, Neil; SHunsaker@hartic.com; Gram, Kassie

Cc: Tim Bishop; Geneice Mathews; Michael Chadwell; Wayne Munster; Melanie Stuart
Subject: 2007-CDOS-HAR-001-0404 - Request for Additional Review

Attachments: 2007-CDOS-HAR-001-0404 - Phase lll-additional review.pdf

Kassie, please refer to the attached documents regarding the Colcrado Secrétary of State’s request for additional
review of software components for your proposed system. If you have any questions regarding this request,
please contact me directly at my office.

Thank you,

John Gardner

Voting Systems Program Manager
Coloradeo Department of State
1700 Broadway, Suite 270
Denver, CO 80290

(0) 303-894-2200 ext. 6318

(c) 719-243-6344

{f) 303-869-4861

6/18/2007



STATE OF COLORADO Mike Coffman
Department of State Secretary of State
Holly Lowder

1700 Broadway, Suite 270

Denver, CO 80290 Director, Elections

Kassie Gram

Hart Intercivic .

1650 Coal Creek Drive
Lafayette, CO 80026

June 18, 2007
Re: 2007-CDOS-HAR-001-0404

Mrs. Gram,

As discussed with you on June 13" during the verification and installation of the trusted build, we are
requesting additional information on the “Pixel Data” files for the eSlate unit (DRE) that you have
submitted for certification. Specifically, it has been discovered by the testing board that this particular
firmware/software component is in fact developed by Hart InterCivic and has not been tested according to
state requirements for software/firmware.

The requirements for Colorado voting systems require all voting system software to:
¢ Be independently tested by a recognized independent testing authority (1-5-608.5 C.R.S);
* Meet the requirements of the 2002 Voting System Standards (VSS)by the FEC (1-5-601.5 C.R.S);
and
¢ Be provided to our office through proper evidentiary methods (Rule 45.1.17).

It has been determined that the referenced “Pixel Data” files have not been tested by an ITA to the 2002
standards, and have not been received by our office including the evidence of such testing.

Therefore, our office has concluded the appropriate course of action to take with this matter is to request
your organization to submit this component to one of the two currently certified VSTLs. It’s our
understanding from our discussion with these labs that this evaluation will take roughly 4-5 business days to

complete.

* On a second note, we have received information of additional “initialization” (ini) files that are being used
by Hart InterCivic on the eScan (OS) devices in the field which provide additional functionality to the OS
units. From our notes on the trusted build for the eScan firmware, this “ini” file was not included. We
request at this time for you to clarify our understanding of this and/or have the ITA submit the appropriate
file(s) for the OS unit as appropriate according to Colorado requirements. ‘

Finally, we are still anticipating the requested information from the testing board on 6/13 regarding the PDI
version number that was tested by the ITA. While we have concluded that this firmware is a COTS product
that is not subject to ITA testing under the 2002 VSS, we do not have any documentation of the specific
version number that was used during the functional testing by the ITA.

To move forward with your system components, our office needs the above information as requested. Please
provide an estimate as to the date(s) that our testing board would receive the above listed items.



I

Please contact me directly if you have any additional questions regarding these items. We look forward to
moving forward with your application and working with your team to resolve these issues.

Sincerely,

ST

John Gardner

Voting Systems Specialist
Colorado Department of State
1700 Broadway, Ste 370
Denver, CO 80290

Office: 303.894.2200 ext. 6318
Fax: 303.869.4861
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John Gardnetr

From: John Gardner

Sent: Monday, June 11, 2007 8:24 AM

To: Bernard Konkol; Tim Bishop; Geneice Mathews; Michael Chadwel|
Cc:  Wayne Munster '

Steps for EMS Trusted Build - **DRAFT**

Need feedback on this procedure for EMS:

Eor TESTING:
1) Wipe computer and install OS (and patches);
2) Install mandatory COTS needed for EMS (and patches) — HASH Server/MWorkstation;
3) Install EMS — HASH Server/Workstation;
4) Compare HASH from Items 2 and 3 - this is the official BASELINE = (EMS — Static Files);
5) Compare 4 to NSRL/VSTL;
6) Run Elections for Functional Testing;
7) HASH Server/Workstation post testing Compare 4 and 6 — creates field BASELINE.

For Field: ‘
1) HASH Field server/workstation and compare to #7 from testing.

As for the issue on Friday with alternate versions; | have confirmed that a trusted altemate version for all the
components is available. We will request that, which alleviates the concern about using non-trusted software.

" Let me know what you think.

Thanks,
John G,

6/11/2007
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Melanie Stuart

From: Gram, Kassie [kgram@hartic.com]

Sent:  Friday, June 08, 2007 1:48 PM

To: John Gardner; Tim Bishop

Ce: Bernard Konkol; Michael Chadwell; Geneice Mathews; Lubthisophon, Paul
Subject: RE: Trusted Install + a few outstanding items

Sounds good for us - 9am on Tuesday it is.
Thanks!
Kassie

From: John Gardner [mailto:john.gardner@sos.state.co.us]

Sent: Friday, June 08, 2007 11:58 AM

To: Gram, Kassie; Tim Bishop

Cc: Bernard Konkol; Michael Chadwell; Geneice Mathews; Lubthisophon, Paul
Subject: RE: Trusted Install + a few outstanding items

Thanks Kassie for the update on things. ! think we should take advantage of the time you do have available on
- Tuesday morning to get done as much as possible. Did we set up a starting time for this? We're usually ready to
go around 9:00am.

Thanks,
John G,

From: Gram, Kassie [mailto:kgram@hartic.com]

Sent: Friday, June 08, 2007 11:21 AM

To: John Gardner; Tim Bishop

Cc: Bernard Konkol; Michael Chadwell; Geneice Mathews; Lubthisophon, Paul
Subject: Trusted Install + a few outstanding items

John — We've had something come up that would require us to leave around 1:00pm on Tuesday. We are still
available in the morning, before 1:00, and would definitely like to start moving forward with the installs. Based
on your schedule, is it okay to try to get things going on Tuesday morning? Or, would you prefer to move a day
and get started on Wednesday instead?

On a separate note, [ have confirmed that the trusted build CD from CIBER does contain full hash values for
BOSS only. We are working with NIST to ensure that the complete hash files for the other components are posted
on their website (the told us that it would be posted by today 6/8/07).

Additionally, Inow have a copy of the “final” 6.0 report that contains the test data in my possession; however, it
is in word format. I have a call into CIBER (again) to have them resend as a PDF to both you and 1. We'll see...

Finally - I've officially changed my last name to Gram. My new email address is kgram@hartic.com, but my
phone number and title are the same.

Thanks!
Kassie

6/13/2007
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Kassie Gram

Regulatory Compliance Manager
Hart InterCivic

303.385.8036

Confidentiality Notice: This emnil message, including all the attachments, is for the sole use of the intended recipient(s)
and contains confidential information. Unauthorized use or disclosure is prohibited. If you are not the intended recipient, you
may not use, disclose, copy or disseminate this information. If you are not the intended recipient, please contact the sender
immediately by reply email and destroy all copies of the original message, including attachments.

6/13/2007



Melanie Stuart

__From: Gram, Kassie [kgram @ hartic.com]
“ent: Wednesday, June 06, 2007 11:59 AM

o John Gardner; Tim Bishop
Cc: Bernard Konkol; Geneice Mathews; Michael Chadwell; Lubthisophon, Paul
Subject: RE: Hart System 8.0

-~

Great - we will be there at 9:00am.

One more thing - what version of windows does your SouS laptop run on? We require windows
2000 OS (with all current updates) in order to use the firmware install utilities. If you
will make sure you're set up with this, I will bring all other cables and drivers for
installation.

Kassie

————— Original Message-----

From: John Gardner [mailto:john.gardner@sos.state.co.us]

Sent: Wednesday, June 06, 2007 10:10 aM

To: Gram, Kassie; Tim Bishop

Cc: Bernie Konkol; Geneilce Mathews; Michael Chadwell; Lubthisophon, Paul
Subject: Re: Hart System 6.0

This is fine.

Thanks,
John G.

ant via out of office e-mail response.

JE— Original Message---—=-
From: "Keller, Kassie" <kkeller@hartic.com>

Date: Wed, 6 Jun 2007 09:30:44

To:"John Gardner" <john.gardner@sos.state.co.us>, "Tim Bishop"
<tim.bishop@sos.state.co.us>

Cc:"Bernard Konkol" <Bernard.Konkol@sos.state.co.us>, "Geneice Mathews"
<Geneice.Mathews@sos.state.co.us>, "Michael Chadwell™"
<Michael.Chadwell@sos.gtate.co.us>, "Lubthisophon, Paul" <PLubthisgophon@hartic.coms>

Subject: RE: Hart System 6.0

John - Yeah, I am aware of your procedures - I was hoping Paul would be able catch you
before you closed up shop. He said he missed vou... no biggie, we'll get it figured out.

Starting on Tuesday is fine. You also mentioned that you will be starting with the eScan.
So that I can appropriately schedule the people I am bringing to help with the installs -
can we start with burning the firmware on the JIBC, eSlate, eScan and VBO on Tuesday? Then
move onto the scftware installation from there? If not, do you have an agenda or schedule
that you would prefer to follow?

Thanks,
Kassie

From: John Gardner [mailto:john.gardner@sos.state.co.us]
1



Sent: Tuesday, June 05, 2007 5:59 PM

To: Keller, Kassie; Tim Bishop

Cc: Bernard Konkol; Geneice Mathews; Michael Chadwell
Subject: RE: Hart System 6.0

”‘_\- . I3 . »
{ “assie, we are unable to work on the disks without your representatives present. Paul

spserved us securing the suitcase with your trusted build into our safe. We do not open
these without the vendor present as an internal policy so that you know at all times what
ig being done with your software.

Unfortunately I also discovered that I had a previous engagement booked for Monday. Can
we push this ocut to Tuesday/Wednesday?

Thanks,
John G.

From: Keller, Kassie [mailto:kkellerfhartic.com]
Sent: Tuesday, June 05, 2007 4:35 PM

To: John Gardner; Tim Bishop

Cc: Bernard Konkol

Subject: FW: Hart System 6.0

Here is the passphrase for the original disk. Would you try it tec see if it works on the
Iew one?

Thanks!
Kassie

From: Daily, Victor P

Sent: Tuesday, May 01, 2007 12:59 PM

To: Rainville, Paul

Cc: Macfarlane, Robert; Rohacek, Kelly A
Subject: RE: Hart Sysem 6.0

Paul,
I have FedX'ed the DVD (1.38 GB) - please pass along the password for the encryotion to

the proper person.
Thanxs,

Viec
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Melanie Stuart

From: John Gardner
Sent: Monday, June 04, 2007 6:11 PM
To: Melanie Stuart
Subject: FW: Trusted install on Tuesday?

FYl...

Thanks,
John G.

From: Hunsaker, Scott [mailto:SHunsaker@hartic.com]
Sent: Monday, June 04, 2007 6:05 PM

To: John Gardner

Cc: McClure, Neil; Lubthisephon, Paul

Subject: RE: Trusted install on Tuesday?

John,

Both Neil and | are out of the office at the moment; however | am copying Paul Lubthisophon, our Regulatory
Compliance Specialist who is covering for Kassie while she is out of the office. | will call Paul to be sure he
follows up with you tomorrow and keep the processes moving forward.

Thanks! :

Scott

From: John Gardner [mailto:john.gardner@sos.state.co.us]
Sent: Monday, June 04, 2007 5:58 PM

To: McClure, Neil; Hunsaker, Scott

Subject: FW: Trusted install on Tuesday?

Neil or Scott, can either of you provide an update? It's been a while since we’ve heard from anyone in your
organization. :

Thanks,
John G.

From: John Gardner

Sent: Monday, June 04, 2007 5:57 PM

To: John Gardner; 'Keller, Kassie'

Cc: Tim Bishop; Bernard Konkol; 'Lubthisophon, Paul'; Geneice Mathews; Michael Chadwell
Subject: RE: Trusted install on Tuesday? :

Kassie, it's been a while since we’ve heard back from anyone in your office. | assume that we are still moving
forward with your application for certification? We have recsived all of the trusted build information to move
forward. We would like to work with you to install this on your components to begin the functional testing. When
are you available for this?

If possible, please check with the ITA's to ensure that we have received a) all of the Hash Values necessary, b)
proper chain of evidence that the CD sent is in fact the version that was tested for federal qualification, and c) any
pass phrases needed to unlock the CD's.

Secondly, please review your internal processes. Any cables, utifities, or software necessary to verify and/or

6/5/2007
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upload the trusted build software on all of the components of your system will be necessary for moving forward.
Additionally, the testing board has been very strict on using only those utilities that originate from the SOS office.
If there is anything special that we need to complete this task, please let us know.

If you have any additional questions on this, please feel free to contact me directly. In the mean time, please let
us know when you plan on moving forward again.

Thank you,

John Gardner

Voting Systems Program Manager
Colorado Department of State
1700 Broadway, Suite 270
Denver, CO 80290

(0) 303-894-2200 ext. 6318

{c) 719-243-6344

{f} 303-869-4861

From: John Gardner

Sent: Tuesday, May 08, 2007 5:53 PM

To: 'Keller, Kassie'

Cc: Tim Bishop; Bernard Konkol; Lubthisophon, Paul
Subject: RE: Trusted install on Tuesday?

Okay Kassie, we can update your certification application to reflect this. We are also in the process of contacting
either Jennifer Price, or Betty (last name illegible) with CIBER as the documentation from the CD of the trusted
build is missing, and CIBER has hand written the tabel for the CD rather than the usual professmnal looking
stamp that we normally see affixed to the CD.

I think we can suffice with a letter of explanation from CIBER documenting why the CD is in the state that is, and
verifying that it is indeed the trusted, tested, and/or witnessed build that was used to certify the system. If you can
provide any assistance with this effort, that would be most helpful.

Thanks,
John G.

From: Keller, Kassie [mailto:kkeller@hartic.com]
Sent: Tuesday, May 08, 2007 12:19 PM

To: John Gardner

Cc: Tim Bishop; Bernard Konkol; Lubthisophon, Paul
Subject: RE: Trusted install on Tuesday?

John - You're right. We have a typo on the application. We are submitting 1.1.6 and I have corrected
the application (attached).

I still haven’t heard - let me know when you want to do the trusted install.

Kassie

303.385.8036

6/5/2007
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Sent: Tuesday, May 08, 2007 8:33 AM
To: Keller, Kassie

Cc: Tim Bishop; Bernard Konkol
Subject: RE: Trusted install on Tuesday?

Kassie, to address your guestions below.

Point #2 — about the client server, here's the text from the requiremenis: 45.6.1.7 The voting system provider
shall provide the same class of workstation and/or

server for testing the voting system as the normal production environment for the State of Colorado. | think you
have three different scenarios: 1) Boulder/Douglas, 2)Montrose/Eagle, or 3)Tally Only. From what we have seen
in the field, | think the laptops represent item #3 only. This is not about functionality of the system as much as it is
performance for the way your organization is providing it to the counties.

Point #3 — you can have all the time you need to test the i830 to your satisfaction prior to releasing it to the testing
beard.

Point #4 — trusted build. We seem to have a conflict in the information that we have received. It looks as though
we have everything in the trusted build except a discrepancy in the eScan versions. We have received from the
ITA’s version 1.1.6 for the eScan, but your application shows version 1.1.5. It appears from our review that this is
the only outstanding item.

If you would like to call to discuss, it would probably be easiest to reach me at 303-894-2200 ext. 6377.

Thank you, ' |
John G.

From: Keller, Kassie [mailto:kkeller@hartic.com]
Sent: Monday, May 07, 2007 12:04 PM

To: John Gardner

Cc: Tim Bishop; Bernard Konkol

Subject: Trusted install on Tuesday?

John —

Tknow that you're currently enjoying your time with Sequoia’s demo, but I wanted to check in with
you regarding a few things.

7 We are re-running the ballots so that only the County Commissioner District 1 contest has a
write-in option. We should have the correct ballots to you by the end of the week.

7 Idon'thave a CPU readily available to demonstrate the client/server relationship that Boulder
County uses. However, I am able to use a laptop that will demonstrate the exact same
functionality. Just wanted to check to see if this is okay. .

?  Ibelieve that the Kodak Field Engineer will stop by sometime tomorrow. Before we leave the
whole system with you for the functional testing, we would like to run our tests to ensure that
the i830 is behaving itself.

?  What times are you available for the trusted build? I'm not sure when the Kodak guy will be
there, but I'd like to coordinate things so we’re only there once this week.

Thanks!

6/5/2007
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Kassie

Kassie Keller

Regulatory Compliance Manager
Hart InterCivic

303.385.8036

Confidentiality Notice: This email message, including all the attachinents, is for the sole use of the intended recipient(s)
and contains confidentiol information. Unauthorized use or disclosure is prohibited, If you are not the intended recipient, you
may not use, disclose, copy or disseminate this information. If you are not the intended recipient, please contact the sender
immediately by reply email and destroy all copies of the original message, including attachments.

6/5/2007
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Melanie Stuart

From: Keller, Kassie [kkeller@hartic.com]

Sent: Wednesday, May 09, 2007 10:09 AM

To: John Gardner

Ce: Tim Bishop; Bernard Konkol; Lubthisophon, Paul
Subiject: RE: Trusted install on Tuesday?

John — They are just ridiculous! I am sorry about this and I've sent a request to Ciber to find a way to fix
it. I'll let you know what they say.

Kassie

303.385.8036

From: John Gardner [mailto:john.gardner@sos.state.co.us]
Sent: Tuesday, May 08, 2007 5:53 PM

To: Keller, Kassie

Cc: Tim Bishop; Bernard Konkol; Lubthisophon, Paul
Subject: RE: Trusted install on Tuesday?

Okay Kassie, we can update your certification application to reflect this. We are also in the process of contacting
either Jennifer Price, or Betty (last name illegible} with CIBER as the documentation from the CD of the trusted
build is missing, and CIBER has hand writtent the label for the CD rather than the usual professional looking
stamp that we normally see affixed to the CD.

I think we can suffice with a letter of explanation from CIBER documenting why the CD is in the state that is, and
verifying that it is indeed the trusted, tested, and/or witnessed build that was used to certify the system. If you can
provide any assistance with this effort, that would be most helpful.

Thanks,
John G.

From: Keller, Kassie [mailto:kkeller@hartic.com]
Sent: Tuesday, May 08, 2007 12:15 PM

To: John Gardner

Cc: Tim Bishop; Bernard Konkel; Lubthisophon, Paul
Subject: RE: Trusted install on Tuesday?

John — You're right. We have a typo on the application. We are submitting 1.1.6 and I have corrected
the application (attached).

I'still haven't heard - let me know when you want to do the trusted install.

-~ Kassie

303.385.8036
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From: John Gardner [mailto:john.gardner@sos.state.co.us]
Sent: Tuesday, May 08, 2007 8:33 AM

To: Keller, Kassie

Cc: Tim Bishop; Bernard Konkol

Subject: RE: Trusted install on Tuesday?

Kassie, to address your questions below.

Point #2 — about the client server, here’s the text from the requirements: 45.6.1.7 The voting system provider
shall provide the same class of workstation and/or

server for testing the voting system as the normal production environment for the State of Colorado. | think you
have three different scenarios: 1) Boulder/Douglas, 2)Montrose/Eagle, or 3)Tally Only. From what we have seen
in the field, | think the laptops represent item #3 only. This is not about functionality of the system as much as it is
performance for the way your organization is providing it to the counties.

Point #3 — you can have all the time you need to test the i830 to your satisfaction prior to releasing it to the testing
board.

Point #4 —trusted build. We seem to have a conflict in the information that we have received. [t looks as though
we have everything in the trusted buiid except a discrepancy in the eScan versions. We have received from the
ITA’s version 1.1.6 for the eScan, but your application shows version 1.1.5. It appears from our review that this is
the only outstanding item.

If you would like to call to discuss, it would probably be easiest to reach me at 303-894-2200 ext. 6377.

Thank you,
John G.

From: Keller, Kassie [mailto:kkeller@hartic.com]
Sent: Monday, May 07, 2007 12:04 PM

To: John Gardner

Cc: Tim Bishop; Bernard Konkol

Subject: Trusted install on Tuesday?

John -

I know that you're currently enjoying your time with Sequoia’s demo, but I wanted to check in with
you regarding a few things.

» We are re-running the ballots so that only the County Commissioner District 1 contest has a
write-in option. We should have the correct ballots to you by the end of the week.

» I don’t have a CPU readily available to demonstrate the client/server relationship that Boulder
County uses. However, I am able to use a laptop that will demonstrate the exact same
functionality. Just wanted to check to see if this is okay.

» Ibelieve that the Kodak Field Engineer will stop by sometime tomorrow. Before we leave the
whole system with you for the functional testing, we would like to run our tests to ensure that
the i830 is behaving itself.

e What times are you available for the trusted build? I'm not sure when the Kodak guy will be
there, but Id like to coordinate things so we're only there once this week.
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Thanks!
Kassie

Kassie Keller

Regulatory Compliance Manager
Hart InterCivic

303.385.8036

Confidentiality Notice: This email message, including all the attachments, is for the sole use of the intended recipient(s)
and contains confidential information. Unauthorized use or disclosure is prohibiled. If you are not the intended recipient, you
may not use, disclose, copy or disseminate this information. If you are not the intended recipient, please contact the sender
immediately by reply email and destroy all copies of the original message, including attachments.
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Melanie Stuart

From: Keller, Kassie [kkeller@hartic.com]

Sent: Tuesday, June 05, 2007 12:30 PM

To: John Gardner

Cc: Tim Bishop; Bernard Konkol; Lubthisophon, Paul; Geneice Mathews; Michael Chadwell
Subject: RE: Trusted install on Tuesday?

John,

Yes, we are moving forward with certification. We have been waiting for confirmation of your receipt of the
correct trusted build disk.

If you have the time, I’d like to touch base with you on a few things. I'm around this afternoon and can be
reached at 303.385.8036 or my cell - 720.837.6890.

Thanks!

Kassie

From: John Gardner [mailto:john.gardner@sos.state.co.us]

Sent: Monday, June 04, 2007 5:57 PM

To: John Gardner; Keller, Kassie

Cc: Tim Bishop; Bernard Konkol; Lubthisophon, Paul; Geneice Mathews; Michae! Chadwell
Subject: RE: Trusted install on Tuesday?

Kassie, it's been a while since we've heard back from anyone in your office. | assume that we are still moving
forward with your application for certification? We have received all of the trusted build information to move
forward. We would like to work with you to install this on your components to begin the functional testing. When
are you available for this?

If possible, please check with the ITA’s to ensure that we have received a) all of the Hash Values necessary, b)
proper chain of evidence that the CD sent is in fact the version that was tested for federal qualification, and c) any
pass phrases needed to unlock the CD’s,

Secondly, please review your internal processes. Any cables, utilities, or software necessary to verify andfor
upload the trusted build software on all of the components of your system will be necessary for moving forward.
Additionally, the testing board has been very strict on using only those utilities that originate from the SGS office.
If there is anything special that we need to complete this task, please let us know.

If you have any additional questions on this, please feel free to contact me directly. In the mean time, please let
us know when you plan on moving forward again.

Thank you,

John Gardner

Voting Systems Program Manager
Coloracdo Department of State
1700 Broadway, Suite 270
Denver, CO 80280

{0) 303-894-2200 ext. 6318

{c) 719-243-6344
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(f) 303-869-4861

From: John Gardner

Sent: Tuesday, May 08, 2007 5:53 PM

To: 'Keller, Kassie'

Cc: Tim Bishop; Bernard Konkol; Lubthisophon, Paul
Subject: RE: Trusted install on Tuesday?

Okay Kassie, we can update your certification application to reflect this. We are also in the process of contacting
either Jennifer Price, or Betty {last name illegible} with CIBER as the documentation from the CD of the trusted
build is missing, and CIBER has hand written the label for the CD rather than the usual professional looking
stamp that we normally see affixed to the CD.

| think we can suffice with a letter of explanation from CIBER documenting why the CD is in the state that is, and
verifying that it is indeed the trusted, tested, and/or witnessed build that was used to certify the system. If you can
provide any assistance with this effort, that would be most helpful.

Thanks,
John G.

From: Keller, Kassie [mailto:kkeller@hartic.com]
Sent: Tuesday, May 08, 2007 12:19 PM

To: John Gardner

Cc: Tim Bishop; Bernard Konkol; Lubthisophon, Paul
Subject: RE: Trusted install on Tuesday?

John —You're right. We have a typo on the application. We are submitting 1.1.6 and I have corrected
the application (attached).

I still haven’t heard - let me know when you want to do the trusted install.

Kassie

303.385.8036

From: John Gardner [mailto:john.gardner@sos.state.co.us]
Sent: Tuesday, May 08, 2007 8:33 AM

To: Keller, Kassie

Cc: Tim Bishop; Bernard Konkol

Subject: RE: Trusted install on Tuesday?

Kassie, to address your questions below.

Point #2 — about the client server, here’s the text from the requirements: 45.8.1.7 The voting system provider
shall provide the same class of workstation andfor

server for testing the voting system as the normal production environment for the State of Colorado. | think you
have three diffsrent scenarios: 1) Boulder/Douglas, 2)Montrose/Eagle, or 3)Tally Only. From what we have seen
in the field, | think the laptops represent item #3 only. This is not about functionality of the system as much as it is
performance for the way your organization is providing it to the counties.
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Point #3 — you can have all the time you need to test the 1830 to your satisfaction prior to releasing it to the testing
board.

Paint #4 — trusted build. We seem to have a conflict in the information that we have received. It looks as though
we have everything in the trusted build except a discrepancy in the eScan versions. We have received from the
ITA’s version 1.1.6 for the eScan, but your application shows version 1.1.5. It appears from cur review that this is
the only outstanding item.

If you would like to call fo discuss, it woutd probably be easiest to reach me at 303-894-2200 ext. 6377.

Thank you,
John G.

From: Keller, Kassie [mailto:kkeller@hartic.com]
Sent: Monday, May 07, 2007 12:04 PM

To: John Gardner

Cc: Tim Bishop; Bernard Konkol

Subject: Trusted install on Tuesday?

John —

I know that you're currently enjoying your time with Sequoia’s demo, but I wanted to check in with
you regarding a few things.

?  We are re-running the ballots so that only the County Commissioner District 1 contest has a
write-in option. We should have the correct ballots to you by the end of the week.

? Idon’thave a CPU readily available to demonstrate the client/server relationship that Boulder
County uses. However, I am able to use a laptop that will demonstrate the exact same
functionality. Just wanted to check to see if this is okay.

?  Ibelieve that the Kodak Field Engineer will stop by sometime tomorrow. Before we leave the
whole system with you for the functional testing, we would like to run our tests to ensure that
the i830 is behaving itself.

?  What times are you available for the trusted build? I'm not sure when the Kodak guy will be
there, but I'd like to coordinate things so we're only there once this week.

Thanks!
Kassie

Kassie Keller

Regulatory Compliance Manager
Hart InterCivic

303.385.8036

Confidentiality Notice: This email message, including all the attachments, is for the sole use of the intended recipient(s)
and contains confidential information. Unauthorized use or disclosure is prohibited. If you are not the intended recipient, you
may not use, disclose, copy or disseminate this information. If you are not the intended recipient, please contact the sender
immediately by reply email and destroy all copies of the original message, including attachments.
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Melanie Stuart

From: Keller, Kassie [kkeller@hartic.com]

Sent:  Tuesday, June 05, 2007 2:48 PM

To: John Gardner

Cc: Tim Bishop; Bernard Konkol; Lubthisophon, Paul; Geneice Mathews; Michael Chadwell
Subject: RE: Trusted install on Tuesday?

John,

Paul Lubthisophon will stop by around 3:30 this afternoon to review the disk sent by CIBER.

I wanted to let you know that the hash values don’t actually come from the ITA's, so you won't see them on the
disk. Technically, you should be able to download the hashes from the NSRL website; except that they are a bit
behind and have not yet posted System 6.0.

In the mean time, one possibility is for you to contact Steve Freeman. [ believe that he has reviewed System 6.0
before and may have created his own hash values that he will allow you to use. While I'm not sure of this, it may

be worth looking in to.

-Kassie

From: John Gardner [mailto:john.gardner@sos.state.co.us]

Sent: Mcnday, June 04, 2007 5:57 PM

To: John Gardner; Keller, Kassie

Cc: Tim Bishop; Bernard Konkol; Lubthisophon, Paul; Geneice Mathews; Michael Chadwell
Subject: RE: Trusted install on Tuesday?

Kassie, it's been a while since we've heard back from anyone in your office. | assume that we are still moving
forward with your application for certification? We have received all of the trusted build information to move
forward. We would like to work with you to install this on your components te begin the functional testing. When
are you available for this?

If possible, please check with the ITA’s to ensure that we have received a) all of the Hash Values necessary, b)
proper chain of evidence that the CD sent is in fact the version that was tested for federal qualification, and ¢) any
pass phrases needed to unlock the CD’s.

Secondly, please review your internal processes. Any cables, utilities, or software necessary to verify and/or
upload the trusted build software on all of the components of your system will be necessary for moving forward.
Additionally, the testing board has been very strict on using only those utifities that originate from the SOS office.
If there is anything special that we need to complete this task, please let us know.

If you have any additional guestions on this, please fee! free to contact me directly. in the mean time, please let
us know when you plan on moving forward again.

Thank you,

John Gardner

Voting Systems Program Manager
Colorado Department of State

6/13/2007
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1700 Broadway, Suite 270
Denver, CO 80290

(0) 303-894-2200 ext. 6318
(c) 719-243-6344

{f) 303-869-4861

From: John Gardner

Sent: Tuesday, May 08, 2007 5:53 PM

To: 'Keller, Kassie'

Cc: Tim Bishop; Bernard Konkol; Lubthisophon, Paul
Subject: RE: Trusted install on Tuesday?

Okay Kassie, we can update your certification application to reflect this. We are also in the process of contacting
either Jennifer Price, or Betty {last name illegible} with CIBER as the documentation from the CD of the trusted
build is missing, and CIBER has hand written the label for the CD rather than the usual professional looking
stamp that we normally see affixed to the CD.

I think we can suffice with a letter of explanation from CIBER documenting why the CD is in the state that is, and
verifying that it is indeed the trusted, tested, and/or witnessed build that was used to certify the system. If you can
provide any assistance with this effori, that would be most helpful.

Thanks,
John G.

From: Keller, Kassie [mailto:kkeller@hartic.com]
Sent: Tuesday, May 08, 2007 12:19 PM

To: John Gardner

Cc: Tim Bishop; Bernard Konkel; Lubthisophon, Paul
Subject: RE: Trusted install on Tuesday?

John - You're right. We have a typo on the application. We are submitting 1.1.6 and I have corrected
the application (attached).

I still haven’t heard — let me know when you want to do the trusted install.

Kassie

303.385.8036

From: John Gardner [mailto:john.gardner@sos.state.co.us]
Sent: Tuesday, May 08, 2007 8:33 AM

To: Keller, Kassie

Cc: Tim Bishop; Bernard Konkol

Subject: RE: Trusted install on Tuesday?

Kassie, to address your questions below.
Point #2 —~ about the client server, here’s the text from the requirements: 45.6.1.7 The voting system provider

shall provide the same class of workstation and/or
server for testing the voting system as the normal production environment for the State of Colorado. | think you
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have three different scenarios: 1) Boulder/Douglas, 2)Montrose/Eagle, or 3)Tally Only. From what we have seen
in the field, | think the laptops represent item #3 only. This is not about functionality of the system as much as it is
performance for the way your organization is providing it to the counties.

Point #3 — you can have all the time you need to test the i830 to your satisfaction prior to releasing it to the testing
board.

Point #4 — trusted build. We seem to have a conflict in the information that we have received. It locks as though
we have everything in the trusted build except a discrepancy in the eScan versions. We have received from the
ITA’s version 1.1.6 for the eScan, but your application shows version 1.1.5. It appears from our review that this is

the only outstanding item.

If you would like to call to discuss, it would probably be easiest to reach me at 303-894-2200 ext, 6377.

Thank you,
John G.

From: Keller, Kassie [mailto:kkeller@hartic.com]
Sent: Monday, May 07, 2007 12:04 PM

To: John Gardner

Cc: Tim Bishop; Bernard Konkal

Subject: Trusted install on Tuesday?

John -

I'know that you're currently enjoying your time with Sequoia’s demo, but I wanted to check in with
you regarding a few things.

7 We are re-running the ballots so that only the County Commissioner District 1 contest has a
write-in option. We should have the correct ballots to you by the end of the week. _

? Idon'thave a CPU readily available to demonstrate the client/server relationship that Boulder
County uses. However, I am able to use a laptop that will demonstrate the exact same
functionality. Just wanted to check to see if this is okay.

7 Ibelieve that the Kodak Field Engineer will stop by sometime tomorrow. Before we leave the
whole system with you for the functional testing, we would like to run our tests to ensure that
the 1830 is behaving itself.

7 What times are you available for the trusted build? I'm not sure when the Kodak guy will be
there, but I'd like to coordinate things so we’re only there once this week.

Thanks!
Kassie

Kassie Keller

Regulatory Compliance Manager
Hart InterCivic

303.385.8036

Confidentiality Notice: This email message, including all the attachments, is for the sole use of the intended recipient(s)
and contains confidential information. Unauthorized use or disclosure is prohibited. If you are not the intended recipient, you
may not use, disclose, copy or disseminate this information. If you are not the intended recipient, please contact the sender
immediately by reply email and destroy all copies of the original message, including attachments.
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Melanie Stuart

From: Keller, Kassie [kkeller@hartic.com]

Sent: Tuesday, April 17, 2007 2:09 PM

To: John Gardner

Cc: Tim Bishop; Lubthisophon, Paui; Bernard Konkol
Subject: FW: Final 6.0 Report

Attachments: 2006-03-03 Hart System 6 Add 2 _NASED Accepied_.pdf
John,

Sorry - I guess I didn’t word my request to Ciber correctly. You will only need the 2006-03-05 Hart
System 6 Add 2_NASED_Accepted.pdf. As you can see, the BOSS version number was revised in this
addendum.

T am still waiting for Ciber to get back to me regarding a final version of the original report 2006-01-13
Hart System 6. For your information, Ciber did use this report as the submission to NASED - that’s why
it says draft; and that is why the addendum report was released. It is their practice to have the report
labeled as a DRAFT until the NASED approves it and assigns the number. If I don’t get the report, I
will have them issue a statement regarding this.

Thanks,

Kassie

303.385.8036

From: Rohacek, Kelly A [mailto:KRohacek@ciber.com]
Sent: Tuesday, April 17, 2007 12:29 PM

To: john.gardner@sos.state.co.us

Cc: Keller, Kassie; Macfarlang, Robert; Rainville, Paul
Subject: FW: Final 6.0 Report

Please find the attached ITA reports for our customer HART.

Thank you,
Kelly Rohacek

From: Keller, Kassie [mailto:kkeller@hartic.com]
Sent: Tuesday, April 17, 2007 11:24 AM

To: Rohacek, Kelly A

Cc: Macfarlane, Robert; Rainville, Paul

Subject: FW: Final 6.0 Report

6/13/2007
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Kelly ~ Would you also send a copy of all final reports to the following address? We are in the process
of certifying in Colorado and they would like all of the final reports to come from you directly.

john.gardner@sos.state.co.us

Thanks!

Kassie

303.385.8036

From: Keller, Kassie

Sent: Tuesday, Aprii 17, 2007 9:49 AM
To: 'Rohacek, Kelly A'

Cc: Macfarlane, Robert; Rainville, Paul
Subject: RE: Final 6.0 Report

Thanks, Kelly!

Just to clarify - you don’t consider the original report final? Only the addendum? This is a bit
concerning since all of the testing is reported in the original report dated 1/13/06.

Let me know.
Thanks!

Kassie

303.385.8036

From: Rohacek, Kelly A [mailto:KRohacek@ciber.com]
Sent: Tuesday, April 17, 2007 9:22 AM

To: Keller, Kassie

Cc: Macfariane, Robert; Rainville, Paul

Subject: RE: Final 6.0 Report

Kassie,

Please find the attached requested this moming.  If you have any further questions please copy the above Cec:
for more information.

Thanks
Kelly Rohacek

From: Keller, Kassie [mailte:kkeller@hartic.com]

6/13/2007
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Sent: Monday, April 16, 2007 5:45 PM
To: Southworth, Shawn; Gray, Diane
Subject: Final 6.0 Report

Shawn/Diane,

Would you send me the final report for Original Report for System 6.07 It's strange, I have the 4 page
addendum report, but I don’t have the final one for the primary report on 1/06. Is this intentional?

Thanks for your help.
Kassie

Kassie Keller

Regulatory Compliance Manager
Hart InterCivic

303.385.8036

Confidentiality Notice: This email message, including all the attachiments, is for the sole use of the intended recipient(s)
and contains confidential information. Unauthorized use or disclosure is prohibited. If you are not the intended recipient, you
may not use, disclose, copy or disseminate this information. If you are not the intended recipient, please contact the sender
immediately by reply email and destroy all copies of the original message, including aftachments.
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1 INTRODUCTION

Subsequent to the initial release of this report, CIBER became aware of certain defects in
the 6.0 system release. Upon further review of these defects, it was determine the defects
either did not pose a significant risk to or impact on the overall performance of the
system, or there were acceptable work-arounds available to the user of the system.

1.1 DOCUMENT OVERVIEW

This document consists of four main sections: Introduction, Version Description, Testing
Approach and Results Summary. The Version Description provides the list of all the
components changed or modified from the original report. The Defect Detail List
describes what the defects discovered after Hart System 6.0 testing was performed. The
Qualification Test Results Section provides the results of the testing process.

2 VERSION DESCRIPTION

There are no changes to the originally submitted Hart System 6.0.

3 DEFECT DETAIL LIST

1 Incorrect Precinct label on Access Code Ticket:

Problem: The access code ticket sometimes displays a precinct number that is not
the voter's precinct number.

Occurrence: Rare - Only occurs in counties with more than 256 precincts, and
only for the precincts numbered higher than 256.

Severity: Low - Only the text is printed incorrectly, this problem does not affect
the operation of the system. The correct ballots for the correct precinct are all
properly delivered to the booth and recorded correctly.

Impact: Minimal - Could cause some confusion for a voter who notices that the
printed number doesn't match their assigned precinct.

Work-around: Notify poll workers at affected precincts to instruct concerned
voters to ignore the text on the printed ticket. If a voter is concerned, he or she
can confirm their correct precinct by looking at the precinct name on the eSlate
ballot screen.

CIBER Version 1.0 011306 Proprietary 1




e

2 VBO Hot Swap Lock Up:

Problem: A VBO with low paper or low batteries sometimes hangs the eSlate
while hot swapping.

Occurrence: Rare - Only when a new Access Code screen 1s generated AND the
VBO experiences EITHER 1) a "low battery” (while running on batteries only)
signal OR 2) a "paper low" signal. Since the system is sized

such that a VBO should not run out of paper during Election Day AND must be
run on batteries for more than 2 hours to get a "battery low" signal, the occurrence
rate should be very low.

Severity: Low - This error occurs only after a vote has been recorded and before
the next voter has entered his or her access code. No cast vote record is ever
affected and voter inconvenience is minimal.

Impact: Minimal - A voter may be asked to vote at another booth while the error
is cleared; and the poll worker may have the extra step of canceling the booth to
reset the eSlate.

Work-around: The two main work-arounds are for the poll worker to: 1) Cancel
(stop using) the booth. This is completely acceptable to many customers if the
paper has run low due to overuse of one booth and the

polling place has planned not to replace VBOs that are out of paper. 2) Replace
the VBO and wait for all current voters to finish voting. Then shutdown and
restart the JBC. Resume voting.

4 RESULTS SUMMARY

4.1 RECOMMENDATION FOR QUALIFICATION

It has been demonstrated through the original submission of this report and the detailed
descriptions of the subsequent defects that the Hart InterCivic System Version 6.0
successfully meets the required acceptance criteria of the FEC Voting System Standards
0f 2002.

It is upon completion of this report that CIBER recommends to the NASED committee
that Hart InterCivic System Version 6.0 be certified.

CIBER Version 1.0 011306 Proprietary 2



Sumimary of Report and Addendums

Original Report 2006-01-13 For System 6.0

System

Hardware

Software

Hart System 6.0

JBC Firmware Version 4.0.19
eSlate Frimware Version 4.0.19
eScan Firmware Version 1.1.6
VBO Firmware Version 1.7.5
COTS Scanner, Fujitsu M4099D
COTS Printer, HP LaserJet 2420D

BOSS version 4.2.12
Ballot Now version 3.2.4
Rally version 2.2.4

Tally version 4.2.8

eCM Manager 1.1.7
Servo 4.1.6

BossUtil 2.4.14

HartLib 1.7

Original report consisted of review of TDP and source code along with functional system
integration test and L&A testing of eScan as well as L&A testing of eSlate with VBO. All
components listed above were qualified to the 2002 FEC Voting System Standards.

Addendum 1 - 2006-01-30 For System 6.0

System

Hardware

Software

Hart System 6.0

JBC Firmware Version 4.0.19
eSlate Frimware Version 4.0.19
eScan Firmware Version 1.1.6
VBO Firmware Version 1.7.5
COTS Scanner, Fujitsu M4099D
COTS Printer, HP LaserJet 2420D

BOSS version 4.2.13
Ballot Now version 3.2.4
Rally version 2.2.4

Tally version 4.2.8

¢CM Manager 1.1.7
Servo 4.1.6

BossUtil 2.4.14

HartLib 1.7

Addendum 1 corrected a typographical error in the version number of BOSS.

Addendum 2 - 2006-03-03 For System 6.0

System

Hardware

Software

Hart System 6.0

JBC Firmware Version 4.0.19
eSlate Frimware Version 4.0.19
eScan Firmware Version 1.1.6
VBO Firmware Version 1.7.5
COTS Scanner, Fujitsu M4099D
COTS Printer, HP LaserJet 2420D

BOSS version 4.2.13
Ballot Now version 3.2.4
Rally version 2.2.4

Tally version 4.2.8

' eCM Manager 1.1.7

Servo 4.1.6
BossUtil 2.4.14
HartLib 1.7

Addendum 2 describes subsequent defects discovered.

DRAFT CIBER Version 1.2 030306 Proprietary
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Melanie Stuart

From: Keller, Kassie [kkeller@hartic.com]

Sent: Friday, April 20, 2007 8:18 AM
To: John Gardner; Lubthisophon, Paul
Ce: Tim Bishep; Bemard Konkol
Subject: RE: HVS Certification Preparation

Attachments: 2006-01-04 Hart Status Letter.pdf
Again, I do not understand why these are password protected; but I do not have the passwords. [
spoke with Sandy Green — if she did password protect anything, she believes that she would have
emailed you the passwords. Perhaps you could check to see if you still have it in your files.

In the mean time, I have attached a copy of the letter.

I still plan to give you a call at 9:00am. Let me know if that needs to change.

Kassie

303.385.8036

From: John Gardner [mailto:john.gardner@sos.state.co.us]
Sent: Thursday, April 19, 2007 6:01 PM

To: Keller, Kassie; Lubthisophon, Paul

Cc: Tim Bishop; Bernard Konkol

Subject: RE: HVS Ceriification Preparation

Thanks Kassie, we'll take a look at this.

| also have more documents that are password protected, they are:
2006-01-04 Hart Status Letter.pdf

If you could provide the passwords to these, that would be helpful.

Thanks,
John G.

From: Keller, Kassie [mailto:kkeller@hartic.com]
Sent: Thursday, April 19, 2007 4:56 PM

To: John Gardner; Lubthisephon, Paul

Cc: Tim Bishop; Bernard Konkel

Subject: RE: HVS Certification Preparation

Great - we'll give you a call at 9:00am.

6/13/2007
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Yes — the 2002 VSS.

~ I’ve attached the documentation that we have for you to use to determine FIPS compliance. Again, this
proprietary information and cannot be posted for public record.

Kassie

303.385.8036

From: John Gardner [mailto:john.gardner@sos.state.co.us}
Sent: Thursday, April 19, 2007 4:21 PM

To: Keller, Kassie; Lubthisophon, Paul

Cc: Tim Bishop; Bernard Konkol

Subject: RE: HVS Certification Preparation

Friday morning is fine — 9:00am?. Do you mean the 2002 VSS? | don’t believe there is a 2002 VVSG, but | could
be mistaken on this. If you do not have any plans currently to identify when ANY system could possibly be
certified to the 2005 VVSG requirements, then we’ll evaluate the documentation with that understanding.

We'll take a look at whatever documentation you can submit for FIPS compliance and evaluate from there.

Thanks,
John G.

From: Keller, Kassie [mailto:kkeller@hartic,com]
Sent: Thursday, April 19, 2007 4:14 PM

To: John Gardner; Lubthisophon, Paul

Cc: Tim Bishop; Bernard Konkol

Subject: RE: HVS Certification Preparation

John — In an interest to move forward quickly, I have responded below.

Additionally, we have a proposal for you regarding your need to verify the Colorado Trusted Build is indeed the
version loaded onto our customers' property. I would like to have a call to discuss, are you available Friday
morning?

Thanks,

Kassie

From: John Gardner [mailto:john.gardner@sos.state.co.us]
Sent: Tuesday, April 17, 2007 3:53 PM

To: Lubthisophon, Paul; Keller, Kassie

Cc: Tim Bishop; Bernard Konkol
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Subject: RE: HVS Certification Preparation

Paui, thanks for the update, unfortunately each of your points have come across as point #1 for me, so I'll address
each in the order by requirement #.

45.4.9 - Okay, we have located these documents in the previous cert folders. We'll evaluate them further, but at
least we now show that we have these on file.

45.4.2 .4 4(a) - the systems 6.2.1 and 6.4 that you mention - and I'm sure you meant to say 2005 VVSG, but are
they TESTED to 2005 VVSG, or just Hart compliant with 2005 VWSG? 've attached the powerpoint presentation
that your austin office is using at various user group meetings around the country. How is it that they know the
anticipated schedule for 2005 VVSG compliance, but you do not? it seems as though you could simply use this
chart for anticipated compliance with this requirement.

No, these systems are built, tested and certified to the 2002 VV5G. The presentation you have attached says
nothing about an anticipated schedule for 2005 VV5G compliance; only the schedule for System 6.4, which is
being certified to the 2002 VV5G. As Paul stated, Hart has not completed its internal product line planning
process in sufficient detail to specifically identify the next version release after 6.4.

45.5.2.6.1(c){vii} - | have to be honest and tell you that | don't understand the phrase "this standard has not been
a requirement by Hart Intercivic." When you follow up by saying you meet the requirement. All we need is
documentation of you meeting this requirement, which you continue to claim that you meet. Maybe we need to
discuss by phone, but this isn't clear to me.

This is a new requirement by any state. What Paul means is that we believe that we meet the requirements
defined by the standard; however we have not had this validated as true. We do have documentation that you
will be able to use to extrapolate the individual elements. These elements can then be combined to show that we
meet the requirements of the FIPS 140-2.

We will review what we can at this time, and revisit any suspended requirements when additional documentation
is received.

Please feel free to call me anytime to discuss any of the requirements.
Thank you,

John Gardner

Voting Systems Specialist
Colorado Department of State
1700 Broadway, Ste 270
Denver, CO 80280

Office: 303.884.2200 ext. 6318
Fax: 303.869.4861

From: Lubthisophon, Paul [mailto: PLubthisophon@hartic.com]
Sent: Tuesday, April 17, 2007 1:55 PM

To: John Gardner; Keller, Kassie

Cc: Tim Bishop; Bernard Konkol

Subject: RE: HVS Certification Preparation

John

| have recently joined Kassie Keller in Regulatory Compliance Department at Hart Intercivic. Kassie is working on
pulling together the information for some of the outstanding issues. | would like to take this opportunity to
introduce myself, and hopefully answer a couple of your concerns.

6/13/2007
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1. 45.4.9 - Schematic documents. Included in our original System 6.0 Certification package was the
‘Schematics’. In this folder are the 4 additional subfolders, labeled for each of our hardware devices being
submitted for certification. The actual PDF's contained in each subfolder refer to the printed circuit board
assembly schematics. If you do not have these files,

1. 45.4.2.4.4(a) - Plan for VVSG compliance. Hart is committed fo the long-term support of its customers and
intends to continue to provide new releases of its Voting Systems. At this time, Hart has not completed its
internal product line planning process in sufficient detail to specifically identify the next version release.
HVS 6.2.1 and 6.4 are both 2002 VVSG compliant systems, with the latter available at the end of calendar

year.

1. 45.5.2.6.1(c){vii) - Fips 140-2 compliance. As stated previously, this standard has not been a requirement
by Hart Intercivic. We meet the security level 2 of the requirement, but gathering the various security
documents and locating all the pertinent sections for your review will require additional research on my

part.

1. VSTL documentation. Kassie is currently working on this issue.

Thanks,

Paul Lubthisophon

Regulartory Compliance Specialist
Hart InterCivic - Colorado
303-531-4486 voice direct
303-385-6477 facsimile

From: John Gardner [mailto:john.gardner@sos.state.co.us]
Sent: Monday, April 16, 2007 5:33 PM

To: Keller, Kassie

Cc: Tim Bishop; Lubthisophon, Paul; Bernard Konkol
Subject: RE: HVS Certification Preparation

Kassie, after review of all of your documentation submitted in the follow-up e-mail from your office, the following is
a list of other comments on your response:

1. 45.4.9 - Schematic documents. You indicate that we already have these on file? Please provide the name of
the document that contains this data so that we may evaluate. After our re-review of the documents, we are still
unable to locate this information.

2. 45.4.2.4.4{a) - Plan for VVSG compliance. While we understand that 2005 VVSG compliance is not reguired
now, what we are looking for is the Hart Intercivic plan for meeting compliance with these requirements. We are
currently evaluating Systern 6.0, but are aware that Hart has in the works Systems 6.2 and 6.4. What is Hart's
intention for these systems at the federal ievel? Will one of these be 2005 VVSG Compliant? | so, when will this
be presented to Colorado? We have seen powerpoint presentations by your crganization indicating a path for
migration. This would suffice for this requirement.

3. 45.5.2.6.1{(c){vii) - Fips 140-2 compliance. Please provide proof of this compliance. You indicate meeting
this at Level 2 - please show documentation of this.

4. VSTL documentation. As discussed earlier today, the information that you submitted from ITA's is stamped
either preliminary or draft. Final versions of both of these documents, or notes from the ITA indicating that no
other document exists or was used for NASED qualification. Additionally, the BOSS version that you have
submitted for Colorado indicates it to be version # 4.2.13, but the ITA reports indicated testing #4.2.12. This will
need to be cleared up.

6/13/2007
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We also are on held waiting for a response on both the trusted huild information and a list of services and
executables as we had previously discussed today. We are still conducting a thorough review of your documents,
and will place items in a "suspended" state while waiting on this documentation.

As always, please call my office to discuss any of the outstanding or future issues as we continue to move
forward with your application for certification.

Thank you,
John Gardner

From: Keller, Kassie [mailto:kkeller@hartic.com]
Sent: Monday, April 16, 2007 2:44 PM

To: Jchn Gardner

Cc: Tim Bishop; Lubthisophon, Paul; Bernard Konkol
Subject: RE: HVS Certification Preparation

John — I'm not sure why the ITA reports are password protected. I tried to send them in a zipped file,
but it was rejected. Try this.

Per my voicemail, let’s try to talk through a few of the outstanding issues below.
Thanks!
Kassie

303.385.8036

From: John Gardner [mailto:john.gardner@sos.state.co.us]
Sent: Monday, April 16, 2007 10:55 AM

To: Keller, Kassie

Cc: Tim Bishop; Lubthisophan, Paul; Bernard Konkol
Subject: RE: HVS Certification Preparation

Kassie, please see responses {(way) below to your original questions.

In addition to your questions, we have some concerns with the last document you have released to us titled:
"Hart Response.” In this document, you reply that you have not provided any documentation of the method of
installation for the trusted build (45.4.6). This is technically not an issue as we can document the procedures
used during the installation of the build for demonstration purposes and state testing. However, your response of
“N/A" is troublesome as the state intents to a) retain a copy of the trusted build for escrow purposes, and b)install
the trusted build on current installations around the state prior to the '07 election. It's the State's intent to use the
trusted build and instructions to document the re-establishment of the chain of custody of software from a trusted
build version on all machines used within the state. Now, it's possible that this is completed in conjunction with
the vendor's representative being on-site and doing the work of the installation, however, the files that they use for
the install are the files from the state's tested build copy. Additionally, is Hart going to comply with both the
schedule laid out by the state to conduct this in all 64 counties (47 of which are Hart customers) and at no cost to
the counties for the on-site support?

Secondly, in your response to 45.5.2.6.1(d){iv), you indicate that because Hart does the installations that you are
exempt from providing a list of executables running on all workstations and servers. It seems that since your

6/13/2007
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technicians are performing the installation, you would be aware of exactly the executables necessary for proper
execution of the HVS on those devices. The intention of our office is to use this list of executables to perform a
check of laptops, workstations and servers to ensure that ONLY the trusted build software (and components) are
installed on the systems. | do not therefore see how Hart could be "not applicable™ to this sort of requirement.

Next, we have discovered that the ITA test reports that you have provided are password protected. In order to
review your documentation, we will need access to these files and any cther files that you may have password
protected. Your documentation review will be suspended until such a time that we can access these files,
delaying your certification process.

On your list of ballots below, | did not see any indication of your printing ballots for the recall election (45.6.2.3.7

@))-

Finally, you asked this additional question:

"In working on the ballot definition, I realized we had another issue to solve. If you remember your
original testing in 2/2006; only being able to use a one sheet ballot in 6.0 creates a little more
complication than I mention below. In the Consolidated General test, we have a few precincts that are
more than one sheet already. In the original certification of 6.0 we used a separate test deck in order to
test the eScan. This test deck removed a few contests in order to create a one-sheet ballot to run the
functional testing.

I would like to propose that we do the same for our recertification. Would it be okay if we removed
Lookout Mountain Question 4c for this test deck? This cuts us down to one sheet and leaves at least one
large question/proposition for every ballot style. "

From my understanding of this situation, Hart is the ONLY voting system in Colorado that cannot fit the
cettification election{s) onto a one page ballot - despite modifications to size of text and/or instructions, headers,
etc. to fit these questions onto a singie page. Instead of removing the questicns from the list, please propose a
solution that Hart would provide which is similar to that of what Colorado jurisdictions would receive in the event
that all certified text does not fit on the paper ballot. We will conduct the tests on the equipment with ali questions
being represented.

Additional responses to original questions are below.
If you have additional questions on this, please feel free to contact my office directly.

Thank you,
John Gardner

From: Keller, Kassie [mailto:kkeller@hartic.com]
Sent: Friday, April 13, 2007 3:16 PM

To: John Gardner

Cc: Tim Bishop; Lubthisophon, Paul

Subject: HVS Certification Preparation

John,

[ have a few questions that I wanted to make sure I had clarified so that we can hit the ground running

on May ond,

6/13/2007
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I. Iplan to have a Kodak i660 (around 120 pages per minute) and an i260 (around 50 pages per
minute) for our testing. Will you require testing on the i830 again? If so, we will need to work out
a day or two for you to come up to our offices to complete testing. Like last time, we won’t be
able to have one onsite at your offices.
2. Both 45.6.1.1., and 45.6.2.1.1 require you to bring the exact configuration to our office for
demonstration (by you) and testing (by us). By not bringing the i830 to our office for the
demonstration, you are denying the public the right to comment on the proposed system. By not
bringing the system in for testing, we are making a special exception that we are not inclined to
extend for this testing cycle. If you have an extreme situation that would prevent you from
bringing this equipment to our office, please present this to us for consideration. Otherwise,
please bring all series of machines that you want to be considered in your final certification ;
package. ;

1. In September, we had a few issues regarding the ballots, so I want to get your sign off before I
send them to the printer.
1. Flat Decks - If 25 ballots per precinct and each split, then I estimate 875 ballots per deck.

i
ii.
1ii.
iv,
V.

Flat Deck 1 = General Election

Flat Deck 2 = General Election

Flat Deck 3 = Primary Election, Democrat

Flat Deck 4 = Primary Election, Republican

875 is the correct number per deck, and yes this order is fine and preferred..

1. Folded - Again, 25 ballots per precinct AND split, there are 875 ballots per deck. Will you
be folding the ballots, or will Hart provide them already folded?

i
ii.
1il.
iv.
V.

Flat Deck 1 = General Election

Flat Deck 2 = General Election

Flat Deck 3 = Primary Election, Democrat

Flat Deck 4 = Primary Election, Republican

Again, this is correct. The SOS will be folding the ballots.

1. Single Precinct — Precinct TBD

i.
ii.
iii.

Single Deck 1 = General Election English
Single Deck 2 = General Election Spanish
Single Deck 3 = Primary, Democrat Spanish

1v.  Single Deck 4 = Primary, Republican English
V.
vi.  This is correct as well, Hart can pick whichever precinct they want for these ballots, as

Vii.
viii.

long as the ballots (for each deck) are of the same precinct.

1. Tjust want to remind you that we are NOT able to run the two paged ballot through the eScan in
System 6.0. We will only be able to test Ballot Now with the two page deck.

0

This is fine and understood; however, please provide the ballots so that the testing board will have the

opportunity to confirm this in the functional testing and document accordingly.

6/13/2007
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1. Are we to create the 12 decks above as I have laid out; then create another 12 decks with serial
numbers as it says in your instructions? Or, should I just make sure that we include serial
numbers on at least two decks in each batch? Please clarify for me.

W

45.6.2.3.7(f) clarifies this requirement as to be for ALL ballots printed, we would need to see them both
ways.

I. Isitpossible to get in a day early to set up the equipment? That way we can make sure that we
adhere to the rules of the freight elevator and have the equipment delivered during off hours.

2. We are more than willing to accommodate any extra time needed to setup equipment due to our building
requirements. This flexibility by our office will make for a difficult arguement for your first point from our
perspective regarding the i830.

I think that’s it for now. Thanks for your help getting this ironed out early.
Kassie

Kassie Keller

Regulatory Compliance Manager
Hart InterCivic

303.385.8036 !

Confidentiality Notice: This email message, including all the attachments, is for the sole use of the intended recipient(s)
and contains confidential information. Unauthorized use or disclosure is prohibited. If you are not the intended recipient, you
may not use, disclose, copy or disseminate this information. If you are not the intended recipient, please contact the sender
immediately by reply email and destroy all copies of the original message, including attachments.
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Memo to: Scott Hunsaker
Date: December 30, 2005
Subject: Hart Intercivic System 6.0 Testing

This is to notify you that Hart Intercivic’s Voting System 6.0 functional testing has been
successfully completed. All source code and documentation has been reviewed as well.
Our final report will soon be submitted to NASED and EAC with the recommendation to
certify this system as meeting the Federal Election Commissions 2002 Voting System
Standard.

Hart Intercivic Voting System 6.0 subcomponent version numbers:

Ballot Now 324 IBC 4.0.19
BOSS 42.13 eSlate/DAU  4.0.19
Tally 42.8 VBO 1.7.5
Rally 224 eScan 1.1.6
eCM Manager 1.1.7 SERVO 4.1.6

If you have any questions feel free to contact me.

Shawn Southworth

Ciber Inc.

ITA Practice Director

7501 South Memorial Parkway
Suite 107

Huntsville, AL 35802




SN

System Security
Functional Specification

MHART

intercivic

eVoting Products

CONFIDENTIAL

This DOCUMENT contains confidential
and proprietary information belonging
exclusively to Hatt InterCivic, Inc. No
part of this publication ~may be
reproduced, stored in a retrieval system, or
transmitted in any form or by any means
electronic,  mechanical,  photocopied,
recorded, or otherwise without prior
written permission of Flart InterCivic,
Inc. Copyright®  2004-2005, Hart
intercivic, Inc.

Hart InterCivic

Part Number; 6000-174

REV: C

Part Name: System Security Functional Specifi
Products

cation eVoting

File Name: Systern Security Functional
Specification Core Products

Page 1 of 18




N

System Security Functional Specification eVoting Products

Part Number 6000-174 Rev C

Change History

Version Date Author Description

A 6/30/04 Chuck Logan Initial release

B 2/21/05 Chuck Logan Update behavior of eCM to invalid PIN attempts.
Clarify salt characteristics. Remove obsolete
reference to key management policy. Refined
key management requirements. Added Appendix
D eSlate Cryptographic Module.

C 8/23/05 Chuck Logan Include VBox. Update non-compliance item to

System 6.0, Prohibit multiple instances of
application from running concurrently.
Document name change from “Core” to
“eVoting”. Clarify signing that the key identifier
is now a GUID. Add eScan to Appendix C.

{System Security Functional Specification eVoting Products.doc

Confidential

Page 2 of 18|




System Security Functional Specification eVoting Products Part Number 6000-174 RevC

Table of Contents

T INTRODUCTION et ee resee b 00s st an e e e snes s e seeran s e sn e eam e s sans smesssmndsbentsnesoramas nrsmnarns sbnnssnsssnsasrane 5
1oT PUMDOSE ettt re et e e s be s et r e be et e ae e st et s stenseeemeameessesseesnenntantanntenntsrtansbentensssansanranesneseeaseneiees D
L= TazoT o= OO OO 5

2 RELATED DOCUMENTS ..ot msanstsies onn st she s stmsssmsssens sosssmms s se s ssmessasss s ver tontatenst sons sasss smssnssnmmss sesssnne 5

3 SECURITY PRINCIPLES ........ oot it iinssn st sne sanssma s saasa 00 sussat va s sesses sesssssasssoes sosvssesasestesseranesnist ons sesssessnns 5

G DEFINITIONS ... et s emeem s e emn e sre e s sassarsas et s mras sas st s aresbeses s sEa SeR e £am et £t £nea e Re SRR AR b ehbbn bennmras 5

5 SYSTEM SECURITY FUNCTIONAL REQUIREMENTS. .......cicvtenistmtetemrnerrersmerssssmssasssmssssnsessasssmesssssnsmssnssesvones 5
B AN CAIION. .o e et e st e s e e st e e e T s n e e ar b e e teR e aRe R b shaera s e e reennn 5

5.1.1 Account Lockout [NOT IMPLEMENTED IN SYSTEM 6.0].....ccovvivicicei ettt re s e esssesssnesvaseeans 5
5.1.2 AUTENTICAIET ACCESS ..oeeee e srer e e re s e e st e sme e sr e esae e bee s me s st ssasbessbabnenssnsessesseen 6
5.1.3 Peer Authentication [RALLY/TALLY and Ballot Now ONLY IN SYSTEM 6.0] ....c.ocveeviceeeeeeeeeeere B
5.1.4 System Tool Authentication [Not implemented in System 6.0]....vccveceecireie e 6
5.1.5 Password Confidentialify..........cccvceirerrieenieiirnrirsrcrssessesse s e esas e e s e e e s ess s enrerasemsesmeesnssmsnseseseeeenenseens 6
5.7.8 PASSWON SHOMAGE. .....c i ieeireeererir st ec st et ee e s st e et e e e see s me e s s sae s astesre s ssasaR st arbaeresenatsseesnnnnsneants 6
5.1.7 PasswWord ChangE.........c..cicvruriivrerseroreronesieissisiuesnssnsrssesirsesssssesssasassesessesassssssassssasassesseses stansesseennseosasess 6
5.1.8 Application Password Complexity RUIBS ...........coiiiieiiiieieiie e e eeceeesessseses s s aras e smssnnse 6
5.1.9 Password History [Not implemented in System 8.0].......ccccciir it ere e vme e sassmsessaesnnneene 7
5.1.10 Password Aging [Not implemented in System 6.0].....cc ettt 8
5.1.11 User ID Complaxity RUIB.........coociiecre it siete et e e e e testee e e ressssmssesosesbessessesnssessessesassnen 8
B 12 PasSWOI CrEation. ......oc. oo res s s et et e e e e s emeens e e ssenae st b b st s bssrbanssassess s ereemens 8
5.2 Authorization and ACCESS CONTOL.......civiiiieii e r e st s e st essta s ses s srs s st e s smsesmssmn e nssenarants 8
5.2.1 AUthOMZation MEChANISIN.....co i et e e e st e b e s b e s b b e s e bbss s saesaeas 8
5.2.2 Principle of LEast PrivilEge. ..o ettt e e e rer s s e en e e e 8
B.2.3 INTHAl USEI CrEation ...ttt re s e s s e e s s e s es b e e e s s as b e b e e 1ot b s bbbt b e s ek ebb e e esmnnn 8
5.2.4 System User ID ConfIdantiality .........cooeeeeieeceiiiesis ittt et s e b emes 9
5.2.5 SyYStem USEr ID SHOTAg ..uuiiiiiiiie it e cer e et st s e s ste et es s et e e e et e nse e e e sns e e snsentenbente sessanis g
5.2.6 Session Expiration [Not implemented in Systerm 6.0].....oiiiiiiie e v e 9
5.3 Cryptography and ENCIYPHON ...ttt eee e eee e res s evarerseres e eesrr e s seasba st neaesnstesomtsne b anenmes 9
5.3.1T ASSEL IAENEHICAtION. ... et e b et s s et e e rar e rersanesan e i s s e bbb bbb st s e nenen 9
T5.3.2 Credential TranSIar ... . e s e see e e e e e aseas e e s e s e b srneabenesants 9
5.3.3 Random NUMBEE GENETAtION....veiirreerrrsieeeiirsssiseesre s resss s s esrassessarsseess e sasssasassnsssesseesnensenesemsemtessennes 9
eI = ) 1= 4 OO U USSR TRU 9
O I T o T Y= = () o OO TR 9
L = e [ = To |y OO SO 10
5.4.3 Network Data INTegrity ......cccvrvieer st re e e ere e re e reestasvan b s bbb es b b s sa b s bbb st b bk et b ek emerm smenean 11
5.4.4 ContinUoUs Data INTEgRitY ......ceo ettt et e e ss b e s b e e saeasbessaes smveas 11
5.5 Database SECUITY ....e e re s e e s et e s e e e st e st e et e sae e erneeseesessanssansasaasssnseteassasnrtan 12
5.5.1 DalADASE ACCEES c.eiiictisier et crsiereer e e e v s e s e sa et et e e te s etstat e et e etesre e ne e ansemeaamt et e tnetsereanernreearnren 12
5.5.2 Database User Credentials and Configuration FIles ...........cccco e iesscieincii s et s e es e e e 12
5.5.3 Database USer PerMiSSIONS......vuicreiieieitreiiarririsarisersersinsesssssaeiaseissssessssssessasssesssassessessansesasensen smesnes 12
5.5.4 Database engine parameters and port protection ... 12
5.6 System Monitoring ANG LOGginNg. ..« oo eeieereerrrisrercesaerre e seeie s ieesseessees e e e s ss s e anasssaneesbesbesss sabeaniosnsios 13
5.6.1 Persistent Auditable Events [Not implemented in Rally, Tally, and Servo in System 6.0] .................... 13
5.6.2 Audit Log Retention [Not implemented in Rally, Tally, and Servo in System 8.0]......cccocvevevivievcinenee, 13
5.6.3 Failsafe Operation...........ovriceisre e s v br e eeteeeteeiaseesseereneereeerenareens 13
5.6.4 Clock SYNChIONIZAON .oveeicit e s e e s e e s e s se et ra e e e nennen 13
5.7 Privacy, Confidentiality, and Segmentation ...ttt 13
5.7 INTOMMALION PHIVACY .ecvei e e e se e et a e s s s b oot demteeeem bt e e e emeesame e e e e emeseanseeseenennesaerannn 13

[8ystem Security Functional Specification eVoting Products. doc Confidential Page 3 of 18]




System Security Functional Specification eVoting Products Part Number 6000-174 Rev C

5.7.2 INfOrmation DISCIOSUIE .....ccoiiiiiiiiii e et te st s s s st st e s e e s rame s sebes sraneaans 13
5.7.3 Installation Segmentation. ... ... e e s an e s er e e s e s b en e s e s shba e s et aabaen 14

BB PEOTUCE B U .ot e et ee e ee et e e s e e e e e e ea s meaeasmaeareseavasr et esssterantarses aresasrartessn 14
ot T I o (o T [ Tt 8131 o o O 14
5.8.2 Binary (BXecUtable) SECUMIY .......c..ooeee ettt s e ne e asbeerasresses st snnesrnenne 14
5.8.3 SOUICE COdE SECUMY ...ccvei it e e e se e e rar e s s e r e s sms s e e asresrasnensersnnansesansans 14
B.B.4 SYSIOIM TOOIS 1ovverrverierierreerariersvrrnesesssrensiaerarssnerasrrersstesinsssesesessserissstes sassasstsastsntsnssarsasannsessnstesnssrssannerns 14
5.8.5 Operating SyStaImM SECUMIY ..cvvv it re st bt s s stn b s et st et beaen b bs e i ameeemse emneeermeeeenas 14
5.8.6 Third-Party DepenmerGiES .. oo ierersrereetsriesrasiersartaresseesssesssessassteastensesseesssressassaneesssre s srens 14
5.8.7 Covert Channels and Trojan CoTe ...ttt et ee e e eeemeeees e eeeeseee e sesemseeessmesensnes 14

5.9 KEY MaNGGEIMENE .1eveereiieieieressieristrerarresserneisrtsatssssssiassassssaestessassesssbtessisnss srssassistesasstesnisntesinns sasnsssseesarssnsrs 14

6 APPENDIX A — DATABASE SECURITY .....oiieciieriietissieniessiississsssesssinsrssses sssassssssnssasmsssses snsss s es susssassasmnes 15
B.1 DAtADASE SECUIMIY ..o eriariaeeeciaersrrerisrissrsrreracisssistarsarstnsiasrasrsrassessasserissersisnss ravassnstonientessirasessensssrasssinsssrasesrs 15
6.1.1 Database ENging Parameters. ...t ar e s st sanr s s ne s et s st s be e rites 15

7 APPENDIX B — SYSTEM ASSETS ... i cescrsser s emssmess e s s esssssn e s smessanssnssssmessserases saruessensoss nesmes e nemessnes suens 16
8 APPENDIX C — ECM EVENTS .oiiiiimiismssmeininemsnsisissismitissinsmtensarassrasserssmassmessnssrsness snransssnssssmssassesnsssesssamssss snssns 17
9 APPENDIX D - ESLATE CRYPTOGRAPHIC MODULE ...........ccoreererceerrcresscmssersrcsssnsess s sessassnsssmssmmsesessm seavans 18

|System Security Functional Specification eVoting Products.doc Confidential Page 4 of 18]




System Security Functional Specification eVoting Products Part Number 6000-174 Rev C

1 Introduction

1.1 Purpose

The purpose of this document is to define common security functional requirements for the core products that
comprise the Hart Intercivic eVoting product suites.

1.2 Scope

These requirements apply to all deployed Hart Intercivic eVoting software and hardware products.

These requirements also apply to all third-party systems that interface directly to deployed Hart Intercivic
products.

2 Related Documents

¢ BOSS Requirements Specification 6000-001

¢ eéSlate Functional Specification 6000-006

» Ballot Now Requirements Specification 6000-074

s Tally Requirements Specification 6000-048

s Servo Product Requirements Specification 6000-098

» Rally Product Requirements Specification 6000-128

+ System Security Requirements Specification 6000-166

* FIPS PUB 140-2 Security Requirements for Cryptographic Modules

* |SO/IEC 21827:2002 Information technology — Systems Security Engineering — Capability Maturity Model
{SSE-CMM®)

3 Security Principles

See the Systém Security Requirements document.

4 Definitions

See the System Security Requirements document.

5 System Security Functional Requirements

5.1 Authentication
5.1.1 Account Lockout [NOT IMPLEMENTED IN SYSTEM 6.0]
51.1.1
51.1.2
51.1.3
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5.1.1.5 The application shall have unlock account capability based upon user role
5.1.2 Authenticated Access

5.1.2.1 If the user fails authentication then access to restricted information and functionality shall be
blocked.

5.1.2.2 If the user fails authentication, the event shall be logged as a persistent audit event
5.1.2.3 If the user fails authentication, a dialog shall be displayed with a message that login failed.
5.1.2.4 If the user fails authentication.mes in a row, the application shall exit.

5.1.2.5 If the user authentication succeeds then the functionality appropriate for that user's permission
level shall be enabled.

5.1.3 Peer Authentication [RALLY/TALLY and Ballot Now ONLY IN SYSTEM 6.0]

5.1.3.1 The specific product functional specification shall specify the method used for peer
authentication.

5.1.4 System Tool Authentication [Not implemented in System 6.0]
5.1.4.1 The specific product functional specification shall list each supported System Tool.

5.1.4.2 The specific product functional specification shall specify the method used for each System
Tool authentication.

5.1.5 Password Confidentiality

5.1.5.1 The application shall mask or otherwise obscure the password in any password entry field.
5.1.6 Password Storage

5.1.6.

t

5.1.7 Password Change

5.1.7.1 The user shall be required to re-authenticate (reenter current password) before change
password can be performed

5.1.7.2 If the user fails to re-authenticate, a message that the re-authentication failed shall be
displayed.

5.1.7.3 The application shall consider the change password event as a persistent auditable event
5.1.7.4 Additional requirements are listed in 5.1.12.2.
5.1.8 Application Password Complexity Rules

5.1.8.1 The specific product functional specification shall specify which of the following password
complexity rules is being followed.

5.1.8.2 Application Password Complexity Rule Level 1
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characters.

5.1.8.2,2
5.1.8.23

5.1.8.3 Application Password Complexity Rule Level 2

5.1.8.

5.1.8.3.4

5.1.8.3.5
5.1.8.3.6

5.1.8.3.7
5.1.8.3.8

5.1.8.3.9
5.1.8.3.1
5.1.8.3.1
5.1.8.3.1

5.1.8.313
5.1.8.3.14
5.1.8.3.15

5.1.8.4 The application shall not limit the number of attempts to create a password meeting the
complexity rule requirements

5.1.8.5 The previously well-known passwords_nd -hall never be accepted as a
password, in any case upper or lower or mixed.

5.1.8.6 The password shall never be the same as the user ID, in any case upper or lower ¢or mixed.

5.1.9 Password History [Not implemented in System 6.0]
5.1.9.1 The application shall support a configurable password history, from a maximum of.

5.1.9.2 The application shall not allow generation of a password that does not meet the password
history requirements.
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5.1.10 Password Aging [Not implemented in System 6.0]
5.1.10.1 The application shall support configurable password aging, up to a maximum of-

5.1.10.2 The application shall force the user to generate a new password after the aging period
expires.

5.1.11 User ID Complexity Rule .
5.1.11.2 The application shall not allow creation of duplicate User IDs.

5.1.12 Password Creation
5.1.12.1 The application shall require the user to re-enter the new password for verification

5.1.12.3 If a new password is not created successfully, then the password entry fields shall be erased.

5.2 Authorization and Access Control

5.2.1 Authorization Mechanism

5.2.1.1 The specific product functional specification shall specify which of the following authorization
mechanisms is being followed

— 5.2.1.2 Authorization Mechanism Method 1 -
'7 5.2.1.3 Authorization Mechanism Method 2

5.2.2 Principle of Least Privilege

5.2.2.1 This requirement shall be met by enforcing the privileges documented for each user role as
specified in the product functional specification.

5.2.3 Initial User Creation

5.2.3.1 When the application is started for the first time after installation, the application shall provide
the means for the user to create a user 1D with administrator privileges

5.2.3.2 It shall not be possible to create the initial user with permissions other than admin.

5.2.3.3 When the application is started for the first time after installation, the application shall provide
the means for the user to enter the password for the default admin user.

5.2.3.4 The user ID for the default admin user shall not be pre-populated.
5.2.3.5 The password for the default admin user shall not be pre-populated.
5.2.3.6 The password entered for the default admin user shall meet the requirements of section 5.1.8.

5.2.3.7 If the default admin user is not created successfully, the application shall exit without affecting
the ability to create the initial default user the next time the application is started.
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’”“ 5.2.4 System User ID Confidentiality
' 5.2.4.1 Only administrators shall have access to the user maintenance dialog or similar,
5.2.5 System User ID Storage
5.2.5.1 The system shall not store the User IDs in the clear in the registry or file system.
5.2.6 Session Expiration [Not implemented in System 6.0]
5.2.6.1 The specific product functional specification shall specify the short-term expiration limit.

5.2.6.2 The specific product functional specification shall specify the behavior when the short-term
expiration limit is exceeded.

5.2.6.3 The specific product functional specification shall specify the hard expiration limit.

5.2.6.4 The specific product functional specification shall specify the behavior when the long-term
expiration limit is exceeded.

5.2.6.5 If a long-term operation is underway, the operation shall first complete and then the short term
and long term session timer shall begin.

5.3 Cryptography and Encryption
5.3.1 Asset ldentification
5.3.1.1 Appendix B shall specify the assets (sensitive information) created in the system.
o 5.3.1.2 Appendix B shall specify the confidentiality of the asset (secret or non-secret).
5.3.1.3 Appendix B shall specify the crypto method used to protect that asset.
5.3.1.4 Appendix B shall specify the system component that creates that asset.
5.3.1.5 Appendix B shall specify the system event that creates that asset.
5.3.1.6 Appendix B shall specify if the hardware crypto module is required when the asset is created.

5.3.2 Credential Transfer

5.3.2.1 The specific product functional specification shall specify the credentials it sends over the
network.

5.3.2.2 All credentials sent over the network shall be encrypted.

5.3.2.3 The specific product functional specification shall indicate which method of encrypticn is used.
5.3.3 Random Number Generation

5.3.3.1 The application shall generate random numbers using a secure random number generator

5.3.3.2 If the random number is assoclated with an Asset, it shall be listed in Appendix B.

5.4 Data Integrity
5.4.1 Input Validation
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5.4.1.1 The specific product functional specification shall identify all sources of input data

5.4.1.2 The application shall validate all input from all identified sources

5.4.1.3 If input data fails validation, the application shall display a meaningful message to the user
5.4.1.4 If input data fails validation, the application shall not continue

5.4.2 Data Integrity

General Requirements

5.4.2.1 In all cases, the application shall display a failed validation message if the data being validated
fails validation.

5.4.2.2 The specific product functional specification shall specify the validation failures that result in a
persistent audit event.

Signing Key

5.4.2.3 The application shall record a persistent audit event when the signing key is accessed from its
secure storage.

5.4.2.4 The application should not allow the further processing of an MBB if the signing key GUID fails
validation.

MBB Header Data

5.4.2.5 The application that reads or writes the MBB header data shall protect or verify that data with
the method listed in Appendix B.

MBB Ballot Data (for example, eSlate ballot data, Ballot Now ballot data, audic data, etc.)

5.4.2.6 The application that reads or writes the MBB Ballot data shall protect or verify that data with the
method listed in Appendix B.

MBB CVR Log

5.4.2.7 The application that reads or writes the MBB CVR Log shall protect or verify that data with the
method listed in Appendix B.

MBB Audit Log

5.4.2.8 The application that reads or writes the MBB Audit Log shall protect or verify that data with the
method listed in Appendix B.

Crystal Report .rpt files [Not implemented in Systern 6.0]

5.4.2.9 The application shall validate all .rpt files when they are run
5.4.2.10 If the validation of the .rpt file fails, the report is still permitted to run

Hardware crypto medule
5.4.2.11 Actions or events requiring the signing key require the HW crypto module to be present

5.4.2.12 Actions or events requiring the HW crypto module are listed in Appendix B and Appendix C

5.4.2,13 Actions or events requiring the HW crypto module shall require the user o enter the crypto
module PIN

5.4.2.14 The PIN shall comply with Password Complexity Rule #1
5.4.2.15 If an invalid PIN is entere'mes consecutively the crypto module shali lock out access
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and require reset before further use. This count is kept within the eCM itself so it persists across
applications and power cycles.

5.4.2.16 Any failure to retrieve the signing key from the HW crypto module when required shall not
allow the current operation to continue

5.4.2.17 Any failure to retrieve the signing key from the HW crypto module shall be logged as a
persistent audit event

5.4.2.18 If the HW crypto module is not present when it is needed, a missing crypto module message
shall be displayed

5.4.2.19 If the HW crypto module does not contain the proper key as identified by the key GUID, an
invalid key message shall be displayed

5.4.2.20 If the user enters an invalid PIN for the crypto module, an invalid PIN message shall be
displayed

5.4.2.21 Ii the application is unable to successfully retrieve the key from the crypto module, a failure
message shall be displayed

Database Passwords
User Passwords
5.4.2.23

Public Counter

5.4.2.24 The public counter shall be saved in a persistent manner

5.4.2.25 The public counter shall not be changed by the user
Private Counter

5.4.2.26 The private counter is saved in a persistent manner

5.4.2.27 The private counter shall not be changed by the user

Multiple Instances

5.4.2.28 The application shall not be capable of running multiple instances of itself concurrently, unless
expressly required for application functionality.

5.4.3 Network Data Integrity

5.4.3.1 The specific product functional specification shall identify the method used to provide network
data integrity on identified assets.

5.4.4 Continuous Data Integrity

5.4.4.1 The application shall implement checks on internal data processing steps to ensure the integrity
of generated data. '

5.4.4.2 If the integrity of the data cannot be verified, then the application shall consider this to be a
program exception, and stop and display a message to the user.
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7T 5.5 Database Security

5.5.1 Database Access

5.5.2 Database User Credentials and Configuration Files

5.5.2.2 During software installation, every database installed shail have a unique database password
created and applied to the database.

5.5.2.3 At run time, if a new database is created on the file system, a unique database password shall
be created and applied to the database.

5.5.2.4 The database password shall never be stored in the clear.
5.5.2.5 The database password shall be stored in an obfuscated format in a database configuration file.

5.5.2.6 During software installation, every database installed shall have a configuration file created that
contains the obfuscated password.

5.5.2.7 At run time, the unique election database password is obfuscated and stored in the election
database configuration file

. 5.5.2.8 All database configuration files shall have the same root name as the database
f 5.5.2,9 All database configuration files shall be stored in the same directory as the database.
5.5.2.10 The application shall save a backup of every configuration file* in its persistent database.

5.5.2.11 If the database config file Is missing, the application shall automatically attempt to restore the
corfig file from the backup copy in its persistent database

5.5.2.12 If any database configuration file cannot be successfully created or restored, the application
shall display an error message.

5.5.2.13 Any failure to retrieve the database password shall be recorded as a persistent audit event
5.5.2.14 Any failure to retrieve the database password shall halt the current operation
5.5.3 Database User permissions

5.5.3.1 The specific product functional specification shall identify the database users and their
privileges.

5.5.4 Database engine parameters and port protection

5.5.4.3 The engine startup parameters specified in appendix A shall be used

(’/’1\ —
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{/‘ “--i 5.6 System Monitoring and Logging

5.6.1 Persistent Auditable Events [Not implemented in Rally, Tally, and Servo in System
6.0]

5.6.1.1 The specific product functional specification shall list every persistent auditable event.

5.6.1.2 Administrative functions, such as Add User, Delete User, Change User Password, etc. shall be
logged as persistent auditable events.

5.6.1.3 Significant system events, such as Create/Add Election, Close Election, Delete Election, etc.
shall be logged as persistent auditable events.

5.6.1.4 A failed logon attempt is considered a significant system event and shall be logged as a
persistent auditable event.

5.6.1.5 A Database Error is considered a significant system event and shall be logged as a persistent
auditable event.

5.6.1.6 A Program Exception is considered a significant system event and shall be logged as a
persistent auditable event,

5.6.2 Audit Log Retention [Not implemented in Rally, Tally, and Servo in System 6.0]

5.6.2.1 Persistent auditable events shall be maintained in an application database or other system
resource that is not subject to deletion through the system interface.

5.6.2.2 The specific product functional specification shall specify its method of logging persistent
e, auditable events.

5.6.3 Failsafe Operation

5.6.3.1 In the event of system failure, the application shall display an alert message and not allow
further operation.

5.6.4 Clock Synchronization
5.6.4.1 The application training procedure and user documentation for the system shall define the need

to keep the system clock set accurately, including time zone, daylight saving time, and local time
setiings.

5.7 Privacy, Confidentiality, and Segmentation
5.7.1 Information Privacy
5.7.1.1 Voter privacy and anonymity shall be maintained throughout the system.

5.7.1.2 Other requirements for this section in the System Security Requirements document are
procedural and out of scope for this document.

5.7.2 Information Disclosure

5.7.2.,1 Error messages shall not leak information about why authentication attempts failed. For
example, the error message shall not indicate whether the user ID or the password is incorrect.

5.7.2.2 Database error messages shall not leak information about the structure and state of the
database.
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Y 5.7.3 Installation Segmentation

5.7.3.1 The user shall determine the initial default user credentials when application is run for the first
time as specified in section 5.2.3.

5.8 Product Security
5.8.1 Product Distribution

5.8.1.1 The requirements for this section in the System Security Requirements document are
procedural and out of scope for this document.

5.8.2 Binary (executable) Security
5.8.2.1 The distributed system executable (binary) code shall not contain database passwords.

5.8.2.2 Distributed system executable code (binary) shall not disclose sotirce code details (i.e. debug
symbols).

5.8.3 Source Code Security

5.8.3.1 The requirements for this section in the System Security Requirements document are
procedural and out of scope for this document.

5.8.4 System Tools

5.8.4.1 The requirements for this section in the System Security Requirements docurnent are
procedural and out of scope for this document.

5.8.5 Operating System Security

5.8.5.1 The requirements for this section in the System Security Requirements document are
procedural and out of scope for this document.

5.8.6 Third-Party Dependencies

5.8.6.1 The specific product functional specification shalt identify all third party dependencies or
services and the audit procedures used to ensure their security.

5.8.7 Covert Channels® and Trojan Code?

5.8.7.1 There shall be no Covert Channels or Trojan Code present in the system.
Nofe: System Tools enabled by registry keys, command line switches, or other means are not
considered Covert Channels or Trojan Code, as long as their presence is documented in the
specific product functional or design specification.

5.9 Key Management

5.9.1.1 The specific product functional specification shall identify the cryptographic keys used in the
product

2 A covert channel can expose information by some indirect and obscure means, such as embedding information
Into a data stream, or changing a registry value.
® Trojan code is designed to affect a system in a way that is not authorized and not readily noticed and not

T required by the user of the system.
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6 Appendix A - Database Security

6.1 Database Security
6.1.1 Database Engine Parameters

The following database engine parameters shall be used:

NOTE: THIS TABLE INTENTIONALLY LEFT BLANK FOR RELEASE 6.0

Switch Description Reason
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7 Appendix B — System Assets

The following table identifies the sensitive information created in the system, its confidentiality, and the crypto
method used to protect that information.

Asset

Sensitivity?

Crypto Method

MBE Ballot
Data

MEB CVR Logs

MBB Audit
Logs

MBB Header
Data

Crystal
Report
files
[Not
implemented
in System
6.0]

.pt

Signing HKey

Strong MBB
IDs

Database
passwords

User
passwords

Public
Counter

Private
Counter

JBC Password

VBO Voter
Choice Set

HW crypto
module

reguired

Creator Event

BCSS Accept Ballot
Generation

Ballot Now, JBC, Servo | Close MBB, Close
Polls

Ballot Now, JBC, Servo | Clcse MBB, Close
Polls

BOSS Write MBB

Design Time

Design Time

Key Gen Application

Key Generation

BOSS Write MBB

BOSS, Tally, Ballot Create Election

Now

BOsS, Tally, Rally, Create User,

Servo, Ballot Now Change Password

JBC, eSlate, Ballot Write MEB

Now

JBC, eSlate, Ballot Write MBB

Now

BOSS Accept Ballot
Generation

VBox Review
selections/cast
ballot

* Sensitivity refers to whether or not the information can be shown in plain text. If it is Secret, then it can never be

shown in

lain text.
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' 8 Appendix C — eCM Events

The following table identifies events that require the presence of the eCM, or in the case of an embedded system,

the Signing Key.

Asset Sensitivity® | Crypto Method Application Event

MBB Ballot Ballot Now, JBC, Create Election

Data Rally, eScan

MBB CVR Logs Tally, Rally, Servo, Read MBB, close

eScan polls

MBE Audit Tally, Rally, Servo, Read MBB, close

Logs eScan polls

Signing Key Servo Programming
signing key into
JBC and e3can

10 Sensitivity refers to whether or not the information can be shown in plain text. If it is Secret, then it can never
be shown in plain text.

/7 ™ The digital signature method shall be SHA-1 HMAGC with the signing key
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9 Appendix D — eSlate Cryptographic Module

The eSlate Cryptographic Module {(eCM) is a hardware module that provides secure storage of the Signing Key.

The eCM used in the system is the It is certified as a Cryptographic Module Level
2 as specified in FIPS PUB 140-2 Security Requirements for Cryptographic Modules (US Dept of Commerce).

“2_
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Memo to: Scott Hunsaker
Date: December 30, 2005
Subject: Hart Intercivic System 6.0 Testing

This is to notify you that Hart Intercivic’s Voting System 6.0 functional testing has been
successfully completed. All source code and documentation has been reviewed as well,
Our final report will soon be submitted to NASED and EAC with the recommendation to
certify this system as meeting the Federal Election Commissions 2002 Voting System
Standard.

Hart Intercivic Voting System 6.0 subcomponent version numbers:

Ballot Now 324 JBC 4.0.19
BOSS 4.2.13 eSlate/DAU  4.0.19
Tally 4.2.8 VBO 1.7.5
Rally 224 eScan [.1.6
eCM Manager 1.1.7 SERVO 4.1.6

If you have any questions feel free to contact me.

Shawn Southworth

Ciber Inc.

ITA Practice Director

7501 South Memorial Parkway
Suite 107

Huntsville, AL 35802

——
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Installing Another Operating System - Additional Instructions

When you click Finish, your computer will reboot to the new partition. This will not be successful because there is no operating
system on that new partition. Print these steps for reference in installing the new operating system and adding the new OS to
the BootMagic Configuration menu.

+  Scenario 1: BootMagic Installed and Enabled
s  Scenario 2: Symantec BootMagic Installed and Disabled or Not Installed

Scenario 1: BeotMagic Installed and Enabled

1 When you reboot the computer at the end of this wizard, BootMagic overrides the settings made by PartitionMagic, so you
see the BootMagic menu with your existing operating system (or systems) seen as startup options.

2 Boot info the existing operating system, so you can get to the BootMagic Configuration screen.

3 Open the BootMagic Gonfiguration program (click Start > Programs > Symantec BootMagic 8.0 > BoctMagic
Configuration).

4 Click Edit > Add.
The BootMagic Add OS dialog lists al the system operating systems detected by BootMagic.

§ Click the Advanced button to view all your system’s partitions, including those that BootMagic doesn’t recognize as
containing an OS (for example, Linux on a logical partition).

6 Select the new partition you want to add to the menu.

7 Click OK.

8 Define the menu properties you want > click OK.

9 Boot from the operating system CD or diskette for the operating system you are adding.

a. Make sure that the boot sequence in your system’s BIOS is set to boot from either floppy diskette or CD first and hard
drive second. Some machines may not be able to boot from the CD drive, or the CD itself may not be bootable. Check your
documentation to verify this.

b. Upen reboot, place disk 1 of your operating system’s installation floppy disk or CD in the appropriate drive to start the :
installation. . i

Important (Windows NT 4.0 only): If NTLDR.EXE js installed or moved beyond the 64K boot code boundary, Windows NT
will fail to boot. NTLDR.EXE is usually tocated near the beginning of the partition in which it is installed. When you create i
partitions using PartitionMagic, if NTLDR EXE is not located within the 2 GB boundary, the OS will not boot. If you hide a

Windows NT boot partition, you must manually edit the Windows NT boot initialization file (BOOT.INI) to point to a new

Windows NT boot partition. This can be done by opening the file in a program such as Notepad and resaving it with the

same file extension.

10Install the operating system into the new partition, as directed by the on-screen instrugtions.
11Reboot, and choose the old operating system from the BootMagic menu at startup.
12Go back into the BootMagic Configuration screen, and set up the new operating system options.

When you reboot the next time, the BootMagic menu will display both the old operating system and the new one. You will be
able to choose either operating system.

Scenario 2: Symantec BootMagic Installed and Disabled or Not Installed

1 When you reboot the computer at the end of this wizard, it will hang because there is no operating system in the new active
partition,

2 Reboot again using the operating system CD or diskette for the operating system you are adding.

a. Make sure that the boot sequence in your system's BIOS is set to boot from either floppy diskette or CD first and hard
drive second. Some machines may not be able to boot from the CD drive, or the CD itself may not be bootable. Check your
docurnentation to verify this.

b. Upon reboot, place disk 1 of your operating system’s installation floppy disk or CD in the appropriate drive to start the
installation.

Important (Windows NT 4.0 only): If NTLDR.EXE is installed or moved beyond the 64K boot cade boundary, Windows NT
will fail to boot. NTLDR.EXE is usually located near the beginning of the partition in which it is installed. When you create
partitions using PartitionMagic, if NTLDR.EXE is not located within the 2 GB boundary, the OS will not boot. If you hide a
Windows NT boot partition, you must manually edit the Windows NT boot initialization file (BOOT.INI) to point to a new
Windows NT boot partition. This can be done by opening the file in a program such as Notepad and resaving it with the
same fife extension.

3 Install the operating system Into the new partition, as directed by the on-screen instructions,

At this point, you could reboot and use the new operating system, but there would not be an easy way to choose between
operating systems at startup. The following steps enable you to configure BootMagic, so both operating systems are



available as choices at startup.
4 Reboot with the first PartitionMagic rescue disk, and insert the second rescue disk when directed to do so.
§ From PartitionMagic, set the partition that includes your old operating system active.

If you are planning to install BootMagic and you do not have a FAT or FAT32 partition to install it on, you can also use
PartitionMagic to create that partition.

6 If you do not have BootMagic installed, install it.

7 Open the BootMagic Configuration program (click Start > Programs > Symantec BootMagic 8.0 > BootMagic
Configuration).

8 Click Edit > Add.
The BootMagic Add OS dialog lists all the system operating systems detected by BootMagic.

9 (optional) Click the Advanced hutton to view all your system’s partitions, including those that BootMagic doesn’t recognize
as containing an OS (for exarnple, Linux on a logical partition).

10Select the new partition you want to add to the menu.
11Click OK.
12Define the menu properties you want > click OK.

When you reboot the next time, the BootMagic menu wilf dispfay both the old operating system and the new one. You will be
able to choose either operating system.
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