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2007-CDOS-ESS-001-0403

No electronic or electromechanical voting system shall be certified by the secretary of state unless CE7-P3-701
such system: —

If the elector overvotes it notifies the elector before the vote is cast that an overvote for any office,
ballot question, or ballot issue will not be counted.

1-5-615(1)(e)(Il)

'J

0

8/31/2007

~ AMO206450782

Purpose: Prerequisites:
The Purpose of this test is to verify that the system | DB7-P3-701
will not count an overvoted question.: ‘ ;
!
Test Procedures: Variances Used During Testing:

Document findings of processing ballots onthe, .~ . N/A
Automark system. e

otingyt will n th count an ove ote S .

Voting Systems Certification - Testing Log rev. 2.1 Created by the Colorado Secretary of State's Office
approved 03/05/07



2007-CDOS-ESS-001-0403

Wailend |

process, measurements, shut down, retarting, stop and restoring the systent as necessary.

The test log shall contain procedural steps used to conduct and evaluate the tests. At a minimuny, these procedural steps shall include any items related to the setup, start,

Contine to next
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The voting system does not meet the requirements.
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2007-CDOS-ESS-001-0403 -
. _ CE7-P3 - 701

Observations:

See notes on DB7-P3-701. The voting system did not mark ballots correctly causing concern to the
testing board. Although an overvote could not be voted on the screen, no warning is provided to the
voter that the ballot is-marked incorrectly, and there was no way to verify that the ballot was not
marked with an overvote

Findings: ‘
The voting system does not meet the test requirements.

Geneice Mathews St Ldvdos John Gardner
Printed name Printed name Printed name

Ve

YA LR ot daln AL )7:?-——~% str

Signature Date Dare Signature

Vating Systems Certification - Testing Log rev. 2.1 Created by the Colorado Secretary of State's Office
appreved 03/05/07
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ISR 2007-CDOS-ESS-001-0403 TR
1-5-611(1){(c) a .

No nonpunch card efectronic voting system shall be purchased, leased, or used unless it fulfills the
following requirements:

It rejects any vote for an office or on & ballot issue if the number of votes exceeds the number the
elector is entitled to cast.

Seriol

E ) "I"" T T
AMO206450782

Purpose: Prerequisites:

The purpose of this test is to verify that the voting DB7-P3-701
device will reject any vote for a race or cont:e's_’_cf_if the ‘ DG-00-Aa, o p A
number of votes exceeds the number of votes the ‘ _

elector is entitled to cast. (Vote for 1= 1 selection) =

i

Test Procedures: : : ) Variances Used During Testing:

Document findings of processing ballots on the . N/A
Automark system. :

. ecredlOuicome
The vote system rejects overvotes for all types of races.

Voting Systems Certification - Testing Log rev. 2.1 Created by the Colorado Secretary of State's Office
approved 83/05/07 '



G 2007-CDOS-ESS-001-0403

T

process, measurements, shut down, retarting, stop and restoring the system as necessary.

The test log shall contain procedural steps nsed to conduct and evalnate the tests. At @ minimum, these procedural steps shall include any ifems related 1o the setup, stars,

ey

CE7-P3 - 702 |

1
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2007-CDOS-ESS-001-0403

e
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Documents No " Yes O Videos No . Yes ':! Photos
(list all documents) E (list all videos)

3 v ERREY ”
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CE7-P3 - 702

Observations:

See notes on DB7-P3-701, and DB7-P3-703. Although the Automark unit does not tabulate votes,
due to the errors in programming by the voting system vendor, and the issues with the ballots provided
to the test board, the Automark device did not mark ballots appropriately for casting the paper ballot
accurately.

Findings:
The voting system does not meet the test requirements.

Geneice Mathews ' =t L Lawdn John Gardner
Printed name ' Printed name Printed name
,&M Fy-oe Wh_?nﬂl’&_ (s 51 ;i b/
Signature Date Signature Date SrgnaVre Dhie

Voting Systems Certification - Testing Log rev. 2.1 Created by the Colorado Secretary of State's Qffice
approved 03/05/67
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2007-CDOS-ESS-001-0403

155 ?;13(11)52)3) No nonpunch card electronic voting system shall be purchased, leased, or used unless it fulfills the

following requirements:
It permits each elector, other than at a primary election, to vote for the candidates of one or more
parties and for unaffiliated candidates.

§¢ Referencal

Y )?;
CE7-P3-703
: - »
L Loy

AM 0206450782

Purpose:

The purpose of this test is to verify that the voting
system allows for voters to vote for candidates of
one or more parties and for unaffiliated candidates
when not in a primary election.

‘Test Procedures:

Document findings of processmg hallots on the
Automark system. .

. Prerequisites:
'DB7-P3-701
DOA-0>ASha y g,

Variances Used During Testing_-..._ﬁ.

N/A

In other than a primary e]ectlon senerio, each elector is allowed to vote for cand:dates of any and allpames

Voting Systems Certification - Testing Log rev. 2.1
approved W3/05/07

Created by the Colorado Secretary of State's Office
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process, measurements, shut down, retarting, stop and restoring the system as necessary.

WY i Vi AP @t B

Continue to next
HEE..
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Voting

CE7-P3 - 703

Videos
{list all videos)

Documents
(list all documents)
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DPEF PR -0

Phlotos
(list all photos)
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Geneice Mathews Se rovag, Lk

John Gardner

Printed name Printed name Printed name
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Signature Date Y Signature Date i Signature

Veting Systems Certification Program
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2007-CDOS-ESS-001-0403

CE7-P3 - 703

Observations:

accurately.

Findings:

See notes on DB7-P3-701, and DB7-P3-703. Although the Automark unit does not tabulate votes,
due to the errors in programming by the voting system vendor, and the issues with the ballots provided
to the test board, the Automark device did not mark ballots appropnately for casting the paper ballot

The voting system does not meet the test requirements.

Geneice Mathews

Seront, Looads

1;}.!:::23",,,;

Apfgga

John Gardner

shitets

B

Printed name

M

9--07

Signature

Date
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L ek S000.
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Printed name

Srgnamre Date

Signatitre ’ Dhte
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1-5-611(1)(e)

following requirements:

It prevents the elector from voting for the same candidates more than once for the same office; _st‘i‘f’

No nonpunch card electronic voting system shall be purchased, leased, or used unless it fulfilis the CE7-P3-T04

P3
e

8/31/200

| 7 Bpe i) |

Purpose:

I The purpose of this test is to verify that the voting
device prevents electors from voting for the same
candidate more than once for the same office.

Test Procedures:

Document findings of processing ballots on the
Automark system. =

Thevoting system prevents the elector from voting more than one time for the same office.

Prg;'eg;tisites:
DB7-P3-701
VBF Y OL w pra-

Variances Used During Testing:

NA

ectediCutcome |

Voting Systems Certification - Texting Log rev. 2.1
approved 03/05/87

Created by the Colorado Secretary of Stnte's Office




CE7-P3 - 704 |

Ay

The test log shall contain procedural steps used to conduct and evaluate the tests. At a minimnm, these procedural steps shall include any items related fo the setup, start,
process, measurements, shut down, retarting, stop ard restoring the system as necessary.

VT Opwamy ' ) . Lam&ﬁ@ﬁ?{i‘%w

e i
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Voting

Observations:

accurately.

Findings:
The voting system does not meet the test requirements.

See notes on DB7-P3-701, and DB7-P3-703. Although the Automark unit does not tabulate votes,
due to the errors in programming by the voting system vendor, and the issues with the ballots provided
to the test board, the Automark devnce did not mark ballots appropriately for casting the paper ballot

Geneice Mathews e e, Lovds John Gardner
Printed name Printed name Printed name
2 2 %02 M Divd o ,—_.____% ?/S?é":?‘
Signature Date Signature Date S:gna}{ ire
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2007-CDOS-ESS-001-0403

No nonpunch card electronic voting system shall be purchased, leased, or used unless it fulfills the
following requiremernts:

if the system uses a voting device: It is suitably designed, of durable construction, and capable of
being used safely, efficiently, and accurately in the conduct of elections and the tabulation of votes

|

Purpose:

.- Prerequisites:

The purpose of this test is to verify the voting system| DB7-P3-710
meets the design and construction requirements
identified herein.

Test Procedures:

Variances Used During Testing:

Use test setup and programming from DB7-P3-710. - N/A
Document flndlngs of using the system. -

following requirements:

g 8Y
1, Is of suitable design.

2. Is of durable construction.
3. Safe.

Veting Systems Certification - Testing Log rev. 2.1
approved 03/05/07

Created by the Colorade Secrefary of State’s Office
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2007-CDOS-ESS-001-0403

The test log shall contain procedural steps nsed to condnct and evaluate the tests.

it
3

At a ntinimtiem, these procedural steps shall include any items related to the setup, start,
process, measurements, shut down, retarting, stop and restoring the system as necessary.

Continue o next
..

Voting Systems Certification Program

Created by the Colorado Secratary of State's Qffiee
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Docuents
{list all documents)

The votin

system does not meet the requirements.

Videos 0
(list all videos)

Yes M

See video from DB7-P3-710

No []

Ios
(tist all photos)

Yes B:

See attached.

SilstRevien,

Geneice Mathews

Seroma Lsuko

John Gardner

Printed name

7§

Date

; Signature

Printed name

% Ay

Printed name

Signature Date

Skerature

—t

Voting Systems Certification Program

Created by the Colorado Sccretary of State's Offce



2007-CDOS-ESS-001-0403

fr

CE7-P3 - 705

Observations:

See attached photos. The voting system-comes with a very flimsy table and privacy hood which does
not provide necessary privacy-to voters, - Stand for the voting device does not feel safe for the holding
of the machine. Finally, we know that the voting device does not mark ballots accurately and
ultimately cannot meet this requirement.

Findings: :
The voting system does not meet the test requirements.

John Gardner

Geneice Mathews

/ Signa(urg Date Signamre Date —_— Sigil ure Dale )

Printed name Printed name Printed name

@% S-S+ WL Ml B} ) —

Voting Systems Certification - Testing Log rev. 2.1 Created by the Colorado Secretary of State's Office
approved 03/05/07
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1700 Broadway

Suite 250

Denver, CO 80290
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CDOS Certification Number:
Manufacturer:

Application Date:

Voting Systems Certification - Testing Loy rev, 2,1
approved 8370507

Mike Coffman
Secretary of State

Holly Lowder
Director of Elections

2007-CDOS-ESS-001-0403

04/03/2007

CE7-P3 - 706

{This page intentionally left blank}
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WRE S 2007-CDOS-ESS-001-0403
1-5-611 ()N

Bica

T ™

Ne nonpunch card electronic voting system shall be purchased, leased, or used unless it fulfills the

; . CE7-P3.706
following reguirements: .

If the system uses a voling device: E
It permits the names of candidates and the text of issues to be printed on pages which are securely 8/30/2007
attached to the voting device, the pages to be securely locked in a metal frame or sealed to prevent ﬁ
tampering. l

Tps Timie | .

8/31/2007

Functional

Purpose: Prerequisites:
The purpose of this test is to verify that the vting N/A

[
device permits the names of candidates and text g
issues on pages which (where applicable) are ,
secured to the voting device, or locked in a container |

as required herein to prevent tampering. i

Test Procedures: _ Variances Used During Testing:

N/A ‘ : N/A

The pages of ballot text are displayed and/or secured in such a manner as to prevent tampering.

Voting Systems Certification » Testing Log rev. 2.1 Createid by the Colorade Secretary of State's Office
approved 03/03/07



?T!J‘I" ENumber

CE7-P3 - 706

The test log shall comtain procedural steps used to conduct and evaluate the tests. At a minimim, these procedural steps shail include any itens refated to the setup, start,
process, measurements, shut down, retarfing, stop and restoring the sysfem as necessary.

@"_.;j'mu:ﬁm /

I

2007-CDOS-ESS-001-0403

pae | T

Confinte 1o next
ge...

Voting Spstems Certification Program Created by the Colorade Secretary of State's Office
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Hifras

ocuments “ No [] Yes [ | Videos Ne [
(tist all documents) (list all videos) )

A Hachme Rt

Yes | Photos No D es

(list all photos)

Genelce Mathews 5 . \Am John Gardner
Printed name Printed name Printed name
/%K SR lmt’}wﬁ‘/} Ay >/ ﬂ
Signature Date Signature Date Sifphitnre

Voting Systems Cestification Program

Crented by the Colorado Secretary of State's Office



2007-CDOS-ESS-001-0403

Observations:

This test is not applicable to this type of voting device.

Findings:
This test is not applicable for this device.

Geneice Mathews Do, Lswks

John Gardner

Printed name Printed name

%M G Yo anm =

Printed name

Signature Date Signature Date

v

Voting Systems Certification - Testing Log rev. 2.7
approved 03/05/07

Created by the Colorado Secretary of State's Qffice
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1700 Broadway k‘;
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s,

'Ll
Saspensareni® iy

CDOS Cerrification Number: 2007-CDOS-ESS-001 -0403

Muanufacturer: ESS

Application Date: 04/03/2007

CE7-P3 - 707

{This page intentionally left blank}
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Tiber i) 2007-CDOS-ESS-001-0403

1-5-611(1(H(N e
i No nonpunch card electronic voting system shall be purchased, leased, or used unless i fulfilis the CE7-P3-707
following requirements:

if the system uses a voting device:
It contains a protective counter with a register which cannot be reset, which shall register the
cumulative total number of movements of the operating mechanism.

Purpose: Prerequisites:

The purpose of this test is to verify that the DB7-P3-710-
protective (private) counter cannot be reset.and S
increments with each vote. Additionally, the counter

shall increment with each 'ballot’ cast.

Test Procedures: Variances Used During Testing:

Use test setup and programming from DB7-P3-710. . N/A
Document findlngs of using the system.

ment as each vote is cast.

The de\nce pnva e coun eris not re

Voting Systems Certification - Testing Log rev. 2.1 Created by the Colorado Secretary of Stare’s Office
approved 03/05/67
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Documents
(list all documents)

(list all videos)

See video from DB7-P3-710

Photos  No ]
(list all photes)

Geneice Mathews

John Gardner

Printed name

Signature Date

Printed name

e . Mk

Signature

Printed name
,£ , /S!b{
Date Sigilgsire Datt

Voting Systens Certification Program

Created by the Coloraille Secretary of State's Qffice
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2007-CDOS-ESS-001-0403

CE7-P3 - 707

Observations:

The voting system does not provide a counter which increments for ballots processed by the device.

Findings:
The voting system does not provide a counter for ballots processed.

T

Vieh Approval
Geneice Mathews '-S{AIWV\L/‘ E\A.A-\ John Gardner
Printed name Printed name Printed name
ﬁ% e B NNT WS T L Pt
Signature Date Signature Daie Signature Date
Vating Systems Certification - Testing Log rev. 2.7 Created by the Colorado Secretary of State’s Office

approved 03/05/07
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Application Date: 04/03/2007

CE7-P3 - 708

{This page intentionally left blank}
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Rl G S 2007-CDOS-ESS-001-0403
1-5-611(1) (V)

No nonpunch card electronic voting system shall be purchased, leased, or used unless it fulfills the
following requirements:
If the system uses a voting device:

It is capable of providing printouts of vote totals by office and candidate or by ballot issue, including a B 8/30/2 B
numeric-only printout to be used for testing as provided in section 1-7-509. _

[ : el

8/31/2007

i /
L

L sl

Modl
Automark
i

"~ AMOZ06450782

S Re/e P EE I

il Purpose: Prerequisites:
The purpose of this test is to verify that the Voflng NA
device shalll print vote totals by office, candidate

and/or ballot issue as required herein.

Test Procedures: _ A Variances Used During Testing:

N/A . L . N/A

The voting system does provide reports and printouis of vote totals by:
1. Office and Candidate;
2. Ballot Issue;

3. Includes a numeric-only printout for L&A and

Vating Systems Certificarion - Testing Log rev. 2.1

Created by the Colorado Secretary of State's Qffice
approved 03/05/07



S 2007-CDOS-ESS-001-0403 T il
—o ing

CE7-P3 - 708

The test log shall contain procedural steps used to conduct and evaluate the tests, At o miniminn, these procedural steps shall include any items reluted 1o the setup, start,
process, measurements, shut down, retarting, stop and restoring the system as necessary.

Cpanty .

Continuc fo next
N age...

l‘! Voting Systems Certification Program Created by the Colormla Seeretury of State's Office
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2007-CDOS-ESS-001-0403

CE7-P3 - 708

Documents Ne
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Videos No M
(list all videos)

Yes 1]

Photos g
(list all photos)

Geneice Mathews
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John Gardner
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Signature
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Voting Systems Certification Program
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2007-CDOS-ESS-001-0403

Observations:

N/A

Fmdmgs.
This test'is not applicable for this device, the Automark unit does not capture vote totals.

g
Geneice Mathews Sevona Lywdo John Gardner

paH

Printed name Printed name Printed narme

G0t ovate dods MBI ST 7//5
igntiure

Stgnature Date Signature Date

Voting Systems Certification - Testing Log rev. 2.1 Created by the Colorade Secretary of State's Office
approved 03/95/07
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Rl e 2007-CDOS-ESS-001-0403 \&
1-56-815(1){b .
(1P) No electronic or electromechanical voting system shall be certified by the secretary of state unless CE7-P3-709

such system: Permits each elector to vote for all offices for which the elector is lawfully entitled to I
vole and no others, to vote for as many candidates for an office as the elector is entitled to vote for, S T
and to vote for or against any bailot questicn or ballot issue on which the elector is entitled to vote. S

8/31/2007

)

N A

L o _

AMO206450782

 WGTOSIR Ference &

[ cliiferl

ES&S

Purpose: Prerequisites:
The purpose of this test is to ensure that the DRE i DB7-P3-701
can tabulate the votes as required herein. | | P “(”J‘:gs A

Test Procedures: R " Variances Used During Testing: -
Document findings of processing ballots on the N/A

Automark system.

Voting system allows the casting of votes for races that the voter is entitled to vote and restricts cthers that the voter is not entitled to vote on.

Voting Spstems Certification - Tevting Lag rev. 2.1 Created by the Colorado Secretary of State's Office
approved 93/03/07
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The test log shall contain procedural steps used to conduct and evaluate the tests. Afn minimaum, these procedural steps shall include any itents related to the setup, start,
process, meastiremenis, shut down, retarting, stop and restoring the system as necessary.
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Photos
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Observations:

See notes on DB7-P3-701, and DB7-P3-703. Although the Automark unit does not tabulate votes,

due to the errors in programming by the voting system vendor, and the issues with the ballots provided
to the test board, the Automark device did not mark ballots appropnatefy for casting the paper ballot
accurately.

Findings:
The voting system does not meet the test requirements.

Geneice Mathews Sepone Lowhy John Gardner
Printed nane Printed name Prinfed name
. 7:4:.0% kbmdﬂ&; Jl?aha- % b, s
Signature Date Signature Date S:gnamre

Veting Systems Certification - Testing Log rev. 2.1 Created by the Colorado Secretary of State's Office
approved 03/85/07
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No electronic or electromechanical voting system shall be cerified by the secretary of sfate unless
such system: Permits each elector to verify his or her votes privately and independently before the
ballot is cast.

-5-615(1)(c)

st

Purpose: Prerequisites:
The purpose of this test i to verify that the voting | DB7-P3-710"

device allows for electors to verify their choices | CGh-05-TM o 1.
privately and independently before the ballot is cast. | -
i

Test Procedures: . : Variances Used During Testing:

Use test setup and programming from DB7-P3-710. ; N/A:
Document findings of using the system.

B 1oy BopecredOiiicone
before votes are cast,

Voting Systems Certification - Testing Log rev. 2.1 Created by the Coloralo Secretary of State's Qffice
approved 03/05/07
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Dc:men!s ) No Videos No EI o . o
(fist all docnments) (list all videos) (list all photos)

See video from DB7-P3-710 See attached.

i Conpenis

The voting system does

not meet the requirements.

i Rty

Geneice Mathews e rava i John Gardner
Printed name Printed name Printed nante
“\n.____/' R
2 EZ S YO, SO 1) ¢ i P s
Signatire Date Signatnre Date Sigln{mre late

Voting Systems Certification Program Crented by the Colorady Secretary of State’s Qffice
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Observations:

See notes in findings, the voﬁng system does not in general provide privacy: See also photos. The
voling system provides a review screen to voters, but does not present the ballot/race header
information to ensure the correct race is being reviewed and modlf ed.

Findings:
The votlng system fails to meet the test requirements. The voting device does not in genéral

provide privacy (see testCE+P3-__ )-and does not present ballot information correctly to voters to
verify their ballot. CE}-PE-124

gHea

Geneice Mathews John Gardner

Printed name Printed name Printed name
%/%% e? ol o A )«5 éLﬂ:
Signature Dare Srgnature Date Signature ﬁa;g

Voting Systems Certification - Testing Log rev. 2.1 Created by the Colorado Secretary of State's Office
approved 03/05/07
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Department of State A \ Secretary of State
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CDOS Certification Number: 2007-CDOS-ESS-001 -0403
Manufacturer: _ 56 5

Application Date: 04/03/2007
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CE7-P3 - 711
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No nonpunch card electronic voting system shall be purchased, leased, or used unless it fulfills the CE7-P3-T11

following requirements It permits each elector to write in the names of eligible candidates not
appearing on the printed ballot, to vote for as many candidates for an office as there are vacancies
for which the elector is entitled to vote, and to vote for or against any ballot issue upon which the
elector is entitled to vote,

—Functional }
T
| Grtimized |
208450782
I e |

Purpose: . Prerequisites:

The purpose of this test is to verify that the voting DB7-P3-701"
device allows for the inclusion-of write-in.names and :
as many races as allowed as required herein.

Test Procedures: . - Variances Used During Testing: -

Document findings of processing ballots on the - N/A
Automark system. -

st ExpectedtOniconie

The voting system will allow for:

1. Write-in designation for candidates not appearing on ballot;
2. Vote only for as many candidates as allowed.

3. Vote for or against ballot issues.

Voting Systems Certification - Testing Log rev. 2.1

Crented by the Colorado Secretary of State's Offfice
approved 83/05/07
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L x
CE7-P3 - 711

i

e S

S

Ne ]

Videos Photos

{list all videos)

DRT £2-To!

Documenis
(list all documents)

No g‘ Yes [

(list all photos}

Geneice Mathews

. Yes .

John Gardner

_Stovez, Lowko

Aoie, = 2 st

Printed name

Printed namne Printed name
PP _\}gmg__/hgh-_
Signature Date Signature Date

Sighature Date

Voting Systents Certification Program

Created by the Colorado Secretary of State's Office
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- CE7-P3 - 711

Findings: .
The voting system does not meet the test requirements.

Geneice Mathews Se A Lo

See notes on DB7-P3-701, and DB7-P3-703. Although the Automark unit does not tabulate votes,

due to the errors in programming by the voting system vendor, and the issues with the ballots provided
to the test board, the Automark device did not mark ballots appropriately for casting the paper baliot
accurately.

John Gardner

Printed name Printed name

3--7 ymaaa_ L.

Signature Date Signature

Date

Printed name

Upip = __ 69/\/15

Signature Date

Veoting Systems Certification - Testing Log rev. 2.1
approved 03/05/07
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1-5-615(1)(e})

such system:

No electronic or electromechanical voling system shall be cerfified by the secretary of state unless

If the elector overvotes it notifies the elector before the ballot is cast that the elector has overvoted.

8/31/200

R RRE)

;

E Pp——
[_ §Ly e E
i
!

Automark

AMO206450782
B

il

Purpose:

The Purpose of this test is to verify that the voting
device will notify a voter of an overvote before the
vote is cast.

Test Procedures:

Document findings of processing ballots on the
Automark system.

dleli i L
The voting system device will notify the voter of an overvote before the vote

Prerequisites:

- DB7-P3-701 ‘
|

|

Variances Used During Testing:

N/A

edlOuicon
is cast.

Voting Systems Certification - Testing Log rev, 2.1
approved 63/05/07

Created by the Coloradp Secretary of State’s Office
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CE7-P3 - 712

Ty gy - .

The test log shall contain procedural steps used to conduct and evaluate the tests, At a prinimim, these procediral steps shall include any items related to the setup, start,

Continue to next
age...
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CE7-P3 - 712

Documents Ne

(list all documents)

Yes

l|

AWy

No []

Videos
(list all videos)

DRF-FZT-To0

The voting system does not meet the requirements.

Geneice Mathews

Yes ‘ 7 lems

(list all photos)

Nog:

e e, Lo

John Gardner

Printed name Printed name Printed name
. G40t _faa WS ALY ifﬂj@;’
Signature Date v Signature Date Signirthre Dhite

Voting Systems Certification Program
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Observations:

See notes on DB7-P3-701, and DB7-P3-703. Although the Automark unit does not tabulate votes,

due to the errors in programming by the voting system vendor, and the issues with the ballots provided
to the test board, the Automark device did not mark ballots appropriately for castmg the paper ballot
accurately.

Findings:
The voting system does not meet the test requirements.

Geneice Mathews Seoswt AU John Gardner

Printed name Printed name Printed name

W Sy oF M Al o> }%—%j/gé}’
Signature Date Signature Darte Signattire Dase

Voting Systems Certification - Testing Log rev. 2.1 . Created by the Colorado Secretary of State's Office
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The voting system shall provide capabilities to enforce confidentiality of voters’ ballot choices.

All DRE devices shall provide randemization of all voter choices and stored, electronic ballot
information, regardless of format, to prevent disclosure of volers’ confidential ballot choices during
and after storage of the voters' ballot selections.

CE7-P3-713

i

AMO206450782

Purpose: Prerequisites:

The purpose of this test is to verify that the DRE | DB7-P3-710

stores electronic vote records.in a randomized § :

method to prevent disclosure of voters’ choices as i

required herein. ' !

Test Procedures: : ' . ) Variances Used During Testing:

Document the devices' storage of electronic votes - : N/A
after voting/testing.

Voting systems shall store all vote records from DRE devices in random order.

Vating Systems Certifieation - Testing Log rev. 2.1 Created by the Colorade Secretury of Stute's Qffice

approved 03/05/07
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The test log shall contain procedural steps used to conduct and evaluate the tests. At a minimum, these proeedural steps shall include any items related to the setup, stort,
process, measiirements, shut down, retarting, stop and restoring the system os necessory.

Pre I - Voating

Continne fo next
nge...
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Pre Election - Voting

e,

3
CE7-P3 - 713

Documents Ne |:| Yes [7] | Videos No Yes D
(list all documents) (list all videos)

See attached.

 Resulisds,

The test is not applicable to this voting system.

Photos

No Yes
(tist all photos) /2 D

¥
Geneice Mathews oot Lowds John Gardner
Printed name Printed name Printed name
L s ptne L a0 == g5y
/ Signature Date Signature Date - Signlutiire Diite

Voting Systems Certification Program

Created by the Colorado Secretary of State’s Office
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Pre Election - Voting CE7-P3 - 713

Observations:

See attached screen shot and document from the Jurisdiction Guide VAT 1.1.pdf. The voting system
maintains log files on the electronic media, but does not store any voting data.

Findings:
This test is not applicable for the voting device.

Geneice Mathews John Gardner

Printed name Printed name Printed name
Z % - 7\,}&_(&_255& ﬂl (IS >< ‘“——i ?’ﬁ J%I;L
Signature Date Signature Date Signature * Dhte

Voting Systems Certification - Testing Lag rev. 2.1 Created by the Colorade Secretary of State's Qffice
approved 03/05/07
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Maintenance

Unable to Set Abort Get Ovals Event.

SCANNERPRINTERLIBRARY DLL logs this when
unable to start an event.

No scanner image saved.

SCANNERPRINTERLIBRARY.DLL logs this when
SCANDRIVER.DLL failed to store a RAM file bitmap.
Could not open 12C port

NONVOLATILELIBRARY.DLI. logs this when the 12C
OS resource could not be opened.

Read 12C Error ...

NONVOLATILELIBRARY.DLL logs this during an 12C
NV EEPROM read error.

Could not get EEPROM datal

NONVOLATILELIBRARY.DLL logs this during an NV
EEPROM read error.

Could not put EEPROM datal

NONVOLATILELIBRARY.BLL logs this during an NV
EEPROM write error.

Bad CRC32 in Bank ... of EEPROM

Indicates corruption in one of the NV EEPROM banks.
Here are the meanings of the bank numbers:

bank 2: ballot type, scanner calibration data

bank 3: maintenance password

bank 4: unlock code, printer angle calibrations

bank 5: manufacturer's data

bank &: firmware revision, hardware revision

bank 7: print count, dot count, printer calibrations, serial
number

Operation Log Corrupt!

AUTOMARK.DLL logs this when
OPERATIONLOGGER.DLL detects that the OP.ELF file
on the compact flash card is corrupted.

Write-in length error.
AUTOMARK.EXE logs this if the value specified in AlM's

for write-in length caused an illegal vaiue to be
computed in the GUI.

Page 44 of 53




Maintenance

to 50% relative humidity. For storage, facility temperature range should be -4° F
to 140°F and moisture range should be 10% to 85% relative humidity.

6.5 Test Mode Maintenance Procedures

The following procedures are performed while the AutoMARK VAT is in TEST
MODE, and must be performed by an authorized election official.
Printing the Operation Log {System Log File)

6.5.1

The Operation Log is used to view all signification operations that have occurred
on the machine. The log entries are stored in a circular buffer on the Flash Card
which will hold the most recent 277,777 entries.

NOTE: The Operation Log information is stored on the Flash Card. If you insert a
different Flash Card from the original one in the system, then the data contained
in the Operation log will also change. For example, the total number of Ballots iog
entry will change if you insert a different Flash Card. Before using a flash card on
a different system, be sure to erase the entire contents of the flash card so that
system oriented files, such as the Operation Log information, are deleted.

Foltow the steps below to print the Operation Log.

wn

Enter the Test Mode screen by turning the key switch to
Test.

The AutoMARK Main Menu Screen will display

Press the Operations Log button. A text box with the
operations log inside it displays.

Press the Up bution to scroll one screen up, or press the
Down button to scroll one screen down. Or, you can
advance the display to show a particular page by
touching the text box under “Go to page:". A number
keypad will be displayed. Press the numbers for the
page you wish to display.

To print this log en completely blank ballot stock paper,
press the Print button. The screen displays Insert blank
paper. (Ballot stock is between 80 and 110 pound index
stock. Ballot stock is slightly heavier than normal paper
and less likely to jam.)

Insert a sheet of completely blank ballot stock paper.
After inserting the paper, the machine automatically
begins printing the operation log, 66 lines per page. If
there are more than 132 entries in the operation log, you
will need several pages.

After the page has been ejected from the machine, if the
message insert another blank sheetf of paper appears,
insert another page. Repeat this process until the
message printing done appears.

Exit Test Mode by turning the key switch.

Page 28 of 53




Maintenance

The following is a list of possible Operation Log entries:

System Powered On

Serial Number x0000x Build xx
This entry indicates the system was powered on, and gives
the Serial Number and Build number.

System Shutdown OK
This entry indicates the system was shut down using the key
switch.

Keyswitch Test Mode
This entry indicates the key switch was used to enter test
mode.

Keyswitch Run Mode
This entry indicates the key switch was used to enter run
mode.

Hour Print Report

Total Printed: XXX

This entry is added when the machine is booted and once
per hour during normal operation. [t lists the fotal number of
ballots printed on the VAT (lifetime count}.

Printer Calibration
HK=XHX
Y=XXX
Angle=XXX
This entry indicates that the printer has been calibrated
through the Test Mode Printer Calibration feature, and gives
the X, Y, and Angle settings made.

Unrecognized Ballot
This entry indicates that an unrecognizable ballot was
inserted.

Ballot Marked Successful

This entry indicates that a ballot was printed.

Ballot Returned Unmarked
This entry indicates that a ballot was inserted, but ejected
before it was printed.

Test Print Successful

This entry indicates that a ballot was printed using the Test
Print feature of Test Mode.

Page 29 of 53




Maintenance

Printer Malfunction

Failed to Verify
Paper Jam
Paper Too Short
This entry indicates that there was a printer malfunction, and
the reason.
Printer Low On Ink

This entry indicates that the printer is running low on ink.

Printer ink Used Up
This entry indicates that the ink cartridge should be
immediately changed.

Scanner Malfunction

Top Scanner

Bottom Scanner

PV Scanner

Scanners/PEB

This entry indicates that there was a scanner malfunction,
and indicates which scanner was involved.

Paper Misfeed

This entry indicates that the ballot was not inserted correctly.

No Election Data
This entry indicates that no election data was found.

CF Card Access Failure

This entry indicates that the system was unable to read the data
on the compact flash memory card.

Loaded Ballot Id »xxxx

This entry indicates that election data for a specified ballot was
loaded.

Marked Ballot Inserted

This entry indicates that a ballot which has already been marked
was inserted into the VAT,

Unit Locked Time Qut
This entry indicates that the user (voter) did not take action
within a preset amount of time.

Battery Low

This entry indicates that the battery power is low — a new battery
wilt be needed soon.
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CDOS Certification Number: 2007T-CDOS-ESS-001-0403
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No electronic or electromechanical voting system shall be certified by the secretary of state unless CE7-P3-714
such system: -

If the elector overvotes it gives the elector the opportunity to correct the ballot before the ballot is cast. || estale,

1-5.615(1)(e)(I1l)

~ 8/30/2007| .

| T ol

8/31/2007

[—— iy pel (DG E)

RGOSRty

Functional

|

Purpose: Prerequisites:

|
|
i

The purpose of this test is to verify that the system Instructions to ‘vc‘i’ting system vendors.

allows for changes to ballots being cast by the voter.

Test Procedures: o Variances Used During Testing:

Document findings of processing ballots on the - NIA
Automark system. :

pectedion

The voling system will allow a correction of the ballot to rctify the overvot before the ballot is cast.

Voting Systems Certification - Texting Log rev. 2.1 Created by the Coloraie Secretary of State's Qffice
appraved 63/05/07
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B
i
t

The test log shall contain procedural steps used to conduct and evaluate the tesis. At a minimuny, these procedural steps sholl include any items related to the setup, start,
Process, measuremends, shut down, retarting, stop and restoring the system as necessary.

Oty |

Confinre to next
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HEA LT

Documents No
(list all documents)

Yes [

ideos
(list ail videos)
DR +F+ PI-tel

Yes []

Photos
(list ail photos)

Nom

Geneice Mathews

Sesove. auky

John Gardner

Printed name Printed name Printed name
Tt 34 lwwk P UG Yf-——-% 7//3 o1
Signature Date Signafure Date Signatire

Veting Systems Certification Program
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CE7-P3 - 714

Observations:

See notes on DB7-P3-701, and DB7-P3-703. Although the Automark unit does not tabulate votes,

due to the errors in programming by the voting system vendor, and the issues with the ballots provided
to the test board, the Automark device did not mark ballots appropriately for castmg the paper ballot
accurately.

Findings:
The voting system does not meet the test requirements.

Geneice Mathews S DV L-B\Ak\" John Gardner
Printed name Printed name Printed name
S40F  [pemm Uty W30 Y‘*———\_% PSR
Signature Date Signature Date S;gnam\/ Dhte

Voting Systems Ceriification - Testing Log rev, 2.1 Created by the Colorado Secretary of State’s Office
approved 03/05/67



7y State of Colorado

Department of State
1700 Broadway

Suite 250

Denver, CO 80290

Mike Coffman
Secretary of State

Holly Lowder

Director of Elections

CDOS Certification Number:

Manufacturer:

Application Date:

Veting Systems Certification - Testing Log rev. 2.1
approved U3/03/07

2007-CDOS-ESS-001-0403

ESY

04/03/2007

CE7-P3 - 715

{This page intentionally left blank}

Cremted by the Colorado Secretary of State's Qffice



2007-CDOS-ESS-001-0403

No electronic or electromechanical voting system shall be certified by the secrefary of state unless CE7-P3-715
such system:
Does not record a vote for any office, ballot question, or ballot issue that is overvoted on a ballot cast
by an elector,

w:;’mumf“‘a,.{» ] -

8/31/2007

[Gross Referencerly

| G e |

Purpose: Prerequisites:
The purpose of this test is to verify that 'the system | Instructions to voting system vendors.
tabulates the total number of voies as reqwred f
herein.
| :
Test Procedures: _ Variances Used During Testing:
Document findings of process:ng ballots on the N/A

Automark system.

Voting Systems Certification - Testing Log rev. 2.1 Created by the Colorade Secretary of State's Qffice
approved 8370507

8/30/2007].-
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The test log shall contain procedural steps used to conduct and evaluate the tests. At a minimum, these procednral steps shall include any items related to the setup, start,
process, measirements, shut down, refarting, stop and restoring the system as necessary,

Continue to next
page..
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Documents
(list all documents)

The voting system does not meet the requirements.

Editnchmenrs

Ne [

Videos )
(list all videos}

VA -B2-A0)

Resi!

Photos
(list all photos)

Yes []

Yes E’

Geneice Mathews

Do, Lads

John Gardner

Printed name

Signature Date

Printed name

Printed name

IV b= e

A7 Lol VN NV W W S

Signature

Date SigMure
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CE7-P3 - 715

Observations:

See notes on DB7-P3-701, and DB7-P3-703. Although the Automark unit.does not tabulate votes,
due to the errors in programming by the voting system vendor, and the issues with the ballots provided
to the test board, the Automark device did not mark ballots appropriately for casting the paper ballot
accurately. .

Findings:
The veting system does not meet the test requirements.

s

John Gardner

Geneice Mathews

Printed name Printed name Printed name
EALd N SO W R T = ¥ . j%l?
Signature Date Signature Date - Signattr(/' Date
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No electronic or electromechanical voting system shall be certified by the secretary of state unless CE7-P3-716
such system:

For electronic and eleciromechanical voting systems using ballot cards, accepts an overvoted or
undervoted ballot if the elector chooses to cast the ballot, but it does not record a vote for any office, amorz007|

ballot question, or ballot issue that has been overvoted.,
8/31/2007

fm “gmm 3) ]

130 Tyt

1 -5-615(1 )(g)

i e

W GosslRerertncy

Purpose: . Prereqiiisites:

Instruction’s 16 voting system vendars.

M-~ 30N

The purpose of this test is to verify that the system
tabulates the total number of votes as’ requxred

herein. DY N O S0 } -
Test Procedures: - . Variances Used During Testing:
Document findings of procéssing ballots on the - N/A

Automark system.

The voting sysem will accepted the ballot for an oervotelundervote condition if chosen by the voter, but does not record a vote on any office, ballot | E
question, or ballot issue that was overvoted/undervoted. et

Voting Systems Certification - Testing Log rev. 2.1 Created by the Colorado Secretary of State's Office
approved 03/05/07
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2007-CDOS-ESS-001-0403

The test log shail contain procedural steps nsed to conduct and evaluate the tests. At a mininwun, these procedural steps shall include any items related to the setup, start,
process, measurements, shut down, retarting, stop and restoring the system as necessary.

Continue {0 next
(igh..

Voting Systems Certification Program Created by the Colorida Secretary of State’s Offce
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Voting

CE7-P3 - 716

Documents Videos

(list all documents)

(list all videos)

D P2 ol

The voting system does not meet the requirements.

hores T
(list all photos)

ST

Geneice Mathews

52,4\3»&. \_.bvh‘)&

John Gardner

Printed name Printed name Printed name
%’% G- JF \V\_,-ww\» Yo ABSH ;9 v 7{”)7[@?
Signature Date Signature Date Signatitre IDate

Voting Systems Certification Program

Created by the Colorade Secretary of Stute's Office
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Observations:

See notes on DB7-P3-701, and DB7-P3-703. Although the Automark unit does not tabulate votes,
due to the errors in programming by the voting system vendor, and the issues with the ballots provided
to the test board, the Automark device did not.mark ballots appropriately for casting the paper ballot
accurately. : S '

Findings:
The voting system does not meet the test requirements.

)

Geneice Mathews S one  LAWNG John Gardner

Printed name Printed name Printed name

bk ack SN | VS NN Y N Div 6% ZFQ———% ‘f/&'gr

Signature Date Signature Date Sighature ate

Voting Systems Certification - Testing Log rev. 2.1 Created by the Colorado Secretary of State's Office
approved 03/95/67
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o Department of State Secretary of State
1700 Broadway A ;
Suite 250 .iif Holly Lowder
Denver, CO 80290 Director of Elections

CDOS Certification Number: 2007-CDOS-ESS-001-0403
Manufacturer: B E 58

Application Date: 04/03/2007

CE7-P3 - 717

{This page infentionally left blank}
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2007-CDOS-ESS-001-0403

No electronic or electromechanical voting system shall be certified by the secretary of state unless
such system:
Counts votes correctly.

AR

8/30/2007] ..

Purpose:

The purpose of this test is to verify that the system

Pre_re isites:

®

| Instructions to voting system vendors.
tabulates the total number of votes as required DB -0 3N
herein. i DY ~0%-% A
I —
Test Procedures:

Automark system.

Document findings of processing ballots on the

i

The voting system will count votes correctly. Note seciﬁca!l any decks of balfots used for determination.

Variances Used During Testing:
N/A |

,-:L;? ; Ty

Voting Systems Certification - Testing Log rev. 2.1
approved 03/05/07

Created by the Colorado Secretary of State's Office
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The test log shall contain procedural steps used to conduct and evalnate the tests. At o minimum, these procedural steps shall incliede any items related to the setup, start,
process, measurements, shut down, retarting, stop and restoring the system us necessary.

Continue to next
fge...

Voting Systents Certification Program Created by the Colorado Secretary of State’s Office
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]

e HEOH

Documents 7
(list all documents)

(tist all videos)
DR PI- ot

puidle Gompensaiinsl@ontrols

Photos
(list all photos)

Geneice Mathews

John Gardner

Printed name

%L

Printed name

Signature

SATt  _\pavl ey AYBIT

Date Signature Date

Printed name
Sig}rﬂzmre “ Date

Voting Systems Certification Program

Created by the Colorads Secreiury of State's Office
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oting - Post Electiof CE7-P3 - 717

Observations:

See notes on DB7-P3-701, and DB7-P3-703. Although the Automark unit does not tabulate votes,
due to the errors in programming by the voting system vendor, and the issues with the ballots provided
to the test board, the Automark device did not mark ballots appropriately for casting the paper ballot
accurately.

Findings:
The voting system does not meet the test requirements.

Geneice Mathews e roanl Lo John Gardner
Printed name - Printed name Printed nan;e:_
Pt |t bodn WD S Ly
Signature Date Signature Date = Sr'gnarh‘é Date

Vating Systems Certification - Testing Log rev. 2.1 Created by the Colorado Secretary of State's Office
appreved 83/95/07
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Mauanufacturer: [ ] E.S S

Application Date: 04/03/2007
CE7-P3 - 718
a
: ’ {This page intentionally left blank}

Crented by the Colorude Secretary of State's Office

Veting Systems Certification - Testing Log rev. 2.1
approved 03/05/07
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_’:

such system:

votes for and against each ballot questicn and ballot issue for the polling place.

Can tabulate the total number of votes for each candidate for each office and the total number of

1-5-6150)m) No electronic or electromechanical voting system shall be certified by the secretary of state unless CE7-P3-718

8/30/2007 .

| Tl v |

I Purpose: Prerequisites:
The purpose of this test is to verify that the system Instructions to voting system vendors.
tabulates the total number of votes as required ] \)(b‘),- ¢~ T0\
herein. : ' a,
i Dy~ -20h ~syon
Test Procedures: Variances Used During Testing:
Document findings of processing ballots on the N/A
Automark system.
| |
el o E=L E@mﬁ Ll sl
The voting system will tabulate the total number of votes for each candidate for each office and the total number of votes for and against each ballot
guesticn and ballot issue for the polling place. T

Vating Systems Certification - Testing Log vev. 2.1
approved 03/05/07

Created by the Colorado Secretary of State's Office
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2007-CDOS-ESS-001-0403

CE-P3 - 718

The test log shall contain pracedural steps used to conduct and evaluare the tests. At a mininuim, these procedural steps shall include any lrems re!ared o the setup, smrt,
process, measurements, shut down, retarting, stop and restﬂrmg the .system as necas'smy

Continue to next
HTZCunr

Voting Systems Certification Program

Created by the Colorada Secretary of State’s Offiee
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Documenis No X |
(list all documents)

The voting system does not meet the requirements.

‘ Videos No Yes No
(list ail videos) I:I E (list all photos) E
DRE1 PR -l

Photos

ARty Comp T (T

Geneice Mathews

e rovne_ Lawdo

John Gardner

Yes D

Printed name Printed name Printed name
Syop !MML’N&_ %\’77[\5"‘7&
Signature Date Signature Date Stgndfure

it

Voting Systems Certification Frogram

Created by the Colorado Secretary of State’s Qffice
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Observations:

See notes on DB7-P3-701, and DB7-P3-703. Although the Automark unit does not tabulate votes,
due to the errors in programming by the voting system vendor, andthe issues with the ballots provided
to the test board, the Automark device did not mark ballots appropriately-for casting the paper ballot

accurately.

Findings:
The voting system does not meet the test requirements.

& i ¥
E it ik Gl L
Geneice Mathews St Lavde ' John Gardner
Printed name Printed name Printed name
FHF [y L Ak Al itz
Signature Date Signature Date < ngHGL{HFB Ddte

Voting Systems Certification - Testing Log rev. 2.1 Created by the Colorado Secretary of State's Office

approved 03/05/87
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Secretary of State
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Director of Elections
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CDOS Certification Number:

Manufacturer:

Application Date:

Veting Systems Certification - Testing Log rev. 2.1
approved 03/05/07
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ESS

04/03/2007

CE7-P3 - 719

{This page intentionally left blank}
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2007-CDOS-ESS-001-0403

15

()

45.5.2.1 8(c)(ii)

such system:

election.

No elecironic or electromechanical voting system shall be cerlified by the secretary of state unless

Can tabulate votes from ballots of different political parties at the same polling place in a primary

CE7-P3-719

Functional

~ AMO206450782

B

| Purpose:

The purpose of this test is to verify that the system
tabulates the total number of votes as required
herein.

Test Procedures:

Document findings of processing ballots on the
Automark system, : '

e voting sytem wil

. Instructions to voting system vendors,

!

I
'
'
b
i
3

Prerequisites:

DBY-€u- 30\
Do - A0 B

Variances Used During Testing:

N/A

Voting Systems Certification - Testing Log rev. 2.1
approved U3/05/07

Created by the Colorade Secretary of Stute's Qffice
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Ed Bl B ; = -
The test log shall contain procedural steps used to conditct and evaluate the lests. At n mininum, these procediral steps shall include any items related to the setup, start,
process, meastirements, shit down, retarting, stop and restering the system as necessary.

Conrinue 1o pext
agze...

Voting Systems Certification Program Crented by the Colorade Secretary of State's Office
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e ey

datrveiastalii)

| i . . S s ‘ ; —
Deocuments No/E/ Yes D Videos No D/r Yes D Photos No/ﬁ ’ Yes D

(tist all documents) (list all videos) (list all photos)

RRGATLIC

Geneice Mathews John Gardner
e v, Lawds
Printed name Printed name Printed name
Y] B2 \ymen bt ALOWY sﬁﬂ
Signature Date Signature Date S@’mmre

Voting Systenis Certification Program Created by the Colormio Secretary of State's Office
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2007-CDOS-ESS-001-0403

Post Electios

Observations:

See notes on DB7-P3-701, and DB7+-P3-703. Although the Automark unit does not tabulate votes,
due to the errors in programming by-the voting system vendor, and the issues with the ballots provided
to the test board, the Automark device did not mark ballots appropriately-for casting the paper ballot

accurately.

Findings:
The voting system does not meet the test requirements.

Geneice Mathews Sevvar Launds John Gardner

Printed name Printed name

Printed name

W 227 faamal baks Q35 (}’é\% 7/j 5;/?;

/ Signature Date Signature Date

Signature

Yoting Systems Certification - Testing Log rev. 2.1
approved 03/05/87

Created by the Colorade Secretary of State's Office
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Application Date: 04/03/2007

CE7-P3 - 720

{This puge intentionally left blank}
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The voting system shali provide a means for a voter to change the voter's selection prior to the voter
casting the ballot.

Functicnal

oSS Referencel) e
Automark

AMO206450782

ES&S

Purpose: Prerequisites:

The purpose of this test is to verify that the DRE has | DB7-P3-710
a means for the voter to change his or her selection »
prior to casting a ballot.

Test Procedures: . ) Variances Used During Testing:

Use test setup and programming from DBT;PS—?‘IO. N/A
Document findings of using the system.

The accessible comp

allow an elector to change the bllol selection before casting the ballot.

Voting Systems Certification - Testing Log rev. 2.1

Created by the Colorailo Sceretary of State’s Office
approved 03/05/07
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CE7-P3 - 720 |

The lest log shall contain procedural steps used fo conduct and evaluate the tests. At a minimum, these procedural steps shall include any Hems related to the setup, start,
process, measurements, shut down, retarting, stop and restoring the system as necessary.

2007-CDOS-ESS-001-0403

Continue to next
page..

Voting Systems Certification Program Created by the Colorade Secretary of State's Qffice
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(Tist all documents)

The voting sys

Yes []

(list all videos)

See video from DB7-P3-710

Photos
(list all photos)

See attached.

Geneice Mathews

Deseover Lpadm

John Gardner

Printed name

Signature

Printed name

i Tk A e

Printed name

2L

~=

Signafure Date

Date

7

Signiture 72) If;?

Voring Systems Certification Program

Created by the Coloraile Secretary of State's Office
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CE7-P3 - 720

r\‘ Observations:

See attached photos and video from DB7-P3-710. The voting system provides a review screen

allowing voters to change a selection prior to casting a vote.
— ;_,J
’ Findings: “

The voting system meets the test requirements.

Geneice Mathews pI— Lawds John Gardner
Printed name Printed name Printed name
é% P et e A == 2 plobe
Signature Date Signature Date Signdtitre

Voting Systems Certification - Testing Log rev. 2.1

Created By the Colorado Seeretary of State's Office
approved 03/05/07 .






State of Colorado ; Mike Coffman
Department of State ‘ Secretary of State
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Suite 250 Holly Lowder
Denver, CO 80290 Director of Elections

CDOS Certification Number: 2007-CDOS-ESS'00 1-0403
Manufacturer: ESS

Application Date: 04/03/2007

CE7-P3 - 721

{This page intentionally left blank}
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45.5.2.1.9; - - - -
45.5.2.8.2(0); Voters voting on DRE devices shall be able to navigate through the screens without the use of page

31.1.15: scrolling. Features such as next or previous page options shall be used.,

CE7-P3-721

i e 7T
Bl

Amark

Purpose: Prerequisites:

The purpose of this test is to verify thatthe DRE has ; DB7-P3-710
controls to move between pages such'as next or :
previous page. This also confirms that page .

scroliing is not necessary for the DRE.

Test Procedures: + Variances Used During Testing:

Use test setup-and programming from DB7-P3-710.
Document findings of using the system.

N/A. _

s controls {o page forward and page back without the need to scroll.

t oting system al

Voting Systems Certification - Testing Log rev, 2.1 Created by the Colorailo Secretary of State's Office

approved 03/93/87
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B

process, measurements, shut down, retarting, stop and restoring the sysfem as necessary,

neralon

Tt Nt

| CE7-P3 - 721 |

Continite to nexr
age...

Voting Systemns Certification Progrem

Created by the Colornde Secretary of Stute's Office
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e A i AR

AR

Na Yes [] | Videos No' []

(list all videos)

Dacuments
(list all documents)

”" Pimtas o No |:|
(list all photos)

See video from DB7-P3-710 See aftached.

Geneice Mathews e ol | ) John Gardner
Printed name Printed name Printed name
Pt L WO, W S 1151 ﬁ%\ 7’}3;[/0%
Signature Date Signature Date arire i

Vating Systems Certification Program Created by the Colorado Secretary of State's Office
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Pre Election - Votin CE7-P3 - 721
. TN
Observations: : ;
See attached photos and video from DB7-P3-710. The voting device uses. page features of next and
previous to nawgate through the screens.
. R B ; H\\
Findings: !
The voting system meets the test requirements.
Geneice Mathews Soprat. Lowde John Gardner
Printed name Printed name Printed name
7 it S (W VWO R/ W 1Y R - /Aﬂ\ Z’/Zé‘?
Signature Date Signature Date Sgnature Date
:"’ﬂ_‘-\‘:
Voting Systems Certification - Testing Log rev. 2.1 Created by the Colerade Secretary of State’s Office

approved 03/05/67
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Department of State Secretary of State
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CDOS Certification Number: 2007-CDOS-ESS-001-0403
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Application Date: 04/03/2007
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v |
{This page intentionally Ieft blank}
Voting Systems Certification - Testing Log rev. 2.1 Created by the Colorade Secretary of Stuie's Office

approved 03/65/67



2007-CDOS-ESS-001-0403 g

All DRE voting devices shall use touch screen technotogy or other technology providing visual ballot CE7-P3-722
display and selection. The veting system provider shall iInclude documentation concerning the use of _

touch screen or other display and selection technolegy, including but not limited to:
Technical documentation describing the nature and sensitivity of any other technology used to
display and select offices, candidates, or issues;

REesze/ e o] TR e A

Functional

Purpose: Prerequisites:

The purpose of this test is to verify that all DRE's use Instructions for voting system vendor.
a method of sensitivity that matches the system )

documentation. Any discrepancies shall be‘recorded

i
here. ’
Test Procedures: Variances Used During Testing:
Verify the documentation provided by the voting N/A

system vendor. :

The accessible component of the voting system shall have sensitivity of tactile input that matches documentation to display and select offices,

candidates, or issues.

Voting Systewms Certification - Testing Log rev. 2.1 Created by the Colorado Secretary of State's Office
approved 03/05/07

- o
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Lesalio,

CE7-P3 - 722 |

The test log shail contain procedural steps used to condnct and evaluate the tests. At a minimum, these procedural steps shall include any iters related to the setup, stari,
process, measirements, shut down, retarting, stop and restoring the system as necessary.

e

Conltinue to next
HEC,

Voting Systems Certification Program Created by the Colerade Secretary of State's Office
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2007-CDOS-ESS-001-0403

CE7-P3 - 722

Documents No
(list all documents)

{list all videos)

Yes [ |Photes

tos. No m‘ Yes
(list all photes) [:l

Geneice Mathews

Seovag. L a0

John Gardner

Printed nome Printed name Printed name
Lot FSTE |y b v Al g H {isfr
/ Signuture Date Signature Date Skefature ' Date

Voting Systems Certification Program

Created by the Colorado Secretary of State’s Office



2007-CDOS-ESS-001-0403

Observations:

The voting system provider did not supply the proper documentation to meet this requirement.

Findings:
The voting sytem does not meet the test requirements.

Geneice Mathews ot Lk John Gardner

Printed name Printed name Printed name

7-5F #asTuM-_C._ﬁdg_ B3 ;,___,% G IF
ignature

Signature Date Date S!gnamre ate

Voting Systems Certification - Testing Log rev. 2.1 Created by the Colorado Secretary of State’s Office
approved 93/05/07
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The voting system shall contain a control subsystem that consists of the physical devices and CE7-P3-723
software that accomplish and validate the following operations: —
Error Detection —the voting system shall contain a detailed list and description of the error messages IesiDan
that will appear on the voting devices, the controller (if any), the paper ballot printer, programmer, or -
any other device used in the voting process to indicate that a component has failed or is
malfunctioning.

o B el

AMO206450782

Purpose: . Prerequisites:

| The purpose of this test is to verify-that the voting "f N/A
system shall provide error messages that match the
documentation provided by-the vendor as requiired

herein. i
Test Procedures: _ Varignces Used During Testing:
Document error messages received and error N/A

messages in documentation.

feiiighis
Any e

g e T i
rrors discovered will be supported by documentation.

Voting Systems Certification - Testing Log rev. 2.1

Created by the Coloralo Secretary of State's Office
approved 03/05/07
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The test log shall contain procedural steps used fo conduct and evaluate the tests. At a minfmnum, these procedural steps shafl include any items related 1o the setup, start,
process, measurements, shut down, refarting, stop and restoring the system as necessary.

eslandiing S ek

Continue to next

g ..

Voting Systems Certification Program Created by the Colorado Secretary of State's Qffice
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Documents
(list all documents)

Yes JZ'

See aftached

Iy

NaD

Videos
(list all videos)

See video from Camera 3 on 9/5

Yes Z

Photos
(list all photos)

See attached

Geneice Mathews

Sevena Lavie

No Yes Z

John Gardner

Printed name

Signature

Printed name

[T W (i ff-%

Signature

Printed name

9;’/;/ L

Stsnature

Veting Systems Certification Program

Created by the Colorado Secretary of Stare's Office
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Observations:

See attached document and photographs. The error messages documented are not listed in the
Automark documentation for pollworker handling. Additionally, each case of errors involving printing
and/or ballots involves the pollworker removing the ballot from the insides of the device (see video)
exposing how the voter voted in every case of the error message in the photographs.

Findings:
The voting system fails to meet the test requireme_nts.

Geneice Mathews Suowe, Lduwde John Gardner
Printed name Printed name Printed name
W Ak OOV N 1 e ZZﬁF
Signature Date Signature Date Signature

Voting Systems Certification - Testing Log rev. 2.J Created by the Colorade Secretary of State's Office
approved 03/05/07
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Troubleshooting

3.4 Error Messages

Error messages are displayed on the touch screen monitor when
AutoMARK VAT detects a critical condition that requires operator
intervention to correct the problem before the selection process
can be continued.

The international symbol A may accompany various error
messages. These messages may or may not be translated into
the voter's native language. For this reason, the Jurisdiction
may wish to place a multi-lingual sign in the polling booth that
explains that the symbol means an error has occurred and they
should alert one of the election officials.

For example:

Automark Etror

f MullReferenceException

Please contact an Election Official. An error has eccurred.

Note

Any of the Error conditions listed below may result in an unstable system. If an
unrecoverable error message exists on the screen or the system is exhibiting
unstable behavior use the following methed io restart the system.

1. Make sure that you have election judges/ pollworkers from both parties

present.

2. Turn the keyswitch to the off position.

3. Press the OK button on the message box (if there is one).

4. If the system does not power off within 5 to 10 seconds, try pressing the

okay button again if it is still on the screen.

5. (Note: the system may take up to 30 seconds to turn off.)

After the system has powered off, turn the keyswitch ON again.

6. The system will reboot. If there is a ballot in the VAT, it will be ejected, and
any voting sessions that were in progress will have to be restarted. Note that if
the ballot was being marked when the error occurred, a security cover should
be placed over the ballot as it comes out, the ballot should be spoiled, and the
voter should be given a new blank ballot.

Note

Error messages are system alerts intended for Poll Workers. They will not
follow federal guidelines for text size or ADA accessibility.

28




Troubleshooting

The following table contains a list of error messages that may be
displayed, the probable causes and resolutions.

Error Message/Description

Probable Cause

Solution

ERROR - PAPER MISFEED

Ballot was inserted incorrectly
and the AutoMARK paper feed
mechanism was not able to
align the ballot for scanning
operations.

1. Open the top panel or the
rear clean out panel.

2. Remove the ballot.

3. Ifthe ballot is not
damaged, re-insert the
ballot correctly.

ERROR — PAPER JAM

Paper ballot was inserted
correctly, but the AutoMARK
VAT tractor feed mechanism
cannot move ballot into the
next position.

1. Open the top panel or the
rear clean out panel.

2. Remove the ballot.

3. Ifthe ballot is not
damaged, re-insert the
ballot correctly.

ERROR - Ballot Has Not
Been Recognized

System is unable to read
election information
programmed and/or stored on
the compact flash memory
card (FMC).

1. Shutdown AutoMARK

VAT.

Remove compact FMC.

Reprogram FMC with

correct data.

4. Touch the key switch with
one hand to discharge
any static build-up

5. Insert FMC in AutoMARK
VAT,

6. Starfup AutcMARK VAT.

Note: If the FMC allows for

manually |D haliot, the voter

will be allowed to selecta
ballot format if the AutoMARK

VAT does not recognize the

ballot upon insertion.

BN

General Error

-Examples include Argument
Out of Range Exceplion and
Null Reference Exception.

Probable cause is an error in
the software or a low memory
condition.

1. Make sure that you
have election judges/
pollworkers from both
parties present.

2. Turn the keyswitch to
the off position.

3. Press the OK button
on the message box
(if there is one).

4. If the system does not
power off within 5 to
10 seconds, try
pressing the okay

29




Troubleshooting

button again if it is still
on the screen.

(Note: the system may
take up to 30 seconds
to turn off.)

After the system has
powered off, turn the
keyswitch ON again.
The system will
reboot. if thereis a
ballot in the VAT, it wili
be ejected, and any
voting sessions that
were in progress will
have to be restarted.
Note that if the ballot
was being marked
when the error
occurred, a security
cover should be
placed over the ballot
as it comes out, the
ballot should be
spoiled, and the voter
should be given a new

blank ballot.
Area Error message/Description Probable Cause Solution
Startup Waiting for Flash Card | There is either no Try turning the system
to become available... flashcard inserted or the | off, waiting for 15 solid
(this may take 30 inserted flashcard is not | seconds with the
seconds or more)" complying with the system off, and then
export format. Ancther | turn the system on
cause for this in DV2.0 again. If the problem
machines is that the keeps repeating, then
system was not try a different compact
powered up properly flash card or have the
and the compact flash machine serviced.
card reader was not
enumerated propetly.
Starfup | There are nc ballots on | The Automark VAT Try a different compact
the Flash Card and file | library was not able to fiash card.
read error is seen. import the bhallots.
Turn OFF the machine There are no ballots
and check if a valid available for the GUI to
Flash Card is present. process.
Startup AutoMARK Datafile Read | Thereis either a missing | Try turning the system

Error.

Message :
Msg>

<system err.

Filename: <impacted

data file or a datafile is
not formatted right.

off, waiting for 15 solid
seconds with the
system off, and then
turn the system on
again. If the problem
keeps repeating, then
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file>

Please power-off the
system and replace the
flash card.

Touch the OK button
after you have turned
the keyswitch to the
OFF position.

try a different compact
flash card or have the
machine serviced.

Startup | Alert! A problem has The system detected Make sure the pin code
occurred. Please that the flashcard data is correct. See earlier
notify an election has been tampered and | instructions for
official. is not the original data unlocking the compact
Files have been that was exported. An flash card. If possible,
tampered with or wrong | additional cause could get a new compact flash
access code! be that the pin code that | card or data set.

was entered in the
unlock screen was not
the correct pin code for
this particular set of
data.

Startup Scanners have not been | The system has Make sure there is no
Calibrated. detected that there is ballot or paper located

something wrong with in the VAT. If the
the factory calibration of | problem persists, a
the ballct scanners or scanner calibration has
something is obstructing | to be performed by
the scanners. qualified service
personnel. See Section
15 of the System
Installation and
Maintenance Guide
AQS-31-5010-001-F.
Startup The ballot could not be | The system was not Restart the computer.
{(Win XP) | loaded. able to load the ballot

that the user attempted
to preview.
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Area Error message/Description Probable Cause Solution
Scanning | File read error. Displayed when a file Try turning the system
<Error numbers efror oceurred during off, waiting for 15 solid
the scanning process. seconds with the
system off, and then
turn the system on
again. If the problem
keeps repeating, then
try a different compact
flash card or have the
) machine serviced.
Scanning | Unknown scanner event This message and the This message and the
<event codes displayed event code displayed event code
should be reported to should be reported to
the Automark customer | the Automark customer
service team. service team.
Flash The Flash Card has been | System detected that Turn the key switch to
Card removed. Turn OFF the the flash card was the off position. (Touch

machine and insert a
valid Flash Card.

removed or tampered
with.

the key switch with one
hand to discharge any
static build-up.) Replace
the compact flash card,
if necessary, and then
turn the key switch to
the ON position.

™.
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L ar 2007-CDOS-ESS-001-0403

£ Nupmiber

1-5-615(1)(d)

No electronic or electromechanical voting system shall be certified by the secretary of state unless
such system: Permits each elector privately and independently to change the ballot or correct any
error before the ballot is cast, including by voting a replacement ballot if the elector is otherwise
unable to change the ballot or correct an error.

CE7-P3-724
25T

2T
)
i

Da

Automark

Purpose: - Prerequisites:
The purpose of this test is to verify that the -DR_E DB7-P3-701

allows for the voter to make changes privaf_ely and
I independently prior to casting the ballot as required

herein.
Test Procedures: - Variunces Used During Testing:
Document findings of processing ballots on the N/A

|| Automark system.

Voting system allows voter to ake changes rivatly and independ
is used if corrections are not allowed.

ently nces where a replacement ballot |,

Voting Systems Certification - Testing Log rev. 2.1 Created by the Colorade Secretary of State's Office

approved 03/05/07



By

The test log shall contain procedural steps used to conduct and evalnnle the tests. At a minimnum, these procedural steps shall include any items related to the setup, start,
process, megasurements, shut down, retarting, stop and restoring the system as necessary.

Continue to next
age...

Voting Systems Certification Progrant Created by the Coloredo Secretary of State’s Office



2007-CDOS-ESS-001-0403

Yes w Phota T No Al sr
% (list all photes) /ﬂ

See attached.

. : . : LS)
ocuments o 1 Yes D -. No | “ -
; I;B: (list all videos)

(list all docaments)

fohfi> Gty Commtts.

The voting system does not meet the requirements.

Geneice Mathews SR uw John Gardner

Printed name Printed name Printed nante

bR L \1M L I ; 7 f
Date Signature %wg:z}[ﬂ’ .S&gﬁ'arure / J ff):'y

Voting Systems Certification Program Created by the Colorado Secretary of Stare's Office

Signature




2007-CDOS-ESS-001-0403

CE7-P3 - 724

Observations:

See attached photo. The voting system does not provide privacy to _méet this requirement.

Findings: -
The voting system does not :'meet the test requirements.

Geneice Mathews S HAMA, \/hw‘m John Gardner
Printed name Printed name Printed name
G, 5 ot MR 2 e
/ Signature Date Signature Date Signature Dite
.’P—_‘-'n.
Voting Systems Certificafion - Testing Log rev. 2.1 Created by the Colorado Secretary of State's Gffice

approved 03/05/07
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