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Rule or Statute 2007-CDOS-ESS-001-0403 Test Number
45.5.2.6.1(N(k)(ii -

(R As of March 31 2008, voting systems submitted for certification shall meet the following minimum BD1-P3-10
requirements for removable storage media with data controls: All non-voting data sfored shall be —
authenticated, validated and encrypted in accordance with cryptography requirements of subsection 7w TestDate
{c)(vi) of this requirement;
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The Purpose of this test is to:
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N/A until after 3/31/2008
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2007-CDOS-ESS-001-0403

BD1-P3 - 101

The test log shall contain procedural steps used to conduct and evaluate the tests. At a minimum, these procedural steps shall inelude any items related 1o the setup, start,
process, measurements, shut down, retarting, stop end restoring the system as necessary.
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" Rule or Sfatmj( R 2007-CDOS-ESS-001-0403 Tesr_Namber
45.5.2.6.1(F) (k)i
®ka) As of March 31 2008, voting systems submitted for certification shall meet the following minimum BD1-P3-102
requirements for removable storage media with data controls: All voting data stored which includes :
vote records, ballot images, tally data and cast votes, shall be authenticated and validated in - Test Date
accordance with cryptography requirements of subsection (c)(vii) of this requirement; J
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»oPrerequisites:

The Purpose of this test is to:

Test Procedures:
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N/A untl after 3/31/2008

Voting Systems Centification - Testing Log rev. 2.1

Page 1342 Created by the Colorado Sccretary of State's Office
approved 83/05/07



2007-CDOS-ESS-001-0403

The test log shall contain procedural steps used to conduct and evalnate the tests. At a minimum, these procedural steps shall incinde any items related to the setup, start,
process, measurements, shut down, retarting, stop and restoring the system as necessary.
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Sty 2007-CDOS-ESS-001-0403
455.255

If a vote tabulation device employs the use of removable memory storage devices, the devices shall BD1-P3-103
allow for an alternate method of transfer of audit records if the device and/or memory storage device

is damaged or destroyed.

V5127916

II713’mf'gose:: _ - - Prerequisites:

The purpose of this test is to verify thatthe. DB1-P3-101 = -
removable media devices allow for.an alternate
method to transfer the audit records should the
device and/or the storage media be damaged or "
destroyed. B AR

Test Procedures: o Variances Used During Testing:

Use DB1-P3-101 for testing, voting and ballots. ~ ~ N/A
After completing the tests, document the process for
recovering data through a method of redundancy. - -

Ficpes

The voting system hall have at least one method of redundancy where removable media is sed and provide or transfero audit records.

Voting Systems Certification - Testing Log rev, 2.1 Created by the Colorado Secretary of State’s Gffice
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Hest Number
BD1-P3 - 103

2007-CDOS-ESS-001-0403

The test log shall contain procedural steps used to conduct and evaliate the tests. At a mininum, these procedural steps shall include any items related to the setup, start,
process, measirements, shut down, retarting, stop and restoring the system as necessary,
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Documents No [] Yes No [
(Tist all documents) (Tist ail videos)
See Attached.

The voting system meets the test requirements.

Photos

No

(list ail photes})

See Attached.
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Observations:

See attached photos and screen shots. The system has the capability of storing results in three
places - PEB (after close of polls), Compact Flash and internal memory banks (during voting). The
screen menus allow for a push of the data to new compact flash cards or PEB's as source of
redundancy. Additionally, the internal memory chip can be removed-and placed into the AR machine
for "Auto Recovery" (see notes on trusted build). Finally, the compact flash can be removed from the
device and copied onto another compact flash card to transfer audit:and vote data.

Fmdmgs. .
The votmg system meets the test reqwrements

£
4

Geneice Mathews John Gardner
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TSET.TXT
Terminal Settings

Terminal serial Number: v5127916->

PEB Serial Number: PS218841-_

Terminal Battery voltage: 9.12 v oK

PEB Battery Voltage: 3.51 v OK

PEB Firmware version: 1.07

Terminal Firmware Version: 9.1.6.2 Created 07/07/06 08:30
current Time / Date: 11:01:25 09/08/2007
Terminal Mode: Closed

Audio Enabled: No

Audio Volume Setting: 255

Public Count: 5

Protective Count: 2581

vote Button Beep Off Time: 250

Vote Button Beep On Time: 750

Vote Button Beep Count Setting: 1

Zoom Enabled: No

RTAL Enabled: Yes

RTAL View window Size: 4.,5"

Progress Bar Enabled: Yes

Touch Screen Calibrated: Yes

Back Light Time oOut: 180 seconds

Spanish Enabled: No

Daylight Savin%s Time Enabled: Yes

Text System Files Status: N/A - (Compact Flash required)

Page 1



Election Settings
official Election Name:
Location Ip Number:
official Location Name:
Election Close Time & Date:
Terminal Serial Number:
PEB Serial Number:
Current Time & bate:
Coded Ballot Entry Supported:
Coded Ballot Mode:
Reguire Coded Ballot Entry:
Coded Ballot Prompt:
Terminal Locked:
Ballot Database Type:
Audio Election:
Compact Flash Required for:
Require Coded Ballot Entry:
Activation Mode:
Number of Languages Programmed:
Straight Party Early Cast Enabled:
Straight Party Clear Enabled:
Results Tapes (# of Tapes):
Zero Tapes (# of Tapes):

Individual Results Tapes (# of Tapes):

Individual Zero Tapes(# of Tapes):
Print summary Report Only:
Keyed Precinct Entry Enabled:
Printer Model Supported:
Require One Vote Enabled:
Under-vote Report Enabled;
summary Review Ballot Setting:
Ballot

Election Type:

Candidate selection:

Real-Time Audit Log Printer:
Modem Enabled:

Expanded Summary Enabled:
controlling Contest Rules:
Screen S$ize:

Auto-candidate De-Select Enabled:
RTAL Enabled:

Oopen Primary Preview Ballot:
Soft Cast Enabled:

Ballot Display Count:

Ballot Cancel Mode:

ELEC.TXT

%007 GEN ELECTION 2 PAGE BALLOT

CITY OF GOLDEN TOWN
19:00:00 12/30/2007
v5127916->
PS218841-_

11:01:42 09/08/2007
Yes

Not Counted

NO

PROVISIONAL OR CODED
No

Bitmap

No

Bitmap

NO
Poi1l Worker Activation
1

No
No
1
1
0
0
Summary Report oOnly
NO

Seiko Printer

NO

Yes

vote Button active on last page of Summary

General

ATl of candidate Area
FutureLogic Printer
NoO

Yes

Type D Recall

Bitmaps are for 15 inch screen
No

Yes

NO Preview

NO

4

Cast Vote or cCancel

Page 1
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N Finding RTAL-Printer Model & Firmware Version

The RTAL firmware is loaded when the printer is manufactured. The
RTAL-Printer requires the most current version of printer firmware to get
the full benefit of its capabilities. To find what is the most current printer
firmware version for your RTAL-Printer, contact your ES&S
representative or call ES&S.

Note: If necessary, a visit can be scheduled for an ES&S
Technician to come to your site and upgrade the firmware of all of
your RTAL-Printers. Otherwise, if just a couple of your RTALs
need firmware upgrades, they can be sent to ES&S for the
upgrading. For details, contact your ES&S support representative.

To determine the model number of your RTAL-Printer and what firmware
version is currently loaded on the printer, do the following:

1.

Load a roll of paper into the RTAL (See the Load New Roll of Paper
into RTAL in this appendix.).

With the RTAL-Printer off (unplugged), press and hold the FEED
button as you plug in the printer. The RTAL will automatically print
its Model number and loaded firmware version. For example:

Model: PSA-80V-LS
Firmware: PloPrt v007 PTKT-0.01

Cleaning RTAL-Printer

The RTAL-Printer can be cleaned by gently vacuuming to remove any
paper debris found within the printer.

1.

Grasp the back of the printer’s hinged cover and carefully move the
cover forward and up to access the inner workings of the RTAL-
Printer.

Before vacuuming, remove any scrap paper left within the printer,
including any pieces left on the Take-up Spool.
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. RuleorStatite 2007-CDOS-ESS-001-0403 . Test Number
45.5.2 6ARHKNID

As of March 31 2008, voting systems submitted for certification shall meet the following minimum BD2-P3-201
requirements for removable storage media with data controls: All nen-voting data stored shall be

authenticated, validated and encrypted in accordance with cryptography requirements of subsection " _TestDate

(c)(vi} of this requirement; G-t

Test End Date/Timé

Eeta o

T Crass Ré:j:erencig 1.

" Test Type (D,F,B)

Functional

- EqType -

PCOS

'+ Crogs Refetence 2 -

_-Equipment Model

M100

- Serial nusiber’

:Cross Reference 3. |

" Manufacturer.

ES&S

Purpose:

The Purpose of this test is to:

i

Test Procedures:: ;. .

This rule sec’ﬁon ,|s Not Appllcable until after
3/31/2008 '

Variances Used During Testmg

N/A until after 3/31/2008
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' 2007-CDOS-ESS-001-0403

The test log shall contain procedural steps used to conduct and evaluate the tests. At a minimum, these procedural steps shall include any items related 1o the setup, start,
process, measurements, shut down, refarting, stop and restoring the system as necessary.
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Confinue to next
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" | BD2-P3 - 201
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Rule-or Statute ..
45.5.2.6.1(H{k){{)

2007-CDOS-ESS-001-0403

Test Number

Cross Referencel.

. Cross Reference2 -

v CrossReference 3" "

As of March 31 2008, voting systems submitted for certification shall meet the following minimum
requirements for removable storage media with data controls: All voting data stored which includes
vote records, ballot images, tally data and cast votes, shall be authenticated and validated in
accordance with cryptography requirements of subsection (c)(vii) of this requirement;

BD2-P3-202

Test Dalte

E g

Test End Date/Time

R

IR

‘Test Type' (D,F,B) -

Functional

“Eg Type

PCOS

Equipment Model

M100

" Serial number

. :Mannfacturer

ES&S

TSt Proceditr elSpecificat
B M i decificatio

Purpose:

The Purpose of this test is to:

Test Procedures:

This rule sectldn is Not Appltcable
3/31/2008

= Prerequisites:

. " Yariances Used During Testing:
untll after 3" e b in

N/A until after 3/31/2008

Voting Systems Certification - Testing Log rev. 2.1
dpproved 03/05/07
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2007-CDOS-ESS-001-0403 (i,

BD2-P3 - 202

The test log shall contain procedural steps used to conduct and evaluate the tests. At a minimum, these procedural steps shall include any items related to the setup, start,
process, measurements, shut down, retarting, stop and restoring the system as necessary.

A

IE

G e Ha

MNIA bl e Ol —

= R-3-0%

Confinue to next

Voring Sysiems Certification Progrom

Created by the Colorado Secretary of State's Office



2007-CDOS-ESS-001-0403

BD2-P3 - 202

Documents
(tist all documents)

Videos
(list all videos)

Photos
(list all photos)

“This togt 1z not Apphialle
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Observations:

Findings:
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Signature
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. Rule or Staite. 2007-CDOS-ESS-001-0403 Test Number

4566.2.5.5
If a vote tabulation device employs the use of removable memory storage devices, the devices shall BD2-P3-203

allow for an alternate method of transfer of audit records if the device and/or memory storage device

is damaged or destroyed. " Test:Date

&1y T

Test End Date/Time

gy R

T CowReerenee] . TestType DB

Functional

PCOS

*: Cross Reference -

EquiphentModel

M100

Serial nunther

5. Cross Refetinice

- =
202 2u VZCJ‘H =

 Manufucturer ~

ES&S

Test Procedures

Purpose:

The Purpose of this test is to:

= Vanances Used During Testmg

e |

There are no formal test procedures assomated W|th
this test. The procedure fo using the

“is located in the
sectlon of the :
gmde Refer to test

log section for steps taken

Cof Bee-pszal

e

sy

The voting system shall have at least one method of

undancy where removable media is used and provide for transfer of audit records.,

Voting Systems Certification - Testing Log rev. 2.1 - Page 1350 Created by the Coloradn Secretary of State'’s Qffice

approved 03/05/07



2007-CDOS-ESS-001-0403

The test log shall contain procedural steps used to conduct and evalunte the tests. At a minimum, these procedural steps shall include any items related to the setup, start,
process, measurements, shut down, retarting, stop and restoring the system as necessary.
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The PC Card

The Model 100 uses PC Cards to store the scanner’s election definition, audit log
and other election-specific information. Data on the PC Card exists in one
sequential block, which is updated each time the Model 100 scans a ballot. Use
PC Cards with a memory capacity of 256KB (kilobytes) or 512KB.

™ Note: Use PC Cards with a memory capacity of

4MB or 6MB for early voting.

Scanner Controls

The Menu

The four external buttons below the Model 100 LCD message screen control all

scanner functions. Push the button below a menu option on the display screen to
navigate Model 100 system menus.

Display

The Model 100 display screen contains four message areas. The top-center line of
text on the screen identifies the current menu. The message in the top left comer
identifies the status of the scanner. For example, “S-MODE” indicates that the
operator has turned the scanner control key to the OPEN/CLOSE POLL position
and the Model 100 is in supervisor mode. The message on the top right of the
screen displays the scanner’s battery status. The message “NO-AC” indicates that
the scanner is using battery power. The lower line of text identifies available menu
options. Press the button below a command to select a menu option.

. Current Title
Supervisory Menu Type of Power
Mode Indicator Source

Menu Option
Control Buttons

| ~gor -¢d -EaQ
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T State of Colorado

Department of State
1700 Broadway

Suite 250

Denver, CO 80290

Mike Coffman
Secretary of State

Holly Lowder
Director of Elections

CDOS Certification Number:
Manufacturer:

Application Date:

Voting Systems Certification - Testing Log rev. 2.1
approved 03/05/07
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Election Systems and Software (ESLS)

04/03/2007

BD7-P3 - 701
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Rule or Statute 2007-CDOS-ESS-001-0403 Test Number
45.5.2.8.A00KN1 [ Firareh 31 2008, voting systems submitted for certification shall meet the following minimum BD7-P3-701
requirements for removable storage media with data controls: All non-voting data stored shall be — -
authenticated, validated and encrypted in accordance with cryptegraphy requirements of subsection _ Test P_afe
(c){vi) of this requirement; B
9z (=2 -
Te;i‘ﬂ_r_:d_ pata/!‘ime e
S{vfox
Cross Reference 1 ‘ Tg‘SI T:Vpem,F,B) )
Functional
- Eq Type
.. Cross-Reference2 : . -Egtiipmént:Model
Automark
 Serial number
o (Cross Reference 3. -
Manufacturer
ES &S
Purpose: Prerequisites:
The Purpose of this test is to: M/ ]

Test Procedures:

i o i '.‘VarianéésjUsedDurin TeS“" L
This rule sectic}h‘ ié;N.Qt':Appl_icable until afte'r';:‘ o : o
3/31/2008 G

N/A until after 3/31/2008

Voting Systems Certification - Testing Log rev, 2.1

Page 1366 Created by the Colorade Secretary of State's Office
approved 03/05/07



2007-CDOS-ESS-001-0403

B

The test log shall contain procedural steps used to conduct and evaluate the tests. At a minimum, these procedural steps shall include any items related teo the setup, start,
process, measitrements, shut down, retarting, stop and restoring the system as necessary.

BD7-P3 - 701

Cenyinue fo next
18ECns

Voting Systems Certification Program

Created by the Colorade Secretary of State's Office



tion - Voting - Post

2007-CDOS-ESS-001-0403

Documents No E
{Iist all documents) d

Yes [ ]

Videos No E Yes [] |Photos No)z ves [

(list all videos)

A Mathevwos

(list all photos)

Printed name

bt~

Signature

Date

Printed name

Miedner. ﬂ . fﬁﬁvwﬂc ?ﬁ
Prifited name

VX aCkl Mﬂ%ﬁ/ 9.40.07 JAbs Gprride. ﬁ%ﬁ»{*v-'

Signature

Date Signature

Vating Systems Certification Program

Created by the Colorado Secretary of State's Office



2007-CDOS-ESS-001-0403

BD7-P3 - 701

Observations:

M

Findings:

VA

G . Mathew,s

Printed name

A L

/ Signature

797

Date

i g e A

e L Cotmureec

Printed name

%Q%%ﬁﬂm‘%;
ortichartd Al 9007 /<"/’9 A%@Z
Date Siéﬁature ¥ Date

Signature

Veting Systems Certification - Testing Log rev. 2.1
approved 03/05/07
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Y State of Colorado Mike Coffman
“ Department of State Secretary of State
1700 Broadway
Suite 250 Holly Lowder
Denver, CO 80290 Director of Elections

CDOS Certification Number:
Manufacturer:

Application Date:

TN

Voting Systems Certification - Testing Log rev. 2,1
approved 03/05/07

2007-CDOS-ESS-001-0403

Election Systems and Software (ES S)

04/03/2007

BD7-P3 - 702
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Rule or Statute
45.5.2.6.1(A()(I)

2007-CDOS-ESS-001-0403

Test Number

As of March 31 2008, voling systems submitted for certification shall meet the following minimum
requirements for removable storage media with data contrels: All voting data stored which includes
vote records, ballot images, tally data and cast votes, shall be authenticated and validated in
accordance with cryptography requirements of subsection (¢){vii) of this requirement;

) _Cros; Referenced

 Cross Rejbredce—z -

‘Cross Reference3:

BD7-P3-702

Test Date

[ /cri |

“Teernd Date/Ttme

“ {4-[0‘:(,—

“Test Type (D,F,B).

Functional

Eg Type .

Amark

--Equipment Model.

Automark

Serial number

" Manufactirer .

ES&S

Purpose: e

Prerequisites:
The Purpose of this test is to: L

Test Procedures:

This rule sectlon is: Not Appllcable until after
3/31/2008

nfa

. Variances Used During Testing: .

N/A until after 3/31/2008

Voting Systems Ceriification - Testing Log rev. 2.1

Page 1368
approved 03/05/07

Created by the Colorado Secretary of State's Office



2007-CDOS-ESS-001-0403

The test log shall contain procedural steps used to conduct and evaluate the tests. Af a ntinimum, these procedural steps shall include any items related to the setup, start,
process, measurements, shut down, retarting, stop and restoring the system as necessary.

Continue to next
age...

Voting Systems Certification Program Created by the Colorads Seeretary of State’s Office



. Documents Neo |a
(list all documents)

Videos
(list all videos)

{list all photos)

C - WMathowss

§7/ 7%

Printed name

Signature

s el s ol apy beabla

ﬂﬂm [.ému&zo

vl 5

Signature

y A 8.10.07

N f ge ?{

e

Voting Systems Certiftcation Program

Created by the Coloraide Secretary of State's Office
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Observations:

Findings:

N

& . Mathsw s

Mo e L éﬂ#‘}wgu_

Sk b oo —

Printed name Printed name Printed name
é\ A §por wl/  9.10.07 n‘/‘ﬂ\ﬁ%l@
/ Signature Date Signature Date Sigrature " Ddte

Voting Systems Certification - Testing Log rev. 2.1
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™, State of Colorado Mike Coffman
Department of State {/. Secretary of State
1700 Broadway ﬁ
- Suite 250 ; Holly Lowder
Denver, CO 80290 Sy Director of Elections
.,"I 8 i e
S QIR
CDOS Certification Number: 2007-CDOS-ESS'001 ‘0403
Manauafacturer: ESS
Application Date: 04/03/2007
-7/_*\}
BD7-P3 - 703
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2 2007-CDOS-ESS-001-0403

456.25.5

is damaged or desfroyed.

If a vote tabulation device employs the use of removable memory storage devices, the devices shall
allow for an alternate method of transfer of audit records if the device and/or memory storage device

i
Purpose: _

The purpose of this test is to verify that the
removable media devices allow for an alternate
method to transfer the audit records should the
device and/or the storage: media be damaged or
destroyed.

Test Procedures:,

N/A

" ]

Prereguisites:

N/A

Variances Used During Té:sfing:

N/A

The voting system shall have at least one methodof redundancy where removable media is used and provide for transfer o

Voting Systems Certification - Testing Log rev. 2.1
approved 03/05/67

Created by the Colorado Secretary of State’s Gffice




tion - Voting - Post

ininmim, these procedural steps shall include any items related to the setup, stort,

Coutinue to uext
nge..

Voting Systems Certification Program
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2007-CDOS-ESS-001-0403

Documents No [ Yes [] | Videos No Yes []
(list all documents) (Tist all videos)

Photos No P Fes
(tist all photos)

John Gardner

Printed name

Geneice Mathews
W pune L (et
Printed name Printed name
st usdost S 9.0.07
Signature Date Signature Date

Si; gﬁpﬁ:re ‘Date

rd

Voting Systems Certification Program

Created by the Colorado Secretary of State's Qffice



2007-CDOS-ESS-001-0403 T

N
o Observations: \

The voting system does not use removable media for storage of votes. The media is simply used for

the presentation of ballots on the screen by the device.
/\ Fmdmgs. ; o S

This test is not applicable for this voting device. ;([n ﬂumﬂ%é’d.m st a M Hobehiliin copien

&/
Geneice Mathews . John Gardner
Printed name Printed name Printed name
oot bl ety 9007 f‘j Ve 5
Signature Date Signature Date StgHtture hte

N " SN
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