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ELECTION SYSTENS

5. Election Support

5.1. Smart cards

There are three different types of access cards: voter access cards, Supervisor cards, and Central
Administrator cards. voter access cards are encoded by pollworkers, given to voters, used once, and then
returned to the pollworkers. Once a ballot has been cast with a voter access card, the card is deactivated
and needs to be re-encoded with ballot information before it can be reused.

Supervisor cards are given to designated pollworkers and used to exit the Official Election screen and
access the pollworker functions, such as encoding voter access cards. Supervisor cards are also usad to
end voting on the AccuVote-TSX unit at the end of an election.

Central Administrator cards can be used by election administrators to access the administrative menu
interface. They may also be used in lieu of a pollworker card to access pollworker functions, but it is not
recommended that Administrator cards be distributed to pollworkers. Both Supervisor cards and voter
access cards are required on election day.

5.1.1. Encoding voter access cards

Voter access cards are purchased from Diebold Election Systems and supplied to pollworkers by election
officials. Voter access cards allow voters to vote on the AccuVote-TSX units, Pollwaorkers are generally
responsible for encoding these voter access cards on election day.

5.1.1.1. Encoding voter access cards on the AccuVote-TSX unit
To create voter access cards:

« Enter the Supervisor card into the AccuVote-TSX unit

« Enter the password

+ Remove the Supervisor card when prompted to do so

o On the Election Interrupt screen, press the Create Voter Cards button to access the Create Cards
screern.

© Diebold Election Systems, Inc. 2005 51 AccuVote-TSX Pollworker's Guide
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Figure 5-1. Create Cards screen

e Insert a voter access card into the smart card reader. If the voter access card is incorrectly
inserted, the operator is prompted to insert the voter access card in the proper orientation.

» If the card is already encoded, the Create Card button will change to Clear Card. Touch the Clear
Card button to clear all data on the encoded voter access card before re-encoding.

¢ Select the desired precinct. For a primary election, select a party from the Party column as well.
» Verify that the Description Text field matches the precinct or precinct/party combination selected.
« For audio ballots, select the Audio Ballot check box.

» Select the Hide Ballot check box to suppress the visual display while voting the audio ballot.

s Select the Magnify check box to display the visual ballot with magnification.

» For provisional voter access cards, select the Provisional check box.

« To encode a voter access card for a provisional ballot, enter the provisional voter ID in the 1D field
using the keypad (activated by touching the electronic keypad icon). Provisional ID must be non-
zero. It is not possible to encode multiple voter access cards on any AccuVote-TS unit with the
same Provisicnal ID.

+ Touch the Create Card button.

© Diebold Election Systems, Inc. 2005 5-2 AccuVote-TSX Pollworker's Guide
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« Once the voter access card has been encoded, remove the encoded voter access card and
continue encoding voter access cards.

« When all voter access cards have been encoded, touch the Close button in the Create Voter
Access Card screen.

» Toremove a voter access card without encoding it, touch the Eject Card button to eject the card
from the smart card reader.

When you have finished creating voter access cards, touch the Close button to return to the Pollworker
Screen. If you are also using this AccuVote-TSX unit for voting, then press the Resume Voting button.

5.1.1.2. Voter Card Opfions

When creating a voter access card, the Voter Card Options on the Create Cards screen can be used to
specify the following:

Audio Ballot: Creates an audio ballot. An audio ballot is normally pfayed through the headphones
and voted via numeric keypad.

Hide Ballot: This option is only available when Audio Ballot is selected. Selecting both Audio
Bailot and Hide Ballot creates an audio ballot with no visual display on the screen.

Magnify Display: Creates a standard ballot whose visual display is magnified,
Provisional: Creates a Provisional ballot.

Audio Ballots:

The Create Cards screen can be used to create Audio ballots.

Te create an audio ballot, touch the Audio Ballot checkbox. If you would like this ballot to be hidden, leave
the Hide Ballot checkbox selected, as it will be by default when Audio Ballot is selected.

To display the audio ballot in normal text, deselect the Hide Ballot option. To display an audio ballot with
magnified text, select Audio Ballot, then deselect the Hide Ballot option and select the Magnify Display
checkbox.

Provisional Ballot:

When creating a Provisional Ballot, a unique Provisionat Voter ID needs to be entered. Select the
Provisional checkbox and then touch the keyboard icon. Then type in a unique Provisional Voter ID code.

5.2. How voting works

Unitke with paper ballots, ballots on the AccuVote-TSX are automatically configured to the voting rules. In
other words, the voter cannot over vote a race. For example, if voling a preference race, the races
available to vote will be influenced by the party selected in the preference race; unlike with paper ballots,
other races will not be displayed. If voting a straight party race, then party candidates will automatically be
selected {and can be de-selected with votes changed, if desired).

Note: There are settings in GEMS that affect layout and function of ballots displayed on the AccuVote-
TSX. Information you include in your Pollworker's guide will depend on the options you have selected in
your GEMS database. Please see the Ballot Station 4.6. User's Guide for descriptions of these settings.

The examples in this guide show ballots configured with the defauit settings in GEMS.
Vote the ballot as follows:

+ The voter inserts the voter access card until it clicks.

© Diebold Election Systems, Inc. 2005 5-3 AccuVote-TSX Poliworker's Guide
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The purpose of this test is to allow only authorized
|| operators to conduct the post election audit. ;

Test Procedures:
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11.5.4.7 For Direct Electronic Devices (DREs) that do meet the requirement of section
1-5-802, C.R.S., used for any function of counting ballets in an election, after
the close of the polls, the designated election official will manually verify all of
the voter verified paper record produced with the report generated for that
specific devices, which contains the election summary report. The Secretary of
State shall randomly select two races to be manually verified.

11.5.4.8 The actions of the random audit as identified in this section are to be observed
by at least two members of the canvass board. The designated election official
may appoint additional deputized clerks to assist in the functions of the audit.

11.5.4.9 If there are discrepancies in the audit, the canvass board or the designated
election official’s deputized clerks shall:

11.5.4.9.1 First, manually verify the results as many times as necessary to
confirm that there is no discrepancy in the manual count;

11.5.4.9.2 Second, take any additional steps as necessary to check for voter
error, which shall include but not be limited to: over-votes, stray
marks on the ballot, or other voter intent indicia; and

11.5.4.9.3 Third, review the sifuation and take action as necessary in
accordance with the canvass board’s powers as set forth in part 1 of
Article 10 of Title 1 Colorade Revised Statutes.

11.5.4.10 At all times relevant to the Post-Election Audit, the designated election official
— or the deputized clerks or the canvass board shall take every precaution
necessary to protect the confidentiality of the ballots cast by the electors.

11.5.4.11 Upon completion of the audit, the designated election official shall promptly
report the resuits of the audit to the Secretary of State’s Office. The report
shall be submitted foilowing the completion of the audit and up to and including
5:00 pm on the last day of the canvass. The report shall contain:

(a) The make, model and serial number of the voting device that was
audited.
{b) The number of ballcts originally counted by the device or the number of

ballots audited as identified in paragraph (d) of this section;

(©) The count of the specific race or races as provided on the summary
report printed at the close of polls or the report generated for the audit;

{d) The count of the specific race as manually verified; and
{e) The signature of the canvass board and the designated election official.
11.5.4.12 The report may be sent by any of the following three methods: E-mail:

voling.systems@sos.state.co.us; Subject line = County Number, County
Name, POST-ELECTION AUDIT; or via facsimile to: 303-859-4861 attn:
Secretary of State, Voting Systems Specialist; or via First Class Mail to
Colorado Department of State/ Attn:  Voting Sysiems Specialist/1700
Broadway — Suite 270/Denver, CO 80290.

(116 Procedures for Voter-Verifiable Paper Audit Trail (V-VPAT)
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11.6.1 Security

11.6.1.1

11.6.1.2

11.6.1.3

11.6.1.4

The V-VPAT record is considered an official record of the election, pursuant fo
section 1-5-802. All security procedures related to election ballots shall apply
to V-VPAT records. '

The housing unit for any V-VPAT record to be used in the election shall be
sealed and secured prior to any votes being cast for the election.
Documentation of the seal number(s) must be maintained and noted prior to
voting, and at the conclusion of voting.

(a) Election Judges shall attest to the V-VPAT record having no votes
included on the paper record prior to the start of voting, and prior to the
installation or replacement of a new V-VPAT record.

If a DRE with V-VPAT is used during early voting, the seal number{s} must be
recorded at the beginning and end of each voting day.

At the Close of the polls, the V-VPAT records will be transferred to the central
office in the same manner as any paper ballots. In the absence of paper
ballots, the V-VPAT records will be transferred to the central office in the same
manner as any memory cards containing electronic ballots.

11.6.2 Anonymity

11.6.2.1

11.6.2.2

11.6.2.3

11.6.24

As Amended 5/30/07

The Election Official shall put measures in place to protect the anonymity of
voters choosing to vote on DREs during the voting periods. These measures
shall include:

(a) Encouraging poll workers to perscnally vote on DREs when possible to
ensure more than one vote will be cast on the device.

b) Appropriate marking in Poll Book or other voting list indicating voters
choice to vote on DRE with the words: “Voted DRE”, or similar in place of
paper ballot information. No record shali be kept indicating the order in
which pecple voted on the DRE, or which V-VPAT record is associated
with the voter.

(c) When more than one DRE is available at a voting location, the voter shall
be given the choice as to which DRE they would like to vote on, to the
extent practical.

(d) Encouraging or allowing any and all voters the opportunity to vote on a
DRE if desired.

Any report or export {electronic or paper based} generated from an Electrenic
Pollbook shall remove the dateftime stamp from the record and not use this
field as a sort method. Any assignment of Record IDs, Key ID, or Serial
Number stored in the database of votes shall be randomly assigned.

Any Pollbook, electronic, paper or otherwise shall not be exposed to the same
people at the same place who have exposure to the V-VPAT records.

The examination of the V-VPAT record shall always be done by at least two

witnesses.
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11.6.3 Storage

11.6.3.1 The storage of the V-VPAT records must be consistent with storage of Paper
Baliots pursuant to section 1-7-802.

11.6.3.2 Individual spools containing V-VPAT records must contain the following catalog
information affixed to the spool:

{a) Date and Name of Election;

(b} Name of Voting Location;

{c) Date(s) and Time(s) of Voting;

{d) Machine Serial Number of DRE Associated with the Record; and

{e) Number of spools associated with this machine for this election (i.e. "Spool 1

of 1’i or “Spool 1 of 2°, ete.).
N - t‘-‘ e —-!
L 11633 {Light sensitive storage containers shall be used for the 25 month storage
! fperiod to ensure the integrity of the V-VPAT paper record. Containers shall be
'\ sealed, with record of the seal numbers maintained on file and signed by two
. elections officials.

11.6.3.4 ' A master catalog shall be maintained for the election containing the complete
total number of V-VPAT spools used in the election,

11.7  Escrow of County Election Setup

11.7.1 No later than 5:00pm on the seventh (7th) day prior to any election, the designated
election official shall deposit a copy of the election setup records with the Secretary of
State’s office by mail.

11.7.2 Jurisdictions that have contracted with either a Software Service Bureau or a Vendor of
Electronic Vote Counting Equipment may choose to have the necessary election setup
records delivered to the Secretary of State’s office within the specified time frame.

11.7.3 Election Setup Records shall be contained within an electronic media format that is native
to the jurisdictions specific ballot creation and tabulation system. Acceptable media
formats range from Tape, Diskette, Cartridge, CD-ROM, DVD-ROM, Floppy, External
Hard Drive, or Flash Media.

11.7.4 All copies of electronic media shall be sent to:

Colorado Secretary of State
Aftn: Voting Systems Specialist
1700 Broadway — Suite 270
Denver, CO 80290
11.7.5 Jurisdictions will include a point of contact and method of contact (phone, fax, e-mail,

ete.) to inform the jurisdiction that the Secretary of State’s office has received the election
setup records.
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11.7.6 Within 24 hours of receipt of the election setup files, the Secretary of State or his or her
designee will contact the jurisdiction to confirm receipt of the escrow files.

11.7.7 The Secretary of State's office will store the setup files in a secured, fire proof, limited
access location or container,

11.7.8 All parties shall treat as confidential all escrowed materials and any other related
information that comes into their possession, control or custody pursuant to this rule.

11.8  Escrow of Voting System Software by Voting System Provider

11.8.1 Voting System Providers must place in escrow a copy of the election software and
supporting documentation being certified with either the Secretary of State or an
independent escrow agent approved by the Secretary of State. See section 1-7-511,
CRS.

11.8.2 Within ten days of the Voting System provider receiving nofification of examination of
voting equipment as part of the cedification process, the Voting System Provider shall
arrange for the completion of escrow requirements as indicated by this rule.

11.8.3 Voting System Provider shall sign a sworn affidavit that the election software in escrow is
the same as the election software used in its voting systems in this state. An annual
update of the affidavit will be on file in a secured location with the Secretary of State’s
office.

11.8.4 A complete copy of the certified election software including any and all subsystems of the
certified software shall be maintained in escrow.

11.8.5 Any changes to current configurations or new installations must be approved through the
certification program of the Secretary of State.

11.8.6 in addition to the requirements listed helow, the Voting System Provider must include a
coverfinstructions sheet for any escrow material to include the Voting System Provider
Name, Address and pertinent contact information, Software Version, Hardware Version,
Firmware Revision Number and other uniquely identifying numbers of the software
submitted for certification.

11.8.7 Election Software Source Code, maintained in escrow, shall contain internal
documentation such that a person reasonably proficient in the use of the programming
language can efficiently use the documentation to understand the program structure,
control techniques, and error processing logic in order to maintain the Source Code
should it be removed from escrow for any reasen.

11.8.8 System documentation shall include instructions for converting the escrowed Source
Code into Object Code, organized and configured to produce an executable system, if
warranted.

11.8.9 Systemn documentation shall include technical architecture design, analysis, detail design,
testing and an installation and configuration guide.

11.8.10 A set of schematics and drawings on electronic vote casting and counting equipment

purchased or in use by the county clerk and recorder shall be on file with the Secretary of
State.
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ii. A seal is to be placed over any removable card or cartridge slot
when no card or cartridge is inserted into the unit,

iii. Tamper-evident, numbered seals shall be affixed across the seam at
which the two sides of the case of the electronic components of the
voting unit jein, with at least one seal for each of the four sides of the
device.

iv. If the voting device contains one or more slots for a flash memory card, a
seal shall be affixed over each flash card or each flash card slot, door, or
access panel.

v. These same procedures also apply to the Judge's Booth Controller
(JBC) unit for the Hart InterCivic System.

vi. All seals are to be verified by two employees or election judges.

b, ' VA/PATSs. all V-VPAT units shall be sealed upon verification of no votes having
“  been cast on the paper record prior to being attached to a specific voting device.
Seals must be verified as being intact by at least two election judges prior to the
start of voting, and at the close of voting. V-VPAT records shall either remain in
the V-VPAT canister, or be sealed and secured in a suitable device for protecting
privacy or as described in Election Rule 11.

C. Remote or Central-count Optical Scanners. Optical scanners used in a remote or
central tabulating location shall have tamper-evident seals as follows:

i A seal is to be placed over each card or cartridge inserted into the unit,
or over any door or slot containing the card or cartridge.

ii. A seal is to be placed over each empty card or cartridge slot or door
covering the area where the card or cartridge is inserted.

ii. Prior to the start of voting and after the close of voting, all seals are to be
verified as being intact by two employees or election judges.

d. Memory Cards/Cartridges. Each removable card or cartridge shall have a
permanent serial number assigned and securely affixed to it. The manufacturer
assigned serial number may be utilized for this purpose.

e. The county clerk and recorder shall maintain a written or electronic log that
records which card or cartridge and which seal number is assigned to each
voting unit. Any breach of control over a card/cartridge or door or slot for a
card/cartridge before an election shall require that the county clerk and recorder
be notified and follow the procedures specific to the incident as described in
section 43.8.11 of this Rule.

43.8.3 Individuals With Access to Keys, Door Codes, and Vault Combinations

43.8.3.1 Counties are required to state the positions and dates of CB! background
check for employees with access to the areas addressed in this Rule 43.8.3.

43.8.3.2 For all counties, use of keypad door codes or locks, vault combinations,

computer and server passwords, encryption key codes, and administrator
passwords shall be changed at least once per calendar year prior to the first
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election of the year. Only employees may be given access to such codes,
combinations, passwords, and encryption keys, pursuant to the following
limitations. Counties may request a variance from the Secretary of State for the
requirements set forth in this Rule 43.8.3 only in extreme circumstances.

43.8.3.3

The requirements for an employee to be given access to a code,

combination, password, or encryption key are as follows:

a.

43.8.3.4
only, and the delivery of ballots between the preparation room and computer
room shall be performed by messengers or runners wearing distinguishing
identification.

Access to the storage area for voting equipment and the absentee ballot
counting areas shall be restricted to employees as defined in Rule
43.1.4.

Access to the absentee ballot storage area and counting room or
tabulation workstations shall be restricted to ten (10} employees as
defined in Rule 43.1.4. '

Except for emergency personnel, no cther individuals shall be
present in these locations unless supervised by one or mere employees
as defined in Rule 43.1.4.

i Each individual who has access to the central electicn
management system or central tabulator shall have their own
unigue usermname and password. No individual shall use any
other individual's username or password. Shared accounts shall
be prohibited.

i, The county shall maintain a log of each person who enters the
ballot storage room, including the person’s name, signature, and
date and time of entry. If access to the ballot storage room is
controlled by use of key card or similar door access system that
is capable of producing a printed paper log including the
person’s name and date and time of entry, such a log shall meet
the requirements of this rule.

Computer room access shall be limited to employees and election judges

4384  Temperature-controlled Storage

43.8.4.1

As Amended 5/30/07

Counties shall attest to the temperature-control settings used with the

following components of a voting system. Information submitted to the Secretary
of State shall indicate the specifics for each type of component, as well as the
specific environment used, which may include, but is not limited to controlled
offices, controlled vaults, and controlled warehouses. The settings for
temperature control must be at least the following:

a.

Servers and Workstations. Servers and workstations shall be maintained
in a temperature-controlled environment. Maximum temperature shall at
no time exceed 90 degrees fahrenheit.

DREs. DREs shall be maintained in a temperature-controlled
environment. The temperature settings shall be maintained at a
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minimum of 60 degrees fahrenheit and a maximum of 90 degrees
fahrenheit.

c. Optical Scanners. Optical scanners shall be maintained in a
temperature-controlled environment. The temperature settings shall be
maintained at a minimum of 50 degrees fahrenheit and a maximum of 90
degrees fahrenheit.

- d. - V-VPAT Records. In addition to the requirements set forth in Rule 11, V-

e \A/PAT records shall be maintained in a temperature-controlled
environment. The temperature settings shall be maintained at a
minimum of 50 degrees fahrenheit and a maximum of 80 degrees
fahrenheit. V-VPAT records shall also be maintained in a dry
environment, with storage at least 4 inches above the finished floor, for a
period of 25 months following the election. The humidity of the
environment shall not exceed 80% humidity for a period of mare than 24
hours. V-VPAT records shall be stored in a manner that prevents
exposure to light, except as necessary during recounts and audits.

e. Paper Ballots. Paper ballots shall be maintained in a dry, humidity-
controlled environment. The humidity of the environment shall not
exceed 80% humidity for a period of more than 24 hours. Additionally,
paper ballots shall be stored at least 4 inches above the finished floor, for
a period of twenty-five (25) months following the election.

f. Video Data Records. Video data records shall be maintained in a dry,
o temperature-controlled environment. The humidity of the environment
S shall not exceed 80% humidity for a period of more than 24 hours.
Temperature settings shall be maintained at a minimum of 40 degrees
fahrenheit and a maximum of 80 degrees fahrenheit. Additionally, video
data records shall be stored at least 4 inches above the finished floor, for
a period of twenty-five (25) months following the election.

43.8.5  Security Cameras or Other Surveillance

43.8.51 Unless otherwise instructed, continuous video security surveillance
recordings of specified areas shall be made beginning at least sixty (60} days
prior to the election and continuing through at least thirty (30) days after the
election, unless there is a recount or contest, If a recount or contest oceurs, the
recording shall continue through the conclusion of all such activity. The following
are the specific minimum reguirements:

a. Counties over 50,000 registered voters shall make continuous video
security surveillance recordings of the following areas:

i. All areas in which election software is used, including but not
limited to programming, downloading memory cards, uploading
memory cards, tallying results, and results reporting.

ii. All areas used for processing absentee ballots, including but not
limited to areas used for Signature Verification, tabulation, or
storage of voted ballots beginning at least thirty-five (35) days
prior to the election and continuing through at least thirty (30)
days after the election, unless there is a recount or contest. f a
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recount or contest occurs, the recording shall continue through
the conclusion of all such activity.

iii. The storage area for all voting equipment.

Counties under 50,000 registered voters shall make continuous video
security surveillance recordings of the following areas:

i All areas in which election software is used, including but not
fimited to programming, downloading memory cards, uploading
memory cards, tallying results, and results reporting.

43.86. Equipment Maintenance Procedures

43.8.6.1

In addition to the requirements for voting systems specified in Rule 11,

the following minimum standards shall be adhered fo:

a.

All equipment shall be stored throughout the year with serially-numbered,
tamper-evident seals over the memory card slots for each device. The
county shall maintain a log of the seals used for each device consistent
to the logs used for tracking Election Day seals.

For equipment being sent to the vendor for offsite repairs/replacements,
the county must maintain a log file for the device that shall contain the
following: the model number, serial number, and the type of device; the
firmware version; the software version (as applicable); date of
submission to the vendor.

For equipment receiving maintenance on-site by the vendor, the county
shall verify that a CBIl background check has been conducted on all
vendor personnel with access to any component of the voting system.
CBI information shall be updated and maintained on file annually.
Additionally, the vendor's representative shall be escorted at all times by
an employee while on-site. At no time shall the voting system vendor
have access to any component of the voting system without supervision
by an employee.

Upon completion of any maintenance, the county shall verify or reinstate
the trusted build and conduct a full acceptance test of equipment that
shall, at a minimum, include the Hardware Diagnostics test, as indicated
in Rule 11, and conduct a mock election in which an employee shall cast
a minimum of ten (10) ballots on the device to ensure tabulation of votes
is working correctly. All documentation of results of the acceptance
testing shall be maintained on file with the specific device.

The Secretary of State shall be required to inspect the counties’
maintenance records on a randomly selected one percent (1%) of all
voting devices in possession of the counties throughout the state in
even-numbered years, and to inspect the maintenance records on a
randomly selected five percent (5%) of all voting devices in possession
of the counties throughout the state in odd-numbered years,

43 8.7. Transportation of Equipment, Ballot Boxes, and Ballots

As Amended 5/30/07
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2007-CDOS-DIE-001-0402

43555221925(;) The Voling system shall provide for appropriately authorized operators to conduct an election and
14.6.1; meet additional requiremenis as identified in this section for procedures for veting, auditing
14.6.5; information, inventory control, counting ballots, opening and closing pels, recounts, reporting, and
14.6.6; accumulating results as required herein; All optical scan tabulation machines to be used in the

recount must be tested prior to the recount, utilizing the procedures set forth in this section. Prior fo
the recount, the canvass board shall choose at random and test Voting Devices and precinct(s) to be
utilized as a test deck for purposes of section 1-10.5-102. The purpose of a test deck is to assure the
tabulation machines are counting properly. The precinct chosen shall contain at least 50 ballots. A
hand tally shall be conducted of the selected precinct or of a minimum of fifty ballets contained within
the selected precinct. A blank prom cariridge, rom cariridge, or memory card shall be utilized for the
2005 VWSG 21.5. 2.1.5.1a fest deck. The ballots from the selected precinct test deck shall be processed through all scan

A b o2 18 tabulation machines that will be utilized for the recount. The totals of the recounted contest obtained
i, 7.8.1b, 7.9.4n, 7.9.7b : h

from the test precinct shall be compared to the hand-tallied total.

Totals of recounted ballots shall be processed, counted, and reported in summary form as follows:

ﬁ Sum total of votes cast for each candidate, ballot issue or ballot question subject to the recount,
under-votes, and over-votes for all precincts, absentee ballots, early voting locations.

Determine the grand total of ballots cast in early, absentee, and precinct voting.

| If absentee ballots were originally counted with early voting ballots, then the recount will be of a
combined total of early and absentee ballots.

Purpose:

Prerequisites:

The purpose of this test is to verify that the voting | De1-FP3-00%
device only aliows authorized opertors to conduct an |
election and meet the additional requirements
specified herein.

Test Procedures:

DRI-CS - 0&

Variances Used Durin,q Testing:

e

: H B ;s A e
The voting system allows only authorized operators to conduct an election and meet additional requirements
information, inventery control, counting ballots, opening and clesing polls, recounts, reporting, accumulating.

g

as identified fr otmg, auditing
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process, measurements, shut down, retarting, stop and restoring the system as necessary.
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2007-CDOS-DIE-001-0402

4255522192g) The Voting system shall provide for appropriately authorized operators to conduct an election and
1461 ’ meet additional requirements as identified in this section for procedures for voting, auditing
i 4.6.5; infarmation, inventory ¢entrol, counting ballots, opening and closing polls, recounts, reporting, and
14.6.6: accurnulating results as required herein; All optical scan tabulation machines to be used in the

recount must be tested prior 1o the recount, utilizing the procedures set forth in this section. Prior to
the recount, the canvass board shall choose at random and test Voting Devices and precinci(s) to be
utilized as a test deck for purposes of section 1-10.5-102. The purpese of a test deck is to assure the
tabulation machines are counting properly. The precinct chosen shall contain at least 50 ballots. A
hand tally shall be conducted of the selected precinct or of a minimum of fifty ballots contained within
he selected precinct. A blank prom cartridge, rom cartridge, or memory card shall be utilized for the
— 4 test deck. The ballots from the selected precinct test deck shall be processed through all scan
tabulation machines that wifl be utilized for the recount. The totals of the recounted contest obtained
from the test precinct shall be compared to the hand-tallied total.

Totals of recounted ballots shall be processed, counted, and reported in summary form as follows:

] Sum total of votes cast for each candidate, ballot issue or ballot question subject to the recount,
under-votes, and over-votes for all precincts, absentee hallots, early voting locations.

Determine the grand total of ballots cast in early, absentee, and precinct voting.

i If absentee ballots were originally counted with early voting ballots, then the recount will be of a
combined total of early and absentee ballots.

Diebold

Purpose: : Prerequisites:
The purpose of this test is to verify that the voting D?)’L'%‘ 3o\

device only allows authorized opertors to conduct an ;
election and meet the additional requirements '
specified herein.

Test Procedures: Variances Used During Testing:
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meet additional requireents as identified . or voting, auditing
information, inventory control, counting ballots, opening and closing polls, recounts, reporting, accumulating.
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Test Log

The test log shall contain procedural steps used to conduct and evaiuate the tests. Ata

, these procedural steps shall include any items related to the setup, stari,
! 1y 4

process, measurements, shut down, retarting, stop and restoring the system as necessary. . .
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2007-CDOS-DIE-001-0402
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P

The test log shall contain procedural steps used to conduct and evaluate the tests. At a minimum, these procedural steps shall include any items related to the setup, start,
process, measurements, shut down, retarting, stop and restoving the system as necessary.
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2007-CDOS-DIE-001-0402

1-5-615(2 —
@ The permanent paper recerd produced by the electronic or electromechanical voting system shall be
available as an official record for any recount conducted for any election in which the system was

used.

Prerequisites:

Purpose:
The purpose of this test is to verify that the voting - Ec.pemme, et
system will preduce a permanent paper record Cd e - P2 - 203

suitable for conducting a recount.

Variances Used During Testing:

Test Procedures:

ﬂ\eg;@ncc Jest # \/Zeqapﬂ:.qc e ke
&3 -3 -30> DR3 -P3-303

Quigomeli,
le for conducting a recount.

The voting system devices will produce a permanent paper record suitab

EB2-P3-202
Daté

Diebold
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Post Election

2007-CDOS-DIE-001-0402

Test Number
EB2-P3 - 202

Test Log

_The test log shall contain procedural steps used to conduct und evaluate the tests. Ata minimunt, these procedural steps shall include any items related to the setup, starf,
.process, measurements, shut down, retariing, stop and restoring the system as Recessary. Tl
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Post Election
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2007-CDOS-DIE-001-0402

The test log shall contain procedural steps used to conduct and evaluate the tests. At a minimum, these procedural steps shall include any items related to the setup, start,
process, measurements, shut down, retarting, stop and restoring the system as necessary.
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2007-CDOS-DIE-001-0402

45.5.2.1.2()

455200 The Voting system shall provide for appropriately authorized operators to conduct an election and
14.6.1" ! meet additional requirements as identified in this section for procedures for voting, auditing
14.6.5: infermation, inventory control, counting baltots, opening and closing polls, recounts, reporting, and
14.6.6; accumulating results as required herein; All optical scan tabulation machines to be used in the

recount meust be tested pricr to the recount, utilizing the procedures set forth in this section. Prior to
the recount, the canvass board shall choose at random and test Voting Devices and precinct{s) to be
utilized as a test deck for purposes of section 1-10.5-102. The purpose of a test deck is to assure the
tabulation machines are counting properiy. The precinct chosen shall contain at least 50 ballots. A
hand tally shall be conducted of the selected precinct or of a minimum of fifty ballots contained within
| the selected precinct. A blank prom cartridge, rom cartridge, or memory card shall be utilized for the
test deck. The ballots from the selected precinct test deck shall be processed through all scan
tabulation machines that will be utilized for the recount. The totals of the recounted contest obtained
from the test precinct shall be compared to the hand-tallied fotal.
Totals of recounted ballots shall be processed, counted, and reported in summary form as follows:

1| Sum total of votes cast for each candidate, ballot issue or ballot question subject 1o the recount,
under-votes, and over-votes for alf precincts, absentee ballots, early voting locations.,

Determine the grand total of ballots cast in early, absentee, and pracinct voting.

f absentee ballots were originally counted with early voting baflots, then the recount witi be of a
combined total of early and absentee ballots.

Purpose: Prerequisites:

Teok DO - Y

The purpose of this test is to verify that the voting
device only allows authorized opertors to conduct an
election and meet the additional reguirements
specified herein.

Test Procedures: Variances Used During Testing:

e tegy WHHRL LY For Set \nAbwaies (o T esr DEL- P33
Qrelunres ol sreX, .

RN A e R VANY

The voting system allows only authorized operators to conduct an election and meet additional requirements as identified for voting, auditing
information, inventory centrol, counting ballots, opening and closing polls, recounts, reporting, accumulating.

Voting Systems Certification - Testing Log rev. 2.1 Created by the Colorado Secretary of State’s Office
approved 03/05/07
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Environment ' 20 07_cnos_n I E_oo1 _o 402 Test Number

tion - Voting - Post EB3-P3 - 301
. Test Log
The test log shall contain procedural steps used to conduct and evaluate the tests. At a minimum, these procedural steps shall include any items related to the setup, stari,
process, measurements, shut down, retarting, stop and restoring the system as necessary. : f "
Date Time * |, «Operator, , | . "e"i ™ " =+ Activitiesand Eniries ", , . T *< _|Incident Reports.. .-
u N N - - .“ - . . . 3 - ) . Tt
- L] - -
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2007-CDOS-DIE-001-0402

tion - Voting - Post

process, measurements, shut down, retarting, stop and restoring the system as necessary.

The test log shall contain procedural steps used to conduct and evaluate the tests. At a minimum, these procedural steps shall include any items related to the setup, start,
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The permanent paper recerd produced by the electronic or electromechanical voting system shall be EB3-P3-302
available as an official record for any recount conducted for any election in which the system was
used.

\-5.6152)

Purpose: . Prerequisites:
The purpose of this test is to verify that the voting |~ TD3 -3 22|
e for onducting arecount. o bl pe el
l
I
Test Procedures: | Variances Used During Testing:

(et hosy sl ¢ Drbabase
e ) EICs 15 DRP3 -0l o (o

‘ée&w
The voting system devices will produce a permanent paper record suitable for conductmg a recount

Voting Systems Certification - Testing Log rev. 2.1 Created by the Colorade Secretary of State's Qffice
approved 03/05/07



Post Election

2007-CDOS-DIE-001-0402

EB3-P3 - 302

s

g0

The test log shall contain procedural steps used to conduct and evaluate the tests. At @ miniinum, these procedural steps shall include any items related to the setup, start,
process, measurements, shut down, retarting, stop and resronug the system as necessary.
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‘Post Election : EB3-P3 - 302
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2007-CPOS-DIE-001-0402

Sequence of Resolution Procedures for Central Count Optical Scan Procedures are (1) A zero tape | EB3.p3-303
shall be run indicating no votes cast or counted before the counting begins. —

27.4.2(0)(1)

Purpose: . Prerequisites:
The purpose of this test is to verify that the OS unit | DRI - 222 y

shall print a zero tape prior to the start of counting
voles.

blesors Dde N~ 1RO

Test Procedures: Variances Used During Testing:
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A

: 5,
Pre Election

G i i ey :
The test Iog shall contain procedural steps used to conduct and evalnate the tests. At a min,
process, measiremenis, shut down, retarting, stop and restoring the system as necessary.
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45.5.2.1.2(f);

455.299;
14.8.1;
14.6.5;
14.6.6;

Purpose:
The purpose of this test is to verify that the sofware | -\.'M%\ 93‘ \b\

Test Procedures:

The voting system a

2007-CDOS-DIE-001-0402

See ety Wy [eheionrd W
D cureusihes, Yo W

The Voting system shall provide for appropriately authorized operators to conduct an election and
meet additional requirements as idenfified in this section for procedures for voting, auditing
information, inventory control, counting ballots, opening and closing polls, recounts, reporting, and
accumulating results as reguired herein; All optical scan tabulation machines to be used in the
recount must be tested prior to the recount, utilizing the procedures set forth in this section. Prior to
the recount, the canvass board shall choose at random and test Voting Devices and precinct(s) to be
utilized as a test deck for purposes of section 1-10.5-102. The purpose of a test deck is to assure the
tabulation machines are counting properly. The precinet chosen shall contain at least 50 ballots. A
hand tally shall be conducted of the selected precinct or of a minimum of fifly ballots contained within

7 the selected precinct. A blank prom cartridge, rom cartridge, or memory card shall be utilized for the
i test deck. The ballots from the selected precinct test deck shall be processed through all scan

tabutation machines that will be utilized for the recount. The totals of the recounted contest obtained
from the test precinct shall be compared to the hand-tallied total.
Totals of recounted ballots shall be processed, counted, and reported in summary form as follows:

2| Sum total of votes cast for each candidate, ballot issue or ballot question subject to the recount,

under-votes, and over-votes for all precincts, absentee ballots, early voting locations,

Determine the grand total of ballots cast in early, absentee, and precinct voting.

| If absentee ballots were originally counted with early voting ballots, then the recount will be of a

combined total of early and abseniee ballots.

Prerequisites:

module only allows authorized opertors to conduct | VA-P3+20 \
an election and meet the additional requirements -01 .
il specified herein. . b%-,-'-' ?19 ‘3,’&;-

EOM- -39y
oL 0%- o\

Variances Used During Testing:
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Bt
Sofiware
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2 B

ts as idenfified fordtiﬁg,
infarmation, inventory control, counting ballots, opening and closing polls, recounts, reporting, accumulating.

L7y X
auditing
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tion - Voting - Post

2007-CD0OS-DIE-001-0402

Test Number |
EB4-P3 - 401

Test Log

The test log shall contain procedural steps used to condwuct and evaluate the tests. At a minimum, these procedural steps shall rm:hm’e any ftems related to the sefup, start,
pmcess, :preasurements, shut down, retarting, stop and resrarmg the Sysiem as necessary, ;
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tion - Voting - Post

2007-CDOS-DIE-001-0402

process, measurements, shut down, retarting, stop end restoring the system as necessary.

The test log shall contain procedural steps used to conduct and evaluate the tests. At a minimum, these procedural sieps shall include any items related fo the setup, siart,
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Recount Procedures for Optical Scan for Central Count Optical Scan Procedures include;

(1) Optical scan equipment must be set to consistent sensitivity standards for each system type,
must be tested prior to the recount, and shall be programmed to sort undervotes for the individual
race(s), issue(s) or question(s) being recounted.

27.4, 2(d)(1)

Purpose: Prerequisites:
The purpose of this test is to verify that the OS units &

will have standard sensmwty standards set as . i
indicated herein.

Test Procedures: . . Variances Used During Testing:

Ver2hey Aoy peezPring et Al e
CHNs Lo Ber et

Opilcal scan equipment will allow for calibration and testing prlor to recountlng Additionally the device wil sort undenrotes for individual contests,
issues, or questions being recounted.

Voting Systems Certification - Testing Log rev. 2.1 Created by the Colorado Secretary of State’s Office
approved 03/95/07
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EC3-P3 - 302
voar

The test log shall contain procedural steps used to conduct and evalrmre the tests. At a mirimum, these procedural steps shall include any items related to the setup, start,
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