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The voting system shall accommodate a general system of access by least privilege and role based
access control. The following requirements shall apply: Voting system provider shall not have
administrative account, or administrative account access.

45.5.2.6.1(a)(vi)

BA1 P3- 102

(IR

" Diebold

Procedice sppincalion B

Prerequisites:

The purpose of this test is to verify that the votmg
system provider shall implement an access control

system of least privilege. The voting system . '
provider shall not have an administrative account, or |.
administrative level access.. '

Test Procedures:

I fg{ §Rusy 70 Kaﬂ-«o

. Varignces Used During Tékti;_zg;

P | A Ca‘slﬁm@nc : |
The votlng system provnderwnl not have access to the system once the system has been installed and access passwords have been changed by the
local election official.
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process, measurgments, shut down, retarting, stop and restoring the system as necessary.

The test log shall contain procedural steps used to conduct and evaluate the tests. At a minimum, these procedural steps shall include any items reluted to the setup, start,
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By 3/31/08 all voting systems being submitted for certification shall have all components of voting
system capable of supporting passwords of a minimum of 8 characters, which shall be capable of
including numeric, alpha and special characters in upper case or lower case used in any combination.

45.5.2.6.1(e){viii)

SiReferancen

Purpose: . o Prerequisites:

for ceriification is prior to 3/31/2008

-

This test is Not Applicable at this time - apphcat:on l | ‘ pﬁo
\

Test Procedures- Varian'ces Used During Testing:
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N/A until after 3/31/2008
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process, measurements, shut down, retarting, stop and restoring the system as necessary.

The fest log shall contain procedural steps used to conduct and evaluate the tests. At a minimum, these procedural steps shall include any items refated to the setup, start, f
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45.5.2.6.1{e)(vii)

The use of blank or empty passwords shall not be permitted at any time with the exception of &
limited one-time use startup password which requires a new password to be assigned before the
system can be used.

Purpose:

The purpose of this test is to verify.that the vo'ti'ﬁ'"g - B : 3
system and operating system can'not.and.do not - | : _ -
use blank or empty passwords at any timé.f; va ) i

Variances Used During Testing: -
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The voting system shall meet the following requirements for password security: All passwords shall
be stored and used in a non-reversible format;

45.5.2.6.1(e)()

Diebold

Prerequisites:

The purpose of this test is to verify thiat the otlng
system shall store passwords in-a non- revsr3|b1e w
format. <

Test Procedures: : . Variances Used During Testing:

L. WM% o0t
JM/ /Wza Yool

The voting sysiem shall produce evidence that passwords are encrypted (non—reversn e)
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The voting system shall meet the following requirements for password security: The application’s BA1-P3-112
database management system shall require separate passwords for the administrative and each —

userfoperator accounts with access to the application.

45.5,2.6.1(e)(iv)

Functional

i

BrocedirdSoetification

Purpose: I ‘ Prereq ut_‘si;qs:
The purpose of this test is fo verify that the‘_:'f",."i’_ o S
application's database management system shall
require separate passwords for each user/operator

account including the administrator account, '~

Test Procedures: - . . Variances Used During Testing:

< Ba)-P3- 1]

fTrest HediORIC0)

tlng system allows for different acunts each with unique and epndent psswor s according o class/subclass archi ecr_.
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2007-CDOS-DIE-001-0402

The voling system shall meet the following requirements for password security: The system shall be

designed in such a way that the use of any administrative account password shall not be required for
normal operating functions at any remote location.

BA1-P3-113

Fest Date '

1007

arion

Puarpose:

. Prerequisites:

The purpose of this test is to verify that tghéf‘l;s‘e' of
any administrative account password shall not be

used for any normal operationg functions at any
remote location. _ SR

Test Procedures:

Su BpI- P3- 11t

Used During Testing: -

The voting system security architecture allows for class/subclass

accounts accounts based on least priv
administrative password is not needed for any function during normal operations.

llege and role based access. The system |
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The test log shall contain procedural steps used to conduct and evaluate the tests. At a mini , these pr lural steps shall include any items related to the sefup, stari,

process, measurements, shut down, retarting, stop and restoring the systens as necessary.
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45,5.2.6,1(e)vi)

CrosIR Ferencoll

Purpose:

The purpose of this test is to verify tha the voting
system is designed in such a way to’ facmtate the
changing of passwords for each election cycel or as
needed. :

Test Procedures:

See Lp-P31

to be changed as often as needed without voting system provider assistance.

The voting system shall meet the following requirements for password security: The system shall be
designed in such a way to facilitate the changing of passwords for each election cycle.

- Prerequisites:

Variances Used During Testing:

The voting syslem securlty archﬂecture allows for classlsubclass accounts based on Ieast privilege and role ased access. Password shall be ab
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approved 03/05/07
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The test log shall contain procedural steps used to conduct and evaluate the tests. At a
process, measurements, shut down, retarting, stop and restoring the system as necessary.

minimum, these procedural steps shall include any items related to the setup, start,
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The voting system shall accommodate a general system of access by least privilege and role based BA2-P3-20H
access confrol. The following requirements shall apply: Veting system provider shail not have
administrative account, or administrative account access.

45.5.2.6.1((i)

Purpose: - . Prerequisites:

SR

The purpose of this test is to verify that the_-\j“/oting' | _
system provider shall implement an access control |
system of least privilege. The voting system »
" provider shall not have an administrative account, or. 1‘
"

S

administrative level access.

Test Procedures« _ o .. Variances Used During Testing:

P (oj

e peied

The votmg system provider will not have access to the system once the system has been installed and accesspasswords have been changed by the |. -
local election official. N
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The test log shall contain procedural steps used to conduct and evaluate the tests. At a minimum, these procedural steps shall include any items related to the setup, start,
process, measurements, shut down, retarting, stop and restorving the system as necessary,
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The voting system shall meet the following requirements for password security: The application’s
database management system shall require separate passwords for the administrative and each
usetfoperator accounts with access to the application.

45.5.2.6.1()(iv)

1
BA2-P3-202

Purpose:

The purpose of this test is to verify that the
application's database management system shall
require separate passwords for each user/operator
account including the administrator account. -~~~ |

Test ProcedureS'

Ses Bp2-FS: 2

. Varigneces Used During Testing: .

Votlng system allows for d|fferent accounts each w1th umque and mdependentpasswords according to class/subclass archltecture
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S State of Colorado Mike Coffman

Department of State Secretary of State
1700 Bi'oadway

Suite 250 Holly Lowder
Denver, CO 80290 Director of Elections

e,
Sl L L

CDOS Certification Number: 2007-CDOS-D | E-00‘| '0402

Manufacturer: Diebold Election Systems

Application Date: 04/02/2607

BA2-P3 - 203

{This page intentionaily left blank}

Voting Systems Certification - Testing Log rev. 2.1 Created by the Coloredo Secretary of State’s Office
appraved 03/05/07



Purpose:

remote location.

Test Procedures:

45 5.2.6. 1(e)(v) .

2007-CDOS-DIE-001-0402

The purpose of this test is to verify that the use of
any administrative account password shall not be -
used for any normal operationg func:tlons at any

e bAA-PE 30/

The voting system shall meet the following requirements for password security: The system shall be

designed in such a way that the use of any administrative account password shall not be required for
normal operating functions at any remote location

JMMJI{&EQQW -

Prerequisites:

. Variances. Used During Testing:

The vating system securlty archlteclure allows for class!subclass accounts accounts based on leas privilege and role based access. The system
adminisfrative password is not needed for any function during normal operations.

Veting Systems Certification - Testing Log rev. 2.1

approved 03/05/07

Created by the Colorado Secretary of State's Office
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2007-CDOS-DIE-001-0402

‘tion - Voting - Post

- TestLog

BA2-P3 - 203

The test log shall contain procedural steps used to conduct and evaluate the tests. At a minimum, these procedural steps shall include any items related to the setup, start,
process, measurements, shut down, retarting, stop and restoring the system as necessary.

“ Date || . Time .. [ Lniiho o cAtiviies and Bnfries .o .. |Incident Reports:
S
Continue (o mext
Eﬂs&"

Voting Systems Certification Program

Created by the Colgrade Secretary of State's Qffice
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45/261\(: m}h& MW ¢
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- State of Colorado Mike Coffman
Department of State Secretary of State
1700 Broadway
Suite 250 Holly Lowder
Denver, CO 80290 Director of Elections
CDOS Certification Number: - 2007T-CDOS-DIE-001-0402
Manufuacturer: Diebold Election Systems
Application Date: 04/02/2007

.'/-H“‘

BA2-P3 - 208
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2007-CDOS-DIE-001-0402

system can be used.

The purpose of this test is to verify that the voting |
system and operating system can not and do not
use blank or empty passwords atany time.: *

The use of blank or empty passwords shall not be permitted at any time with the exception of a
limited one-time use startup password which requires a new password to be assigned before the

Purpose: oo Prerequisites:

Test Procedures: ooy Variances Used During Testing:

TR |

[ Furtors |

. i

Diebold

5{5 BRR-F3 “a?? /

The voting system and operating system shall be configured to prevent the use of null passwords.

Voting Systems Certification - Testing Log rev. 2.1
approved 03/05/07

Created by the Colorado Secretary of State's (ffice
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sts. At a minimumn, the

TestLog.o - e A -
s¢ procedural steps shall include any items related to the setup, start,

The test log shall contain procedural st

eps used to conduct and evaluate the t
process, measurements, shut down, retarting, stop and restoring the system as necessary.
' ' s Activities and Entries

{Incident Reports,

Time:"

Operator | .

Continue fo next
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Voring Systems Certification Program
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Signature Date
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CDOS Certification Number: 2007-CDOS-DI E-001 -0402

Muanufucturer: Diebold Election Systems

Application Date: 04/02/2007

BA2-P3 - 209

{This page intentionally left blank}

Voting Systems Certification - Testing Log rev. 2.1

Created bp the Colorado Secretury of State's Office
approved 03/05/07



2007-CDOS-DIE-001-0402

45.5.2.6.1(e)viii :
(e)vii) By 3/31/08 all voting systems being submitted for certification shall have all components of voting

system capable of supporting passwords of & minimum of 8 characters, which shall be capable of

including numeric, alpha and special characters In upper case or lower case used in any combination.

Purpose:

This test is Not Applicable at this tlme- application
for certification is prior to 3/31/2008. -

Test Procedures: - 5 .- Variances Used During Testing:

(s dest 15 #2t “W"’W I YA
| s hs fme. K |

TestiErnediealOn

IA until after 3!20 .

BAZ-P3-209

Voting Systems Certification - Testing Log rev. 2.1 Created by the Colorado Secretary of State’s Qffice

approved 03/05/07



BA2-P3 - 200

CE Cou . ;a.;’.}z{. = L e s
Tke test log shall contuin procedural steps used to conduct and evaluate the tests, At a minimum, these procedural steps shall include any items related 1o the setup, stari,

process, measurements, shut down, retarting, stop and restoring the system as necessary.

Continue fo next
age...
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~ State of Colorado Mike Coffman
Department of State Secretary of State
1700 Broadway i
Suite 250 \? Holly Lowder
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CDOS Certification Number:

2007-CDOS-DIE-001-0402

Manufacturer: Diebold Election Systems

Application Date:

04/02/2007

BA2-P3 - 211
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2007-CDOS-DIE-001-0402

The voting system shali meet the following requirements for password security: The system shall be
designed in such a way to facilitate the changing of passwords for each election cycle.

45.5.2.6.1 (e)(v)

Diebold

TesrProceds

Purpose: ) 1 Prerequisites:

The purpose of this test is to verify that the votlng
system is designed in such a way: to facilitate the -
changing of passwords for each election cycel or as
needed.

Test Procedures::: Variances Used During Testing:

The voting system security archlleclure allows for classlsubclass accounts based on least pnwlege and role based access. Password shall be a
to be changed as often as needed without voting system provider assistance.

Voting Systems Certification - Testing Log rev. 2.1 Created by the Colorado Secretary of Stale's Office
approved 03/05/07
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S 2007-CDOS-DIE-001-0402 R ik ki)
Past Election BAZ-P3 - 211
it By I P L Tast Lo o R A
The test fog shall contain procedural steps used to conduct and evaluate the tests. At a minimum, these procedural steps shall include any items refated to the setup, start,
process, medasurements, shut down, retarting, stop and restoring the system as necessary.
- Date |7 Time Operator. |~ Activitiés and Entries. .. |Incident Reporss
h) :'.
Eelerence  RAP Pz-204

Continue to next
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7™ State of Colorado

Mike Coffman

Department of State Secrctary of State
1700 Broadway

Suite 250 Holly Lowder
Denver, CO 80290 Director of Elections

CDOS Certification Number: 2007T-CDOS-DIE-001-0402

Manufacturer: Diebold Election Systems

Application Date: 04/02/2007

BA2-P3 - 213
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2007-CDOS-DIE-001-0402

The voting system shall meet the following requirements for password security: All passwords shalt BAZ2-P3.213
be stored and used in a non-reversible format;

455261e))

Diebold

Purpose:

The purpose of this test is to verify that the voting |
system shall store passwords in a non-reversible -
format.

Test Procedures: Variances Used During Testing:

The voting system shall produce evidence that passwords are encrypled (non-reversible).

Voting Systems Certification - Testing Log rev. 2.1 Created by the Colorado Secretary of State's Qffice
approved 03/05/07
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tion - Voting - Post
The test log shall contain procedural steps used to conduct and evaluate the tests. At a minimum, these procedural steps shall include any items related to the setup, start, .
process, measurements, shut down, retarting, stop and restoring the system as necessary. )
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Voting Systems Certification Program

Created by the Colorado Secretary of State’s Office



virehren
tion - Voting - Post

2007-CDOS-DIE-001-0402

TestLog,

BAZ-P3 - 213

The test log shall contain procedural steps used to conduct and evaluate the tests. At a minimum, these procedural steps shall inchide any items related to the setup, start,
process, measurements, shut down, retarting, stop and restoring the system as necessary.

|- -Operator

. Activities and-Entries -

Incident:Reports

Continue to next
-
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Signatare Date Signature Date
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Voting Systems Certification Program
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. State of Colorado Mike Coffman

Department of State H: Secretary of State
1700 Broadway {.
Suite 250 Holly Lowder

Denver, CO 80290 Director of Elections

CDOS Certification Number: 2007-CDOS-DI E-001-0402

Muanufacturer: Diebold Election Systems

Application Date: 04/02/2007

BA3-P3 - 306
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2007-CDOS-DIE-001-0402

The voting system shall accommodate a general system of access by least privilege and role based
access control. The following requirements shall apply: Voting system provider shall not have
administrative account, or administrative account access.

BA3-P3-306

' 45.5.2.6.1(a)vi)

Purpose: : ‘Prerequisites:
The purpose of this test is to verify that the voting R
system provider shall implement an aciCesS‘ control S
system of least privilege. The voting system
provider shall not have an administrative account, or
administrative level access. ' s

Test Procedures:

. Variances Used During Testing: .

3-201

See LBRA-

T e e e i
nce the system has been installed and access passwords have been changed by the

The lmg system provider will not have access to the system o
local election official.

Voting Systems Certification - Testing Log rev. 2.1 Created by the Colorade Secretary of Stute's Qffice
approved 03/05/07 '
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tion - Voting - Post BA3-P3 - 306

. T e.fl{,*l’p

The test log shall contain procedural steps used to conduct and evaluate the tests, At a minimum, these procedural steps shall include any items related to the setup, start,
process, measurements, shut down, retarting, stop and restoring the system as necessary.

C@pérater 1o . Tt s U defivilies.and Bntries . 0 . . : Incident Reports

~Date: | .

Continue to next

22
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N State of Colorado

‘ ) Mike Coffman
Department of State 5. Secretary of State
1700 Broadway (E
Suite 250 \ Holly Lowder
Denver, CO 80290 Director of Elections
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i sceronott g

CDOS Certification Number: 2007-C Dos-D 1E-001 -0402

Manufucturer: Diebold Election Systems

Application Date: 04/02/2007

BA3-P3 - 308
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2007-CDOS-DIE-001-0402

45.5.2.6.1(e)(viil}

Purpose:

for cettification is prior to 3/31/2008

Test Procedures:

N/A until after 3/31/2008

By 3/31/08 all voting systems being submitted for certification shall have all components of voting
system capable of supporting passwords of a minimum of 8 characters, which shalt be capable of
including numeric, alpha and special characters in upper case or lower case used in any combination.

This test is Not Appltcable at this time - appllcatlon

. Variances Used During Testing:

Diebold

[P

Voting Systzms Certification - Testing Log rev. 2.7
approved 03/05/07

Created by the Colorade Secretary of State's Office
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2007-CDOS-DIE-001-0402 T

The test log shall contain procedural steps used to conduct and evalunte the tests. At a minimnm, these procedural steps shall include any items relnted to the setup, start,
process, measurenents, slut down, refarting, stop and restoring the system as necessary.

and ey,

Continue to next
e,

Voting Systems Certification Program Created by the Coloradp Secretary of State’s Office
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plclorpmaiis 2007-CDOS-DIE-001-0402
45,5.2.6.1(e)(i) _

The voting system shall meet the following requirements for password security: All passwords shall BA3-P3-311
be stored and used in a non-reversible format;

W lgaeel

G

Cross K

Purpose: st o Prerequisites:

g

The purpose of this test is to verify.that the voting
system shall store passwords in a non-reversible
format. i

Test Procedures:,

Sur M2 FAAAS

Variances Used During Tes;in,q:

h vofing systeall produce evidenceat passwors are ecrypted o-rverS| e).

Voting Systems Certification - Testing Log rev. 2.1 Created by the Colorade Sccretwy of State's Qffice
approved 03/05/07



2007-CDOS-DIE-001-0402 | TestNumber

BA3-P3 - 311

- o D S L TestEog

The test log shall contain procedural steps used to conduct and evaluate the tests. At a minimum, these procedural steps shall include any items related to the setup, stari,
process, measurements, shut down, retarting, stop and restoring the sysiem as necessary,

< Date_| . Time " | Operaor. | . ' L, . Activities and Entries . . % . . |IncidentReports

Kefercnca RA 2 -P3-24F

Continue to next
age..
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/
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2007-CDOS-DIE-001-0402

The voting system shail meet the following requirements for password security: The application’s
database management system shall require separate passwords for the administrative and each
user/operator accounts with access to the application.

45.5. 26 1(e)(1v)

NarosIRe/erences

" Diebold

Purpose: sy o Prerequisifes:

The purpose of this test is to verify-that the
application's database management system shall
require separate passwords for each Userfoperator
account including the administrator account. '

Test Procedures: SR . . Variances Used During Testing:

S Mz,ﬁf a@l

Voting system allows for dlerent accounts each with unlque andin depen ent passwordsaccordmg o class subclass architecture,

Voting Systems Certification - Testing Log rev, 2.1 Created by the Colorado Secretary of Stare's Qffice
approved 03/05/87
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BA3-P3 - 312

The test log shall contain procedural steps nsed to conduct and evaluate the tests. At a minimum, these procedural steps shall include any items related to the setup, start,
process, measurements, shut down, retarting, stop and restoring the system as necessary.

_Datz’ |, = . Activities and Entries: P i Incident Reports
Celtence. VAS-PR- 20
Continue to next
gﬂ-u

Voting Systems Cerfification Program Created by the Colorado Secretary of State’s Office
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Q409 W\ J-14-0F
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Findings:
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| FEo 2007-CDOS-DIE-001-0402
45.5.2.6.1(e)(vii)

The use of blank or empty passwords shall not be permitted at any time with the exception of a
limited one-time use startup password which requires a new password to be assigned before the
system can be used.

Purpose: wo o Prerequisites:

The purpose of this test is to verify that the voting |
system and operating system can not and do not }
use blank or empty passwords at any time.

Test Procedures:. . Variances Used During Testing:’_r

Lew fRA-1Z w0y

e . E B oo
The voting system and operating system shall be configured to prevent the use of null' passwords.

Voting Systems Certification - Testing Log rev. 2.1 Created by the Coloradp Secretary of State's Office
approved 03/95/07
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2007-CDOS-DIE-001-0402

| WesiNumber

PR

tion - Voting

o oTestLog . .0

BA3-P3 - 313

The test log shall contain procedural steps used to conduct and evaluate the tests. At a minimum, these proce

Ppracess, measurements, shut down, retarting, stop and restoving the system as necessary.

dural steps shail include any items related to the setup, start,

“Dae |

T?me =

Aciivitles and Entries.. " .

_{Fncldent Reports

Continue to next
age...
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The voting system shall meet the foltowing requirements for password security: The system shall be BA3-P3-314
desigried in such a way to facilitate the changing of passwords for each election cycle. M S——

Qi cereronce ;B

Purpose: ‘ - Prerequisites:

The purpose of this test is to verify that the voting
system is designed in such a way to facilitate the
changing of passwords for each’ electlon cycel or as
needed. :

Test Procedures:

Varian"c-'es:.{fsed During TeSti'nké _

Y

) M:_rm‘?@’:wup
‘ The votmg syslem security architecture allows for classfsubclass accounts based on least prwulege an
to be changed as often as needed without voting system provider assistance.

role based access. Password sha

Voting Systems Certification - Testing Log rev. 2.1 Created by the Colorado Secretary of State's Office
approved 03/685/07
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2007-CDOS-DIE-001-0402 Test Number
BA3-P3 - 314

The test log shall contain procedural steps used to canduct and evaluate the tests. Ata

process, measurements, shut down, refarting, stop and restoring the system as necessary.

ratr. ' i Activiiesand Entries . ¢

these procedural steps shuall include any iems related to the setup, start,

Incident'Reporis

Celvence. BA-PR- 26l

Continie to next
AL ua

Veting Systems Centification Program Created by the Colerade Secretary of State's Office
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2007-CDOS-DIE-001-0402

-+ Test Nuinber |

BA3-P3 - 314
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Post Election
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2007-CDOS-DIE-001-0402

The voting system shall accommmodate & general system of access by least privilege and role based
access control. The following requirements shall apply: A unique System User/operator account
shall be created for operating system use that is restricted from the following aspects of the operating
system: No access to modify other user/operator accounts on the system.

© 45.5.2.6.1(a)(ii)

(d)

BA4-P3-401

C

Crass Referencer)]

Voting Systems Certification - Testing Log rev. 2.1 Created by the Colorada Secretary of State's Qffice
approved 03/05/07 )

T ARt Y
Purpose: - Prerequisites:
The purpose of this test is to verify that the'voting
system shall contain a unique system user -account
with permissions described: herem
.'/ -
S
Test Procedures: . Variances Used During Testing:
|
The vtmg systern security architecture allows for class/subclass ounts based on least llege and role based access. Userpercunts W/
have no access to modify other accounts. —
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tion - Voting - Post
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BA4-P3 - 401

The test log shall contain procedural steps used fo conduct and evaluate the tests.
process, measurcments, shut down, retarting, stop and restoring the system as necessary.

At a minimum, these procedural steps shall include any items reluted to the setup, start,

% Dates [ Timg

et S

T

rato

gyl en VS T D] 17

O

Continue to next
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a7 i 2007-CDOS-DIE-001-0402
45.5.2.6.1(e)(vi)

The veoting system shall meet the following requirements for password security: The system shall be
designed in such a way to facilitate the changing of passwords for each election cycle.

BA4-P3-402

" TR

Rl

| @i

voedurEspeciica
Purpose: Prerequisites:

The purpose of this test is to verify that the voting
system is designed in such a way to facilitate the l
| changing of passwords for each election cycel or as
needed. < : :

Test Procedures._'.’;' i

Variances Used During Testing:

A 1-P3- 114

The votig sye seriiy architecture allows for class/subclass accounts based on least privilege and role based acss. Password shall be able
to be changed as often as needed without voting system provider assistance.

Voting Systems Certification - Testing Log rev. 2.1 Created by the Colorado Secretary of State's Office
approved 03/05/07
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" Test Number'"

P-os-t Elééﬁon .

.. destiLog .

BA4-P3 - 402

process, measurements, shut down, retarting, stop and restoring the system as necessary.

The test log shall contain procedural steps used to conduct and evaluate the tests, At a minimun, these pracedural steps shall include any items related to the setup, start,

Operator i Activities and Endries

o " |neident Reports

" Dates | 'y~ Thie: ",

Celerence RBat-PR-N Koy Chto ool

Continie o next
TFE...
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1700 Broadway {

Suite 250 } Holly Lowder
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CDOS Centification Number: 2007T-CDOS-DIE-001-0402

Manufacturer: Diebold Election Systems

Application Date: 04/02/2007

BA4-P3 - 403
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2007-CDOS-DIE-001-0402

The voling system shall accommodate a general system of access by least privilege and role based BA4-P3-403
access contiol. The following requirements shall apply: A unique application administrative account _

shall be created which has full access and rights to the application and database;

45.5261a))

zm,.m f\(;fm .!‘n' |

Cross Referencerd

Diebold

Purpose: - . Prerequisites:

The purpose of this test is to verify that the votlng
system shall contain a unique application .

adminstrative account W|th permlsswns descrlbed
herein. :

Test Procedures:

YA WM - Gws S

. Variances Used During Testing:

The voting system securily architecture allows for class/subclass accounts based on least privilege and role based access. User/Operator accounts | .
have no access to modify or create other accounts. S

Voting Systems Certification - Testing Log rev. 2.1 Created by the Colorado Secretary of State's Office
approved 03/05/07



[ervironment 2007-CDOS-DIE-001-0402 Test Nunber
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N S . _ 7 Test Log ‘ . R
7| Date | Time | .. Operator ‘ ., Activities and Entries S | ncident Reports)
2.2¢ s A o S - -
7
Voting Systems Certification Program Created by the Colorado Secretary of Stite's Office
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2007-CDOS-DIE-001-0402

ﬁon - Voting - Post

BA4-P3 - 403

L Test Eog

The test log shall contain p.

rocediural steps used to conduct and evaluate the tests. Ata

these procedural steps shall include any items related to the sefup, start,

- Date’.

process, measurements, shut down, retarting, stop and restoring the system as necessary.

)
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s

s
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i

Continue (o next
Page..
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2007-CDOS-DIE-001-0402

BA4-P3 - 403

The test log shall contain procedural steps used to conduct and evaiu,
process, measurenients, shut down, retarting, stop and restoring the system as necessary.

ate the tests. At a minimum, these procedural steps shall include any items velated to the setup, start,

g

{ctivities and Entrié

Continue to next

IEEE.. .
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2007-CD0OS-DIE-001-0402

By 3/31/08 all voting systems being submitted for certification shall have all components of voting
system capable of supporting passwords of a minimum of 8 characters, which shall be capable of
including numeric, alpha and special characters in upper case or lower case used in any combination.

4..2.6.1 (e)(viii)

|

|

Purpose: e T PrereqmszteS'

This test is Not Applicable at this time - appllcatlon' E _

for certification is prior to 3/31/2008. ‘ s ’{"’5‘5 s 132t Appuitha
e
|
i

Test Procedures:::'; S ' - i Variances Used During Testing:

TestEx m.mzﬂ@m T

N/A until after 3/31/2008

Vaoting Systems Certification - Testing Log vev. 2.1 Created by the Colorade Secretary of State’s Office
approved 03/05/07
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ztion - Voting - Post BA4-P3 - 404

The test log shall contain procedural steps nsed to conduct and evalivale the tests. At o minimum, these procedural steps shall include any items related to the setup, start,
process, measnrements, shut down, retarting, stop and vestoring the systein as necessary.

Continite 10 next
age..
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2007-CDOS-DIE-001-0402

45.5.2.6.1(e)(i)

Purpose:

The purpose of

format.

Test Procedures:

- ¥ i
system shall store passwords in a non-reversible - |

tlng system shall produce evidence that asswords are encrypted (non-reversible).

The voting system shall meet the following requirements for password security: All passwords shall
be stored and used in a non-reversible format;

. Prerequisites:
this test is to verify that thé;yoiiﬁg‘ i

Variances Used During Testing:

Voting Systems Certification - Testing Log rev. 2.1 Created by the Colorado Secretary of State's Office
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2007-CDOS-DIE-001-0402

The voting system shall accommodate a general system of access by least privilege and role based
access control. The following requirements shall apply: The operating system adminisirative account
does not have access to the database and does not have the ability or knowledge of the database
administrator password,

455.2. 61 (a)(l)

(0

. Eanne

Purpose: ( - Prereguisites:

The purpose of this test is to verify-that the voting | -~
system provider shall implement an access control } "
system of least privilege. The operating system i
administrative acocunt shall not have access to the . |
database or the database administrative password.

Test Procedures:. Variances Used During Testing:

S T i o

The voting system securlty archltecture allows for completely separate OS and DB accounts thatdonot have the ablllty nor knowle ge of each
other's passwords.

Voting Systems Certification - Testing Log vev. 2.1 Created by the Colorado Secretary of State's Office
apprroved 03/05/97
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The test log sha

I contain procedural steps used to conduct and evaluate the tests. At a minim

|incident Repors,
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2007-CDOS-DIE-001-0402

The voting system shall meet the following requirements for password security: The application’s
database management system shall require separate passwords for the administrative and each
user/operator accounts with access to the application.

45.5.2.6.1(e)(v) b
BA4-P3-407

Software

Purpose:

The purpose of this test is to verify that the -

application's database management system shall - |
require separate passwords for each user/operator |
account including the administrator account.

Test Procedures- i Variances Used During Testing:

Coaeae M Aceesd Ledet M K“w,c /%ssvoaec’)

BT et i . j -
Voting system allows for different accounts each with unigue and independent passwords accerding to class/subclass archltecture

Voting Sysiems Certiffcation - Tesnng Logrev. 2.1 Created by the Colorade Secretary of State's Office
approved 03/65/07
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- - Test-Number:
2007-CDOS-DIE-001-0402 Shs Ay

The test log shall contain procedural steps used ese procedural steps shail include any items related to the setup, start,
process, measurements, shut down, retarting, stop and restoring the system as necessary. k !

:Operatorai < Activities gnd Enlries Inciden
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The test log shall contain procedural steps used to conduct and evaluate the tests. At a minimun, these procedural steps shall include any items related to the setup, start,
process, medsurements, shut down, retarting, stop and restoring the system as necessary.

’
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2007-CDOS-DIE-001-0402 e

The voting system shall accommodate a general system of access by least privilege and role based BA4-P3-408
access control. The following requirements shall apply: A unique application userfoperater account

shall be created with limited rights specifically designed to perform functional operation within the
scope of the application. This userfoperator shall be restricted in the creation or modification of any
usetfoperator accounts.

45.5.2.6.1(2)(V)

Purpose:

o Prereguisites:

The purpose of this test is to verify that the use of /g/f%/—/y ,)7 - ‘/0 7
any administrative account password: shall not be

used for any normal operatlong functlons at any

remote location. .

Test Procedures; . . - . Variances Used During Testing:

o 945 w7

xpected] Q’fm; d,,

The votlng system secunty architecture allows for ciasslsubclass accounts based on least pnwlegeand role based access Admmlstratwe account
password shall be able to be changed as often as needed without voting system provider assistance.

Voting Systems Certification - Testing Log rev. 2.1 Created by the Colorade Secretary of State's Office
approved 03/05/07
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The test log shall contain procedural steps used to conduct and evaluate the tests. At a minimum, these procedural steps shall include any items related to the setup, start,

process, measurements, shut down, retarting, stop and restoring the system as necessary.

T

‘Activities. an_d-Emfi_es .
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Y i 2007-CDOS-DIE-001-0402
45.5.2.6.1(a)(iii}(c)

N
The voting system shall accommodate a general system of access by least privilege and role based BA4-P3-409
access control. The following requirements shall apply: A unigue System Userfoperator account _

shall be created for operating system use that is restricted from the following aspects of the operating
system: No access to install or remove programs.

Diebold

Purpose: _ v Prerequisites:

The purpose of this test is to verify-that the voting
system shall contain a unique system user account
with permissions descrlbed hereln '

e o

Test Procedurer '- . Variances Used During Testing:

The voting system security architecture allows for class!ubclass accounts based on leas privilege and role based access. User.’Ope
have no privileges to install andfor remove programs.

Voting Systems Certification - Testing Log rev. 2.1 Created by the Colorade Secretary of State's Office
approved 03/65/07




2007-CDOS-DIE-001-0402

: T

The test log shall ¢

ontain procedural steps used to conduct and evaluate the tests. At a minimum, these procedural steps shall include any items related to the sefup,
process, measuremenis, shut down, refarting, stop and restoring the system as necessary.

Continue to next
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2007-CDOS-DIE-001-0402

The voting system shall accommodate a general system of access by least privilege and role based
access control. The following requirements shall apply: Voting system provider shall not have
administrative account, or administrative account access.

" 45.5.2.6.1(a){vi) '

eHirelSpeClicanon
Purpose: < Prerequisites:

The purpose of this test is to verify. that the votmg
system provider shall implement’ an access control
system of least privilege. The voting ‘system -
provider shall not have an administrative account or |
administrative level access.

Test Procedures: ‘ P - Variances Used During Testing: -

| 5_,{5 ﬁ'tﬂ& / owéa :

The votmg system provider will not have access {o the system once the system has been installed and access passwords have been changed bythe '
local election official.

Voting Systems Certification - Testing Log rev, 21 Crented by the Colorado Secretary of State's Qffice
approved 03/05/07
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The test log shall contain procedural steps used to conduct and evaluate the tests. At a minimum, these procedural steps shafl include any items related to the setup, stars,
Process, measuremenis, shut down, retarting, stop and restoring the system as necessary.
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ialeionany 2007-CDOS-DIE-001-0402
45.5.2.6.1(e)(iii)

The voting system shall meet the following requirements for password security: Password to
database shall be owned and only known by application;

Functional

Diebold

Purpose: , Prerequisites:

The purpose of this test is to verify that 'f_h*e' p_aséwordt
to the database is known only by the application.

Test Procedures:

S B4 5= 425

Variances Used During Testing:

L estikxpected]

Access to the votm system database will be restricted«bthese of a password that is known only by the otig sytem application.

Voting Systems Certification - Testing Log rev. 2.1 Created by the Colarado Secretary of State’s Office
approved 03/05/07




2007-CDOS-DIE-001-0402

£

The test log shall contain procedural steps used to conduct and evaluate the tests. At o minimum, these procedural steps shall include any items related to the setup, start,
process, measurements, shut down, retarting, stop and restoring the system as necessary.
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2007-CDOS-DIE-001-0402

The voting system shall accommodate a general system of access by least privilege and role based
access control. The following requirements shall apply: The operating system administrative account
shall not be required to be used by any function of the voting system during normal operations;

45.5.2.6.1(a)(il)

@

|

eold

Purpose: _ o . Prerequisites:

The purpose of this test is to verify.that the voting

|| system provider shall implement an- acc:ess control
system of least privilege. The operating system
administrative acocunt shall not be required by.any .
function of the voting system for normal operation

Test Procedures: e ! Variances Used During Testing:

b fluts B

The voting system ecurityrchltecture allows for class/subclass accounts accounts based on least privilege and role basedaccs. The
administrative password is not needed for any function during normal operations,

Voting Systems Certification - Testing Log rev. 2.1 Created by the Colorade Secretary of State’s Office
approved 03705707
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The test log shail contain procedural steps used to conduct and evalnate the tests, Ar a minimum, these procedural steps shall include any items related to the setup, start,
process, measuremems, shut down, retarting, stop and restomrg rke system as necessary.
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2007-CDOS-DIE-001-0402

45526 1({a)(iii)(a)

The voting system shall accommodate a general system of access by least privilege and role based
access control. The following requirements shall apply: A unique System User/foperator account
shall be created for operating system use that is restricted from the following aspects of the operating
system: No Access to System Root directory.

Purpose:

- Prerequisites:

The purpose of this test is to verify that the voting '
system shall contain a unique system user account
with permissions described herein.

Test Procedures: . Variances Used During Testing:

’*X’f&mgi?
The voting system security architecture allows for class/subclass accounts based on least privslege and role base access.
have no access to system root directory.

ser/Operator accounts

" Diebold

Voting Systems Certification - Testing Log rev. 2.1
approved 03/05/07
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2007-CDOS-DIE-001-0402

The voting system shall accommodate a general system of access by least privilege and role based BA4-P3-414
access control. The following requirements shall apply: A unique System User/operator account
shall be created for operating system use that is restricted from the following aspects of the operating
system: No access to operating system specific folders.

45.5.2.6.1(a)(iii)(b)

Diebold
T PR Sttty
Purpose: e . Prerequisites:

I The purpose of this test is to verify that the otlng
system shall contain a unique system user‘account
with permissions described herein.

' Test Procedures:

&MM

- Variances Used During Testing:

perator accounts - [

The voting system secunty archlteclure allows for class/subclass accounts based on leas privilege and role based access. User,

have no access to OS specific folders.

Voting Systems Certification - Yesting Log rev. 2.1 Created by the Colorado Secretary of State’s Office
approved 03/03/07




2007-CDOS-DIE-001-0402

The test log shall contain procedural steps used to conduct and evalluzte the tests. At a minimum, these procedural steps shall include any items related to the setup, start,
process, measurements, shut down, refarting, stop and restoring the system as necessary.

Continue to mext
aEE.

Voting Systems Certification Program Created by the Colorado Secretary of State's Office
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e | Observations: Z , : / / M i s ﬁ:Z’ 2 £ seser
o M % M\z 7/ Bfocallvee OO0
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2007-CDOS-DIE-001-0402
The use of blank or empty passwords shall not be permitted at any time with the exception of a BA4-P3-415
limited one-time use startup password which requires a new password to be assigned before the

system can be used.

45.5.2.6.1()(vi)

Reference 3

| = B " i P e
Purpose: _ = Prerequisites:

The purpose of this test is to verify thatthe voting
system and operating system can not and do not
use blank or empty passwords at any time.

Test Procedures: . : Varmnces Used During Testmg-

Clorase Wsiz fecon o w5 &MA /9/954:@@

The votmg system and operating system shal]be configured to prevent the use of null passwords

Voting Systems Certification - Testing Log rev. 2.1 Created by the Colorado Secretary of State's Office
appreved 03/05/07
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R AR

The test log shall contain procedural steps used fo conduct and evaluate the tests, At a miniman, these procedural steps shall include any items related to the setup, start,

process, measurements, shut down, retarting, stop and restoring the system as necessary.

l . Continue fo next
2.
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BA4-P3 - 415

f;' g .@ S&Cl Y7
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2007-CDOS-DIE-001-0402

The voting system shall meet the following requirements for password security: Passwords to
database shall not be stored in database.

45.5.2.6.1()(i)

: @mz:w:« iy

D|ebo]d it

Purpose: . 7 Prerequisites:

The purpose of this test is to verify that the votmg ‘ \
system does not store passwords in the database of
the application.

Test Procedures: - . Variances Used During Testing: -

(Sfmy [Dnswiesi. For Phzswoi 0

The votlng system does not store passwards to the database within the database.

Vating Systems Certification - Testing Log rev. 2.1 Created by the Colorado Secretary of State's Office
approved 03/05/07
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BA4-P3 - 416

The test log shall contain procedural steps used to conduct and evalnate the tests. At a mininmun, these procedural steps shall mr:!ude any items related to the setup, stort,
Process, measurenents, shut down, retarting, stop and restoring the system as necessary.

. | Conténe fo next
AR Con s
R
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