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Section 1: INTRODUCTION

The Department of State (DOS) is issuing this Request for Proposal (RFP) to purchase commercial off-the-shelf (COTS) software for the implementation of a statewide voter registration and election management (SCORE) system in order to meet the requirements of Section 303 of the Help America Vote Act of 2002 (HAVA), P.L. 107-252.  Pursuant to section 1-1.5-101, et seq., Colorado Revised Statutes (C.R.S.), the secretary of state has been designated as the chief state election official within the meaning of HAVA and is charged with implementing its mandates.

Current Elections Environment in Colorado

In 2003, Colorado adopted H.B. 03-1356, also known as the Colorado Help America Vote Act (Colorado HAVA). This bill designated the Secretary of State (secretary) as the chief state election officer within the meaning of HAVA 2002 and granted to the secretary the power to coordinate the responsibilities of the State of Colorado created under HAVA 2002.  Colorado HAVA authorized the secretary to establish a uniform administrative complaint procedure to remedy grievances arising under Title III of HAVA 2002.  It created a federal elections assistance fund in the state treasury and specified that the Secretary of State administer the fund.  The act created a permanent funding mechanism that specifies the sources and types of moneys to be deposited into the fund, and requires that any moneys received by the State from the federal government pursuant to HAVA 2002 to be used by the State only for the purposes specified by the provisions of HAVA 2002.  In addition, the act provides for a continuous appropriation of all moneys in the fund.  

The Colorado Help America Vote Act also provides for the following:

· Authorizes the secretary to direct that moneys in the Secretary of State cash fund be appropriated for carrying out the activities for which federal payments are being made in an amount equal to 5% of the total amount to be spent for such activities;

· Requires each eligible elector to be asked for his or her driver’s license number in addition to the last 4 digits of the elector’s social security number. If an individual has not been issued a current and valid driver’s license or a social security number, the State will assign the applicant a unique identification number to serve as identification of the applicant for voter registration purposes; and

· Requires the secretary to implement, in a uniform and nondiscriminatory manner, a single, uniform, official, centralized, interactive, computerized statewide voter registration system, defined, maintained and administered at the state level.  Like most states, Colorado has a centralized voter registration master list; however, it is currently maintained and administered at the county level.  The act also authorizes the secretary to electronically cancel the registration of deceased persons and persons convicted of a felony.  Colorado does not require the formal restoration of voting rights of felons who have served their sentence as a prerequisite to register to vote; those rights are automatically restored at that time, thus allowing such an individual to re-register to vote.

· Requires the secretary and the executive director of the Department of Revenue to match information in the database of the centralized statewide registration system with information in the database of the motor vehicle business group to the extent required to enable each department to verify the accuracy of the information provided on applications for voter registration in conformance with the requirements of HAVA 2002;  

· Requires the executive director of the Department of Revenue to enter into an agreement with the Federal Commissioner of Social Security for the purpose of verifying applicable information in accordance with the requirements of HAVA 2002.  It further requires the secretary to implement adequate technological security measures to prevent the unauthorized access to the computerized statewide voter registration list;

· Requires the questions: “Are you a citizen of the United States?” and “Will you be 18 years or older on Election Day?” with boxes for the applicant to indicate his or her responses to these questions on the voter registration form.  It also requires the form to include a statement informing the applicant that, if the form is submitted by mail and the applicant is registering to vote for the first time, the appropriate identification information specified is to be submitted with the mail-in registration form to avoid the additional identification requirements for applicants voting for the first time.  If the applicant fails to answer on the mail registration form the question relating to American citizenship, the election official is to notify the applicant of the failure.  In addition, the election official is to provide the applicant with an opportunity to complete the form in a timely manner to allow for completion of the registration form prior to the next election for federal office; and

· Allows any new voter who desires to cast his or her ballot in person, by absentee ballot, or mail ballot, but does not satisfy these identification requirements, to cast a provisional ballot.  In addition, it also requires the designated election official to include with a mail or an absentee ballot written instructions to enable a first-time voter to comply with the requirements for new voters intending to cast a mail or absentee ballot.  Finally, the bill directs state and local election officials to implement the requirements applicable to new voters in a uniform and nondiscriminatory manner.

In 2002, Colorado adopted H.B. 02-1307, which provided for the sharing of information between the Department of State and Department of Revenue in the collection of information on residence addresses and signatures, including the driver’s license database, motor vehicle registration database, motorist’s insurance database and the state income tax information systems. 
Additional background information about the DOS Elections Division can be found at: www.elections.colorado.gov/.
1.1 State entities required to comply with the HAVA requirements:

Along with the DOS, the following agencies are determined to be directly impacted by the HAVA federal legislation.

· Department of Revenue (DOR);

· Department of Public Health and Environment (DPHE);

· Department of Personnel and Administration (DPA);

· Department of Corrections (DOC);

· All 64 Colorado counties.

1.1.1 State entities

The following is a list of each State entity, a brief agency description, and the URL for their web site home page:

Department of Revenue
Our mission is to provide exceptional service in an effective and innovative manner that instills public confidence while fulfilling our duties to collect revenues, responsibly license and regulate qualified persons and entities, increase productivity, and assure the vigorous and fair enforcement of the laws of Colorado.

The Division of Motor Vehicle will be the primary point of contact to address drivers’ license information per HAVA requirements.

Additional background information about the Department, its organization, programs, and other pertinent information can be found at: www.revenue.state.co.us 
Department of Public Health and Environment
The Colorado Department of Public Health and Environment is committed to protecting and preserving the health and environment of the people of Colorado.

The Vital Records Section of the Colorado Department of Public Health and Environment maintains official documentation of vital events in our state. Certified copies of these legal documents are necessary or helpful for many purposes, such as:

· establishing proof of age 

· applying for a passport 

· establishing proof of citizenship 

· qualifying for insurance benefits 

Certified copies of birth and death certificates, and marriage and divorce verifications can be obtained from the Vital Records Section. 

The Vital Records Section will be the primary point of contact to address voter registration list maintenance issues by reason of death per HAVA requirements.

Additional background information about the Department, its organization, programs, and other pertinent information can be found at:  www.cdphe.state.co.us 
Department of Personnel and Administration
The Department of Personnel & Administration (DPA) is the cabinet department that serves as the business center for Colorado’s $13 billion state government. DPA is responsible for the largest workforce in the State -- 60,000 employees and for more than $8 billion in state facilities and real estate, as well as business services ranging from telecommunications and computing to administrative hearings, financial accounting, State Archives, purchasing, collections, insurance and risk management, printing, and motor vehicles.   

The Department’s mission is to set the highest professional and ethical standards for ourselves and to help our customers succeed.

Within DPA resides the Division of Information Technologies (DoIT).  The mission of the DoIT is to support Colorado State Government business functions with high quality information technology and telecommunications tools.  DoIT works to be the provider of choice in its areas of expertise. 

DoIT also provides statewide planning for telecommunications as well as supporting the Governor's Office of Innovation and Technology in their efforts to provide statewide leadership with information technology solutions for citizen centric business initiatives. 

DoIT is comprised of Computing Services, Colorado State Archives, Customer Services, Business Services, Communication Services, and the Technology Management Unit.   

DoIT will provide leadership and support in the planning and coordination of information technology and telecommunications across the state. The changing world of technology coupled with the diverse missions of governmental agencies makes the leadership role essential to the effective and efficient delivery of information.

DoIT will be the primary point of contact to address network issues regarding the Multi-Use Network (MNT).

Additional background information about the Department, its organization, programs, and other pertinent information can be found at:  www.colorado.gov/dpa/. 

Department of Corrections 

The mission of the Colorado Department of Corrections (DOC) is to protect the public through effective management of offenders in controlled environments, which are efficient, safe, humane, and appropriately secure, while also providing meaningful work and self-improvement opportunities to assist offenders with community reintegration.

The mission of the Information Technology Division is to enhance Departmental operations by providing centralized service and support for telecommunications systems and equipment, and for the enterprise and local computer systems and servers department wide.

Communications Staff are devoted to providing services that include the Colorado Inmate Phone System, staff voice communications, radio systems and equipment, cellular telephones, pagers, hardware and cable planning, microwave communications, video teleconferencing, wide area and local area voice, data, and video networks.

Applications Staff are dedicated to the development and maintenance of the Department of Corrections Information Systems (DCIS) applications and databases. The DCIS system is comprised of 1,800 applications programs and 1,000 database tables that make up the many subsystems utilized by DOC staff. The Help Desk staff not only provides the telephone support for the applications, but also develops the training and user manuals and provides the training associated with the application programs.  Applications staff provides WEB services.

Systems Staff provide the services, operations, and maintenance support of the main DCIS mid-range enterprise computer systems as well as the associated photo system servers, the document imaging servers, the email servers, and the various security components associated with the systems and networks. Twelve central computer file servers are operated and maintained by technical staff. IT staff supports local facility staff for 26 Novell File Servers located statewide. Internet services and E-mail services have been greatly expanded throughout the year. The IT staff develops, operates, and maintains the computer interfaces to the four other criminal justice agencies within the state by performing data transfers and data queries through the Central Index System at the Colorado Integrated Criminal Justice Information System (CICJIS).

The goal of the IT Division is to enhance departmental operations by providing accurate and concise information that is accepted throughout the criminal justice system.

The DOC will interface with the new statewide voter registration system to provide felon information to inactivate voter registration records.

Additional background information about the Department can be found at:  www.doc.state.co.us/index.html. 

Colorado counties

The County Clerks in each of the 64 Colorado counties are responsible for administering elections.  As a result, the Clerk’s offices will be direct beneficiaries of the new statewide system.  

The County Clerk offices will be the primary points of contact to address requirements, functionality, testing, training, and deployment issues regarding the new system.

1.2 Scope of statewide voter registration system

The scope of this project is to install fully tested and proven COTS software for the implementation of a centralized statewide voter registration and election management system that fully complies with all applicable federal and state laws and the business requirements of DOS and counties.  
In general, the system will:

· Protect the voter information of all registered citizens 

· Maintain the integrity of the electoral process 

· Enable county election officials to administer efficient, fair, and impartial elections 

· Provide an audit capability; and

· Establish stronger coordination inherent in a centralized system

1.3 Project Schedule and Location

The statewide voter registration project is expected to begin on or around October 23rd, 2006 and complete implementation no later than April 30th, 2008.  

The DOS requires the statewide voter registration project vendor to obtain their own office space for the project needs.  

Meetings with State officials that are associated with the project will be at DOS offices as well as at agency designated facilities and county seats.  

	Department of State

1700 Broadway, Suite 350
Denver, CO 80290
	Department of Public Health and Environment
4300 Cherry Creek Dr. South

Denver, CO  80246

	Department of Revenue

1881 Pierce St.

Lakewood, CO 80214
	Department of Corrections

2862 South Circle Drive

Colorado Springs, Colorado 80906-4195

	Department of Personnel & Administration

DoIT

690 Kipling Street

Lakewood, CO 80215
	Office of Innovation and Technology
225 E. 16th Avenue, Suite 260

Denver, CO 80203




1.3.1 Travel

The DOS does expect travel, within Colorado, for this project, specifically to and from the State entities facilities, county seats (Appendix A), and branch offices as required.  The specific addresses can be found at www.elections.colorado.gov/WWW/default/clerk.pdf. The DOS will coordinate travel with the Vendor.  

1.3.2 Vendor Access

The Vendor will have access to 

· DOS staff;

· County election officials;

· County staff;

· State agency staff;

· Documentation of information systems; and

· Any documentation that exists relating to the applicable systems, including State and county agency policies, procedures and business processes.  

The Vendor will be required to execute DOS End-User Computing agreements, Privacy agreements, and Credit Card Security agreements (Appendix B, C, & D).  In addition, the Vendor will follow the policies and procedures of the counties, which may include the execution of similar agreements.  

The vendor awarded this RFP (“awarded vendor”) performing services, under a contract, likely will gain access to certain personally identifiable information deemed confidential, (e.g., Social Security Numbers).

The awarded vendor (with regards to employees and subcontractors who will work on the project and who will gain access to certain personally identifiable information deemed confidential) will be required, at their expense, to agree in the formal contract:  1) to provide copies of all evidence of security clearance background checks on its employees and subcontractors; 2) to provide copies of all evidence of security clearance background checks for additional or replacement employees; and 3) to provide copies of all evidence of security clearance background checks for additional or replacement subcontractors.  In lieu of the foregoing requirements of this section, State will agree to accept a written attestation or certification by the awarded vendor that security clearance background checks have been performed and that all applicable employees and subcontractors have been cleared.  Nothing contained herein requires the selected vendor to disclose federal security clearance information. 

The awarded vendor will be required in the contract to submit required evidence of security clearance background checks within seven (7) business days.  The seven (7) business-day period commences the day following the triggering event (i.e., execution of a Contract by State or the awarded vendor’s addition or replacement of employees and subcontractors on the project).  State will agree to review the sufficiency of the security clearance background checks within three (3) business days, commencing from the date of State’s receipt of the security clearance background check information from the awarded vendor.  In the event State does not accept the sufficiency of any security clearance background check, the awarded vendor will agree that such employee or subcontractor shall not be eligible to perform the services contemplated for inclusion in the Contract.
Section 2: ADMINISTRATIVE INFORMATION 

2.1 Issuing Office

This RFP is issued by the DOS.  The DOS is the sole point of contact concerning this RFP.

To the extent possible, the DOS intends to follow all state procurement rules and statutes applicable to RFPs.  However, the DOS is headed by the Secretary of State, who is not subject to such rules and statutes pursuant to section 24-2-102 (4), Colorado Revised Statutes.  To the extent that there is any inconsistency between this RFP process (including the RFP itself) and any state procurement rule or statute, it shall be conclusively presumed that the Secretary of State has elected not to follow such rule or statute.
2.2 Official Means of Communication

During the solicitation process for this RFP, all official communication from the DOS to Vendors will be via postings on the DOS Web site (www.sos.state.co.us).  The DOS will post notices that will include, but are not limited to, modifications to administrative or performance requirements, answers to inquiries received, clarifications to requirements, and the announcement of the apparent winning Vendor.  It is the sole responsibility of Vendors to monitor the DOS Web site carefully and regularly for any such postings.

2.3 Statement of Purpose

This RFP provides prospective Vendors with sufficient information to enable them to prepare and submit proposals for consideration by the DOS to achieve the goals of this RFP.

2.4 Scope of RFP

This RFP contains instructions governing the proposal to be submitted and identifies material to be included therein; sets forth mandatory requirements that must be met for the Vendor to be eligible for consideration; and specifies other optional requirements to be met by each Vendor.

2.5 Schedule Of Activities
	Activity
	Date

	RFP posted on DOS Web site
	April 18th, 2006

	Prospective Vendors Written Inquiry Deadline

(No Questions Accepted After This Date and Time)
	April 24th, 2006  2:30 PM (Mountain Time)

	Answers to inquires posted
	May 1st, 2006

	Proposal Submission Deadline
	May 9th,  2006   2:30 PM (Mountain Time)

	Oral Presentations
	June - July 2006

	Award Announced (Estimated)
	July 14th, 2006

	Estimated Project Start Date
	October 23rd, 2006


2.6 Inquiries

Vendors may make mail, e-mail, or fax inquiries concerning this RFP to obtain clarification of requirements.  No inquiries will be accepted after the date and time indicated in the Schedule of Activities.  Send all mail inquiries to:

Department of State

Attn: Brian Mouty DOS-HAVA-0003 -- Inquiry

1700 Broadway, Suite 350
Denver, Colorado 80290
Address fax inquiries to: Attention: Brian Mouty, fax (303) 869-4861 and e-mail inquiries to brian.mouty@sos.state.co.us.
The only “official” response to a Vendor's inquiry is a response that is published as a modification on the DOS Web site.  Vendors should not rely on any other statement that alters any specification or other term or condition of this RFP.

2.7 Modification or Withdrawal of Proposals

Proposals may be modified or withdrawn by the Vendor prior to the established due date and time.

2.8 Proposal Submission

Proposals must be received on or before the date and time indicated in the Schedule of Activities.  Late proposals will not be accepted.  It is the responsibility of the Vendor to ensure that the DOS receives the proposal on or before the proposal submission deadline date and time.  Vendors mailing their proposals shall allow sufficient mail delivery time to ensure receipt of their proposals by the deadline specified.  The proposal package shall be delivered or sent by mail to:

	Department of State

Attn:  Brian Mouty
DOS-HAVA-0003
1700 Broadway, Suite 350
Denver, Colorado 80290


The State of Colorado Request For Proposal Cover Sheet MUST be signed in ink by an officer of the Vendor legally authorized to bind the Vendor to the proposal.  The signed cover sheet is to be included with the proposal copy that is marked ORIGINAL.  This cover sheet can be found on the DOS Web site along with this RFP.

Proposals, that are determined to be at a variance with this requirement, may not be accepted.

Faxed or emailed proposals will not be accepted.

Proposals must be submitted in a sealed package.  The outer envelope of the package must show the following information:

<VENDOR’S NAME>

RFP NUMBER: DOS-HAVA-0003
<PROPOSAL DUE DATE AND TIME>

The DOS desires and encourages proposals to be submitted on recycled paper, printed on both sides.  While the appearance of proposals and professional presentation is important, the use of non-recyclable or non-recycled glossy paper is discouraged.

2.9 Addendum or Supplement to Request for Proposals: 

The DOS reserves the right to make changes to this RFP, its attachments and appendices.  Such changes will be implemented through the posting on the DOS Web site of an addendum (or addenda) to this RFP.  It is Vendors’ responsibility to monitor the DOS Web site for changes to this solicitation.  

2.10 Oral Presentations and Demonstrations

Vendors may be asked to make oral presentations and/or demonstrations.  Such presentations will be at the Vendor's expense.   The State will be conducting an Architecture Assessment Validation (AAV) on the vendor’s proposed architecture during the Oral preparation period.  The State expects complete cooperation with the AAV vendor during that period.
2.11 Acceptance of RFP Terms

A proposal submitted in response to this RFP shall constitute a binding offer.  The autographic signature of an officer of the Vendor legally authorized to execute contractual obligations shall indicate acknowledgment of this condition.  A submission in response to this RFP acknowledges acceptance by the Vendor of all terms and conditions including compensation, as set forth herein.  A Vendor shall identify clearly and thoroughly any variations between its proposal and the DOS's RFP.  Failure to do so shall be deemed a waiver of any rights to subsequently modify the terms of performance, except as outlined or specified in the RFP.

2.12 Confidential / Proprietary Information

Any restrictions of the use or inspection of material contained within the proposal shall be clearly stated in the proposal itself.  Written requests for confidentiality shall be submitted by the Vendor with the proposal.  The Vendor must state specifically what elements of the proposal are to be considered confidential/proprietary.  

Confidential or proprietary information must be readily identified, marked and separated from the rest of the proposal.  Co-mingling of confidential or proprietary information and other information is NOT acceptable.  Neither a proposal, in its entirety, nor proposal price information will be considered confidential and proprietary.  Any information that will be included in any resulting contract cannot be considered confidential.  The DOS or Attorney General will make a written determination as to the apparent validity of any written request for confidentiality.  In the event the DOS does not concur with the Vendor's request for confidentiality, the written determination will be sent to the Vendor.  Ref.  Section 24-72-201 et.  seq., Colorado Revised Statutes (C.R.S.), as amended, Public (open) Records.

2.13 RFP Response Material Ownership

All material submitted regarding this RFP becomes the property of the DOS.  Proposals may be reviewed by any person after the "Notice of Intent to Make an Award" letter has been issued, subject to the terms of Section 24-72-201 et.  seq., C.R.S., as amended, Public (open) Records.  

2.14 Agreement Type

The services provided and work performed pursuant to this RFP shall be performed on a firm, fixed-price, and turnkey basis in accordance with the terms of a negotiated contract with the selected vendor.  The DOS shall not be obligated for any other payments to Vendor except as approved in writing by the Secretary of State, or designee, of DOS and the State Controller, or designee.  The parties may agree to changes during the course of performance, within the scope of the original procurement, through the use of change orders, contract amendments or contract modifications.

“Turnkey” means that Vendor shall deliver the system to the DOS, which shall be consistent with the system performance specifications and shall be comprised of all components integrated, tested, and certified for immediate use in supporting an integrated statewide voter registration system consistent with both state and federal law and the requirements of this RFP.
2.15 Proposal Prices

Estimated proposal prices are not acceptable.  Proposal prices will be considered to be your best and final offer, unless otherwise stated in the RFP.  The proposal price will be considered in determining the apparent successful Vendor.  All prices offered shall be FOB Destination and shall include all costs of shipping, handling, installation, training, and full system documentation and all goods and services covered by this RFP, and such other expenses as are included elsewhere in this RFP and the Vendor’s proposal.

All proposed prices shall be binding until a contract is executed containing the agreed terms and prices.   

2.16 Subcontractors

Vendors shall clearly explain planned use of subcontractors in their proposal, including terms of any subcontract, capabilities, experience and portion of the work to be performed by the sub-contractors.  The Vendor, as prime contractor, shall be responsible for contract performance whether or not subcontractors are used.  The winning Vendor will be the sole point of DOS contact with regard to contractual matters including the performance of services and the payment of any and all charges.  Current employees of the Department of State and current employees of consultant affiliates engaged in pre-existing contractual obligations as key personnel to the Department of State may not participate as resources for subcontractors of the Vendor.  

Due to security concerns, no element of this RFP and resulting contract will be completed in whole or part outside of the United States of America. No information or direct reference of this RFP and resulting contract will be sent, distributed, or referenced in whole or part outside of the United States of America. The DOS will NOT accept any variance or modification of this term and condition.

2.17 Bid Clarification / Vendor Guarantee

All information contained in this RFP and its appendices, including amendments and modifications thereto, reflect the best and most accurate information available to the DOS at the time of RFP preparation.  No inaccuracies in such data shall constitute a basis for change in the payments to the contractor nor a basis for a legal recovery of damages, either actual, consequential or punitive except to the extent that such inaccuracies are the result of intentional misrepresentation by the DOS.

It is the responsibility of the Vendor to review and understand all information, instructions, specifications, and terms and conditions in this RFP.  All Vendors, by submitting a signed bid, guarantee to the DOS that they understand and agree to the terms and conditions of this RFP and that they will not default from performance by virtue of a mistake or misunderstanding.  Vendors shall seek clarification from the DOS of any information, instruction, specifications, terms and/or conditions, which they determine to be unclear.  The failure of a Vendor to seek clarification shall be deemed a waiver of any such clarification.
2.18 Bid Opening

As soon as is practical after the proposal submission deadline date and time, at the location noted for bid submission, the bids shall be opened and a register shall be prepared of the bids submitted in response to this solicitation.  The following information will be read and entered into the bid register: name of Vendor and delivery date.  The bid register will be available via the DOS Web site.  
2.19 Selection Of Proposal

An Evaluation Committee will review and score offers submitted to determine which offer is the most advantageous to the DOS and the State of Colorado.  The DOS will notify all Vendors via a posting on the DOS Web site of the results of the RFP evaluation.  The posting will be an announcement of "Notice of Intent to Make an Award" which will name the apparent successful Vendor.    

2.20 Award Of Contract

The award will be made to the Vendor whose proposal, conforming to this RFP, will be the most advantageous to the DOS and the State of Colorado, price and other factors considered.  A contract must be completed and signed by all parties concerned.  In the event the parties are unable to enter into a contract, the DOS may elect to cancel the "Notice of Intent to Make an Award" letter and make the award to the next most responsive Vendor.

2.21 Acceptance of Proposal Content 

The contents of the proposal (including persons specified to implement the project) of the successful Vendor will become contractual obligations if acquisition action ensues.  Failure of the successful Vendor to accept these obligations in a State contract, purchase order, or similar authorized acquisition document may result in cancellation of the award and such Vendor may be removed from future solicitations.
2.22 RFP Cancellation

The DOS reserves the right to cancel this entire RFP or individual components at any time, without penalty.

2.23 Incurring Costs

The DOS is not liable for any cost incurred by Vendors prior to issuance of a legally executed contract, purchase order, or other authorized acquisition document.  No property interest, of any nature, shall occur until a contract is awarded and signed by all concerned parties.

2.24 Non-Discrimination

The Vendor shall comply with all applicable State and federal laws, rules and regulations involving unfair employment practices and discrimination on the basis of race, color, religion, national origin, age or sex.

2.25 Rejection of Proposal

The DOS reserves the right to reject any and all proposals, waive informalities and minor irregularities in proposals received, and to accept any portion of a proposal or all items proposed if deemed in the best interest of the DOS and State of Colorado.  Failure of a Vendor to provide any information requested in this RFP may result in disqualification of the proposal.

2.26 Parent Company 

If a Vendor is owned or controlled by a parent company, the name, main office address and parent company's tax identification number shall be provided in the proposal.  The tax identification number of the Vendor responding to the RFP must be provided.
2.27 Press Releases

Press releases, release of information, or any communications with media entities pertaining to this RFP shall NOT be made prior to execution of the contract without prior written approval by DOS.

2.28 Contract Cancellation

The DOS reserves the right to cancel, for cause, any contract resulting from this RFP by providing timely written notice to the contractor.

2.29 Certification of Independent Price

2.29.1 Certification

By submission of a proposal each Vendor certifies, and in the case of a joint proposal each party, thereto certifies as to its own organization, that in connection with this procurement:


(a)
The prices in this proposal have been arrived at independently, without consultation, communication, or agreement, for the purpose of restricting competition, as to any matter relating to such prices with any other Vendor or with any competitor;


(b)
Unless otherwise required by law, the prices which have been quoted in this proposal have not been knowingly disclosed by the Vendor and will not knowingly be disclosed by the Vendor prior to bid opening, directly or indirectly to any other Vendor or to any competitor; and


(c)
No attempt has been made or will be made by the Vendor to induce any other person or firm to submit or not to submit a proposal for the purpose of restricting competition.

2.29.2 Individual Certification

Each person signing the Request for Proposal (RFP) Cover Sheet of this proposal certifies that:

(a)
He/She is the person in the Vendor's organization responsible within that organization for the decision as to the prices being offered herein and that he has not participated, and will not participate, in any action contrary to 2.30.1(a) through 2.30.1(c) above; or 

(b)
He/She is not the person in the Vendor's organization responsible within that organization for the decision as to the prices being offered herein but that he/she has been authorized in writing to act as agent for the persons responsible for such decision in certifying that such persons have not participated, and will not participate, in any action contrary to 2.30.1(a) through 2.30.1(c) above, and as their agent does hereby so certify; and he has not participated, and will not participate, in any action contrary to 2.30.1(a) through 2.30.1(c) above.

2.29.3 Proposal Not Considered For Award Conditions

A proposal will not be considered for award where 2.30.1(a), 2.30.1(c), or 2.30.2 above has been deleted or modified.  Where 2.30.1(b) above has been deleted or modified, the proposal will not be considered for award unless the Vendor furnishes with the proposal a signed Statement which sets forth in detail the circumstances of the disclosure and the head of the agency, or his designee, determines that such disclosure was not made for the purpose of restricting competition.

2.30 Taxes

The State of Colorado, as purchaser, is exempt from all federal excise taxes under Chapter 32 of the Internal Revenue Code (Registration No.  84-730123K) and from all State and local government use taxes (Ref.  Colorado Revised Statutes section 39-26.114(a)).  The DOS State and Local Sales Tax Exemption Number is 98-02565.  Vendor is hereby notified that when materials are purchased in certain political sub-divisions (for example - City & County of Denver) the Vendor may be required to pay sales tax even though the ultimate product or service is provided to the State of Colorado.  This sales tax will not be reimbursed by the State.  

2.31 Assignment and Delegation

Except for assignment of antitrust claims, neither party to any resulting contract may assign or delegate any portion of the agreement without the prior written consent of the other party.  

2.32 Availability of Funds

Financial obligations of the State payable after the current fiscal year are contingent upon funds for that purpose being appropriated, budgeted or otherwise made available.  In the event funds are not appropriated, any resulting contract may become null and void, without penalty to the DOS.  

2.33 Insurance 

2.33.1 Insurance Coverage

The contractor shall procure, at their own expense, and maintain for the duration of the contract, the following insurance coverage; the State shall be issued certificates as an additional insured.

· Standard Workers' Compensation and Employer Liability as required by State statute, including occupational disease, covering all employees on or off the work site, acting within the course and scope of their employment.

· Commercial General Liability Insurance written on ISO occurrence form CG 00 01 10/93 or equivalent, covering premises operations, fire damage, independent contractors, products and completed operations, blanket contractual liability, personal injury, and advertising liability with minimum limits as follows:

a) $1,000,000 each occurrence;

b) $1,000,000 general aggregate;

c) $1,000,000 products and completed operations aggregate; and

d) $50,000 any one fire.

If any aggregate limit is reduced below $1,000,000 because of claims made or paid, the contractor shall immediately obtain additional insurance to restore the full aggregate limit and furnish to the State a certificate or other document satisfactory to the State showing compliance with this provision.
· Automobile Liability Insurance covering any auto (including owned, hired and non-owned autos) with a minimum limit as follows: $1,000,000 each accident combined single limit.

· Other Insurance - Vendor shall provide such other insurance as may be required by law, or in a specific solicitation.

2.33.2 Additional Insured

The State of Colorado shall be named as additional insured on the Commercial General

Liability and Automobile Liability Insurance policies.  Coverage required of the contract will be

primary over any insurance or self-insurance program carried by the State of Colorado.
2.33.3 Cancellation Prevention

The insurance shall include a provision preventing cancellation without 60-calendar days prior written notice to the DOS by certified mail.

2.33.4 Insurance Documentation

Vendor shall provide the following documentation to the DOS within 7 working days of a request therefore, unless otherwise provided:


1.
Certificate/s of adequate insurance coverage, each with a reference to the State being named as an additional insured, or


2.
Certificate/s of adequate insurance coverage and an endorsement/s of additional insured coverage.

2.34 Independent Contractor Clause

All personal service contracts must contain the following clause:

“THE CONTRACTOR SHALL PERFORM ITS DUTIES HEREUNDER AS AN INDEPENDENT CONTRACTOR AND NOT AS AN EMPLOYEE.  NEITHER THE CONTRACTOR NOR ANY AGENT OR EMPLOYEE OF THE CONTRACTOR SHALL BE OR SHALL BE DEEMED TO BE AN AGENT OR EMPLOYEE OF THE STATE.  CONTRACTOR SHALL PAY WHEN DUE ALL REQUIRED EMPLOYMENT TAXES AND INCOME TAX WITHHOLDING, SHALL PROVIDE AND KEEP IN FORCE WORKER'S COMPENSATION (AND SHOW PROOF OF SUCH INSURANCE) AND UNEMPLOYMENT COMPENSATION INSURANCE IN THE AMOUNTS REQUIRED BY LAW, AND SHALL BE SOLELY RESPONSIBLE FOR THE ACTS OF THE CONTRACTOR, ITS EMPLOYEES AND AGENTS."

2.35 Venue

The laws of the State of Colorado, U.S.A., shall govern in connection with the formation, performance and the legal enforcement of any resulting contract.  Further, Title 24, C.R.S., as amended, Article 101 through 112 and Rules adopted to implement the statutes govern this procurement, except as noted in section 2.1.

2.36 Special Provisions

2.36.1 Controller’s Approval

The contract shall not be deemed valid until the Controller of the State of Colorado or such assistant as he may designate shall have approved it.  This provision is applicable to any contract involving the payment of money by the State.  However, the Secretary of State may elect, in accordance with section 2.1 of this RFP and section 24-2-102 (4), C.R.S., to execute the contract without State Controller approval.
2.36.2 Indemnification

To the extent authorized by law, the contractor shall indemnify, save, and hold harmless the State, its employees and agents, against any and all claims, damages, liability and court awards including costs, expenses, and attorney fees incurred as a result of any act or omission by the contractor, or its employees, agents, subcontractors, or assignees pursuant to the terms of the contract.

2.36.3 Discrimination and Affirmative Action

The contractor agrees to comply with the letter and spirit of the Colorado Antidiscrimination Act of 1957, as amended and other applicable law respecting discrimination and unfair employment practices (C.R.S. 24-34-402), and as required by Executive Order, Equal Opportunity and Affirmative Action, dated April 16, 1975.  Pursuant thereto, the following provisions shall be contained in all State contracts or sub-contracts.

 (a) The contractor will not discriminate against any employee or applicant for employment because of race, creed, color, national origin, sex, marital status, religion, ancestry, mental or physical handicap, or age.  The contractor will take affirmative action to insure that applicants are employed, and that employees are treated during employment, without regard to the above-mentioned characteristics.  Such action shall include, but not be limited to the following: employment upgrading, demotion, or transfer, recruitment or recruitment advertisings; lay offs or terminations; rates of pay or other forms of compensation; and selection for training, including apprenticeship.  The contractor agrees to post in conspicuous places, available to employees and applicants for employment, notices to be provided by the contracting officer setting forth provisions of this non-discrimination clause.

 (b) The contractor will, in all solicitations or advertisements for employees placed by or on behalf of the contractor, state that all qualified applicants will receive consideration for employment without regard to race, creed, color, national origin, sex, marital status, religion, ancestry, mental or physical handicap, or age.

 (c) The contractor will send to each labor union or representative of workers with which he has a collective bargaining agreement or other contract or understanding, notice to be provided by the contracting officer, advising the labor union or workers' representative of the contractor's commitment under the Executive Order, Equal Opportunity and Affirmative Action, dated April 16, 1975, and of the rules, regulations, and relevant Orders of the Governor.

 (d) The contractor and labor unions will furnish all information and reports required by Executive Order, Equal Opportunity and Affirmative Action of April 16, 1975, and by the rules, regulations and Orders of the Governor, or pursuant thereto, and will permit access to his books, records and accounts by the contracting agency and the Office of the Governor or his designee for purposes of investigation to ascertain compliance with such rules, regulations and orders.

(e) A labor organization will not exclude any individual otherwise qualified from full membership rights in such labor organization, or expel any such individual from membership in such labor organization or discriminate against any of its members in the full enjoyment of work opportunity because of race, creed, color, sex, national origin, or ancestry.

(f) A labor organization, or the employees or members thereof will not aid, abet, incite, compel or coerce the doing of any act defined in this contract to be discriminatory or obstruct or prevent any person from complying with the provisions of the contract or any order issued thereunder; or attempt, either directly or indirectly, to commit any act defined in this contract to be discriminatory.

(g) In the event of the contractor's non-compliance with the non-discrimination clauses of this contract or with any of such rules, regulations, or orders, this contract may be canceled, terminated or suspended in whole or in part and the contractor may be declared ineligible for further State contracts in accordance with procedures, authorized in Executive Order, Equal Opportunity and Affirmative Action of April 16, 1975 and the rules, regulations, or orders promulgated in accordance therewith, and such other sanctions as may be imposed and remedies as may be invoked as provided in Executive Order, Equal Opportunity and Affirmative Action of April 16, 1975, or by rules, regulations, or orders promulgated in accordance therewith, or as otherwise provided by law.

(h) The contractor will include the provisions of paragraphs (a) through (h) in every sub-contract and subcontractor purchase order unless exempted by rules, regulations, or orders issued pursuant to Executive Order, Equal Opportunity and Affirmative Action of April 16, 1975, so that such provisions will be binding upon each subcontractor or vendor.  The contractor will take such action with respect to any sub-contracting or purchase order as the contracting agency may direct, as a means of enforcing such provisions, including sanctions for non-compliance; provided, however, that in the event the contractor becomes involved in, or is threatened with, litigation, with the subcontractor or vendor as a result of such direction by the contracting agency, the contractor may request the State of Colorado to enter into such litigation to protect the interest of the State of Colorado.

2.36.4 Colorado Labor Preference

(a) Provisions of C.R.S. 8-17-101 & 102 for preference of Colorado labor are applicable to this contract if public works within the State are undertaken hereunder and are financed in whole or in part by State funds.

(b) When a construction contract for a public project is to be awarded to a bidder, a resident bidder shall be allowed a preference against a non-resident bidder from a State or foreign country equal to the preference given or required by the State or foreign country in which the non-resident bidder is a resident.  If it is determined by the officer responsible for awarding the bid that compliance with this subsection may cause denial of federal funds which would otherwise be available or would otherwise be inconsistent with requirements of Federal law, this subsection shall be suspended, but only to the extent necessary to prevent denial of the money or to eliminate the inconsistency with Federal requirements (C.R.S. 8-19-101 and 102).

2.36.5 General

(a) The laws of the State of Colorado and rules and regulations issued pursuant thereto shall be applied in the interpretation, execution, and enforcement of this contract.  Any provision of this contract whether or not incorporated herein by reference which provides for arbitration by an extra-judicial body or person or which is otherwise in conflict with said laws, rules, and regulations shall be considered null and void.  Nothing contained in any provision incorporated herein by reference which purports to negate this or any other special provision in whole or in part shall be valid or enforceable or available in any action at law whether by way of complaint, defense, or otherwise.  Any provision rendered null and void by the operation of this provision will not invalidate the remainder of this contract to the extent that the contract is capable of execution.

(b) At all times during the performance of this contract, the Contractor shall strictly adhere to all applicable federal and State laws, rules, and regulations that have been or may hereafter be established.

(c) Pursuant to C.R.S. 24-30-202.4 (as amended), the State controller may withhold debts owed to State agencies under the vendor offset intercept system for: (1) unpaid child support debt arrearages; (2) unpaid balance of tax, accrued interest, or other charges specified in Article 22, Title 39, C.R.S.; (3) unpaid loans due to the student loan division of the department of higher education; (4) owed amounts required to be paid to the unemployment compensation fund; and (5) other unpaid debts owing to the State or any agency thereof, the amount of which is found to be owing as a result of final agency determination or reduced to judgment as certified by the controller.

(d) The signatories aver that they are familiar with C.R.S. 18-8-301, et.  seq., (Bribery and Corrupt Influences) and C.R.S. 18-8-401, et.  seq., (Abuse of Public Office), and that no violation of such provisions is present.

(e) The signatories aver that to their knowledge, no State employee has any personal or beneficial interest whatsoever in the service or property described herein.

2.36.6 Certifications

The vendor awarded this RFP will be required in the terms of the contract to provide, comply with, and if applicable, execute the certifications set forth in the appendices as follows:

· Appendix E  - Certification Regarding Debarment, Suspension, Ineligibility and Voluntary Exclusion - Lower Tier Covered Transaction

· Appendix F - Certification of Compliance with the Requirements of the Federal Drug-Free Workplace Act of 1988

· Appendix G - Certification Regarding Lobbying

· Appendix H  - Tobacco Free Certification

Section 3: CURRENT ENVIRONMENT

3.1 DOS Current Environment

The DOS maintains an on-site Information Technology Division and secure Data Center.  The IT organization is managed by the DOS CIO with a staff of thirty.  The IT staff support three major business functions; Elections, Business and Licensing.  The IT environment is composed of:

· Secure and Environmentally Controlled Data Center

· Sun Microsystems and Microsoft/Intel Servers

· Microsoft Windows Based Workstations

· Informix Databases

· Java

· WebSphere IDE

· Citrix Application Access

It is not required by DOS that the proposed system be architected on the same platforms.  This information is provided for informational purposes only.

Figure 3.1-A illustrates the current information technology design of the DOS.
Figure 3.1-A - Colorado DOS Information Technology Architectural Design
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3.2 Colorado County Current Environments

The State of Colorado includes sixty-four counties.  The voter registration and election functions within sixty-two of these counties are the responsibility of an elected County Clerk.  The two exceptions are Broomfield and Denver.  In the City and County of Broomfield, the elected City Council Members appoint the County Clerk who then reports to the City and County Manager.  In the City and County of Denver, a three-member elected Election Commission appoints an Executive Director of Elections to manage elections.

The size of the election operation corresponds closely to the size of the county.  Currently, the smallest registered voter population is in San Juan County with 599 voters and the largest is in Jefferson County with 349,794 registered voters.  The eleven largest of the sixty-four counties contain 83% of the State’s registered voters.  A complete list of counties with their corresponding registered voter counts is contained in Appendix I.

As for voter registration software, there are four vendors being used by Colorado counties.  The systems being used are:

· LEDS (LEDS - 30)
· Integrity (Sequoia – 21*)

· VEMACS (VOTEC Corporation - 12).  

· Power Profile (ES&S - 1)
* Pueblo is currently using the RISC product from Sequoia.  Their upgrade to the Integrity product should be completed by August 2006.

A list of each Colorado County, showing which voter registration system is being used, is contained in Appendix I.

The largest eleven counties were surveyed to determine the number of users associated with their voter registration and election management system.  Counts were provided for normal operation periods as well as during peak election times.  For the remaining fifty-three counties, an estimated number of users per county of 4 for normal operation periods and 8 during election periods were assumed.  As a result of these calculations, the total number of users with access to voter registration and election management systems in Colorado counties is estimated to be 385 during normal periods and 921 during peak election periods.  However, due to the requirement for interactive access to the Voter Registration system for Vote Centers on Election Day, it is estimated that Colorado will have approximately 5,511 simultaneous users on that day (see Table 3.2-A – Colorado Voter Registration User Counts).
Table 3.2-A - Colorado Voter Registration User Counts
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Jefferson

349,794 25 85 665

Denver

344,600 22 80 655

El Paso

337,790 16 26 642

Arapahoe

326,912 30 60 622

Boulder

203,160 10 35 386

Adams

190,888 12 40 363

Larimer

187,733 25 90 357

Douglas

155,999 10 40 297

Weld

122,036 7 15 232

Pueblo

95,499 8 8 182

Mesa

85,751 8 18 163

Others (53)

498,004 212 424 947

TOTALS 2,898,166 385 921 5,511

The user counts were surveyed from the 11 counties with the largest registered voter 

populations.  These 11 counties represent 83% of the Colorado voter registration 

population.



The user count for the 53 non-surveyed counties is based on an average of 4 users 

during normal operations and 8 users during peak operations per county.



The Election Day counts are estimated from Larimer county vote center experience. 


Historically, Colorado has had voter participation ranging from 49% to just over 89% of register voters.  In the last General Election, Colorado’s voter turn out ratio was 89.33% (Appendix J).  By 2012, DOS expects the number of register voters to surpass 3,600,000.  
3.3 Colorado Multi-Use Network (MNT)

It is the intent of the DOS to utilize the MNT to connect county election offices to the proposed system.  The SOS HAVA team will be working with the State’s MNT team to establish sufficient connectivity to support county access to the new centralized system.

The MNT is a network built by a public-private partnership between the State of Colorado and Qwest Communications.  In this partnership, the State plays the role of anchor tenant for the network and Qwest has the role of building and operating the, statewide, fiber optic network.

The Multiuse Network is really a network inside a network.  Qwest calls the overall new network it has built throughout the state the Colorado High Speed Digital Network (CHSDN).  A subset of the network is dedicated for use by the State and that portion is called the Multi-Use Network (MNT).  

For more information regarding the MNT, refer to the MNT Guide.  This Guide can be accessed at www.colorado.gov/dpa/doit/mnt/NMT_Manual_Ver_1-5.pdf.  

The homepage for Colorado MNT is located at www.colorado.gov/dpa/doit/mnt/.
There are various contact points referred to within the MNT Web site documents.  For purposes of this RFP, questions regarding the use of MNT for the statewide voter registration system should be directed to the contact person(s) designated within this RFP.

Section 4: Statement of Work

Vendor’s proposals must address each of the areas identified with sufficient detail to allow the DOS and the RFP evaluation team to fully evaluate the proposed approaches and solutions. The DOS has purposely left the architectural details to the vendors to allow creativity in providing solutions that will best meet the project needs and goals. 

4.1 DOS Review of Deliverables

The DOS’s review time will begin upon receipt of the Vendor deliverables.  Review dates and times for subsequent project deliverables shall be set when the Project Plan is approved.  In order to expedite the final review of each deliverable, the Vendor shall provide interim draft deliverables for preliminary review, as agreed upon with DOS.

4.2 Deliverable Sign Off

The Vendor will accomplish the work and present the deliverables described in this section.  Each deliverable must be formally accepted by DOS before sign-off.  The Vendor is responsible for scheduling acceptance ”walk-through” sessions to present each deliverable to the DOS CIO, and HAVA Project Manager.  DOS will sign-off on the deliverable, or provide a report documenting why the deliverable is not acceptable within 10 business days (close of business), unless otherwise specified, of the delivery date.

4.3 Requirements Tracking

The Vendor shall propose and utilize tools to completely document and track requirements from identification to implementation.  The solution shall be a single uniform electronic method to ensure that all requirements are tracked, traceable, and testable through the project lifecycle (Requirements clarification, design, testing, and long term maintenance).  The vendor is responsible during the course of performance for identifying the requirements that they deem satisfied by project phase, software module, and date of delivery.
The selected vendor will be responsible for providing documentation that relates Colorado’s requirements as indicated in the RFP directly to the functional descriptions of the vendor’s system, and indicating how application testing is and would be performed to determine satisfaction of the requirements.

4.4 Change Tracking

The Vendor is responsible for tracking changes, regardless of whether they are initiated by the Vendor or by DOS.  All change tracking documents shall be retained, including those that DOS does not approve.  The change shall be initiated by a request that provides details of the change.  The change request shall include time and dollar estimates prepared by the Vendor.  DOS must evaluate all change requests for approval or disapproval.  The Vendor is responsible for timely upgrades of the existing documentation, so that documentation reflects all approved changes.

4.5 Change Request Costs

Typically, the development costs can increase because of a “change request”. DOS expects to have some change requests that could result in a cost decrease as well as those that cause increases.  If functionalities are excluded from the requirements the DOS team will submit a change request form that should result in a decrease in project cost, DOS may use any cost decreases to offset costs resulting from other change requests.

HAVA is a Federal and State statutorily required program, which is subject to changes mandated by legislative action.  The requirements that are documented are based upon what is known at the time this RFP is issued. Change requests may be submitted in the future due to subsequent federal and state legislative changes.  However, at the time of RFP delivery, all Federal and State statutes must be satisfied by the proposed solution.
4.6 Personnel Availability 

The Vendor shall be an integral and vital member of the project and is expected to provide ongoing technical advice and to consult on project management decision-making and planning efforts.  The Vendor must make their lead Project Manager available by telephone during Mountain Time (MT) business hours.  Vendor must respond to a DOS inquiry within one business day.

In addition, the Vendor shall make personnel, plans, lists, and other relevant documents available to a State contracted Independent Verification and Validation (IV&V) vendor.

4.7 Office Equipment and Software / Deliverable Formats

The Vendor shall provide its own computer hardware and software during this project.  Software to be used by the Vendor for communications and deliverables during this engagement shall be Microsoft Office and Microsoft Project, unless otherwise agreed to by DOS.  Copies of all working documents, deliverables, communications, etc. must be provided to DOS in both hardcopy and electronic format.  
4.8 Planning Requirements

The Vendor shall create a detailed Project Plan within thirty (30) business days, unless otherwise specified, of execution of the contract in conjunction with DOS.  

In addition, the following plans will be provided on an agreeable schedule during the project.
· Project Schedule

· Change Control Plan

· Configuration Management Plan

· Conversion Plan

· Transition Plan

· Disaster Recovery / Business Continuity Plan

· Help Desk Plan

· Implementation Plan

· Issue Management Plan

· Maintenance Plan

· Organizational Change Management Plan

· Performance Test Plan

· System Availability Plan

· Pilot Test Plan

· Risk Management Plan

· Security Plan

· Staffing Plan

· System Test Plan

· Unit/Module testing

· Network/Communication testing

· Performance testing

· Load Testing

· Full Integration testing

· System Acceptance testing

· User Acceptance testing

· Security testing

· Training Plan

The Project Schedule must be maintained in a version of Microsoft Project (as coordinated with the DOS) and include activities, tasks, resources, schedules for conducting the analysis, design, development, testing and implementation of the statewide voter registration system.  

The Project Schedule must include separate tasks for each activity and milestone; logical sequence and interdependencies, including those with DOS and contractor tasks; resource requirements and assignments; target completion dates for each task and deliverable; and identification of and compliance with deadlines and milestones.

The DOS does not want to implement this system in ALL counties at once (“big bang”). DOS would like to implement this system, with all functionality, to groups of counties based on a roll out schedule.  Several counties will be identified as “pilot” counties to “beta test” the system.  After which, the system will be implemented to other counties.  It is also anticipated, that the proposed system may run in parallel with current county systems for a period of time.

The Vendor shall develop proposed alternatives for the implementation of this project, and make a recommendation regarding the alternative the Vendor feels best suits the environment and timeframe at DOS.  

Throughout the life of the project, the Vendor shall update their Project Plan, as needed, to address changing project situations.  Any changes shall be submitted, in writing, to the DOS for written approval before any activity regarding proposed changes.  The Vendor shall provide updated versions of the Project Plan in written weekly status reports to DOS.

For each proposed change to the Project Plan, the Vendor shall assess whether any new hazards or risks are introduced into the project.  The Vendor shall report if tasks need to be repeated as a result of changes to the Project Plan.

4.9 Project Monitoring Requirements

4.9.1 Monitor Execution of the Project Plan

The Vendor shall utilize metrics and other indicators of the project’s progress towards its goals and monitor the execution of the project plan.  Metrics shall include: project progress relative to budget/time/resources expended/projected.  

4.9.2 Early Identification Of Problems

The Vendor shall be responsible for early identification and communication of problems, project issues, and risks associated with execution of the Project.  The primary areas of ongoing focus shall include, but not be limited to: adherence to schedule (time) and reasonableness of staffing assumptions (people).  

The Vendor is responsible for tracking and managing these problems, issues and risks.

4.9.3 Monitor Risks, Problems and Resolutions

The Vendor shall proactively identify risks to the project, make recommendations to prevent and/or reduce risks, identify causes of any missed deadlines, and monitor status of corrective actions / risk intervention strategies.  The Vendor shall independently conduct periodic external environmental scans to determine how changes in the external environment may impact the Project.  These changes may include, but are not limited to, changes in federal and state HAVA rules, regulations, laws, budget changes, State budget impacts, impact of State entities work, and/or impact of potential federal penalties.  

4.9.4 Monitor Technical Compliance

The Vendor shall develop and carry out a methodology to evaluate technical aspects of the project including, but not limited to, IT systems, policies and procedures, conversion and training.  The Vendor must also monitor technical change such as new versions of software, error detection and corrections, and movement of modules into production.  Vendor shall notify DOS of any issues resulting from this activity.

4.9.5 Report Status

The Vendor shall prepare project status reports that summarize key information related to the status and health of the project.  Status reporting meetings will be held weekly.  The Vendor shall provide a weekly status report that contains, but not limited to, the following information:

· Executive summary on technical, business, and schedule aspects

· Progress (actual vs. planned)

· Accomplishments

· Schedules

· Risks

· Issues and Concerns

· Staffing.

The Vendor shall review project milestones and deliverables and report both positive features of the work completed as well as areas of technical or business risk.

4.10 Proposed Project Plan.

The proposal must include an initial project plan based on the project phases described below.  Include a description of the project approach that will be used, and the project procedures to be performed.  This initial plan should include, at a minimum:

· A synopsis of how each task and the deliverables of the project’s phases will be addressed.  

· The responsibilities of all staff assigned to the engagement, according to each major phase and task of the project plan.

· A description of the methodology used to develop the Vendor’s internal performance standards, the processes and tools used to monitor and measure performance against the standards, and the management reporting systems that capture this data.

· A description of the Vendor’s proposed quality assurance processes and show on the schedule when internal quality assurance review tasks will produce documentation for assessment by the DOS project team.

· A preliminary project schedule indicating milestones and estimated delivery dates for all deliverables. Vendors’ proposals may comment on the phases, tasks, and deliverables to suggest optimization strategies to improve the quality of the deliverables and the timeliness of their delivery.

· A brief conceptual description of how the system will be built, and how it will operate once complete.

The DOS has identified 8 phases to help frame the project tasks.  In order to allow creativity in developing solutions, Vendors may propose alternative phases that will best meet the project needs and goals.
	Phase Number
	Activities

	Phase 1
	Planning

Analysis

Assessment

Requirements

Architecture Design

Disaster Recovery Design

	Phase 2
	Application Design

Database Design

Network Design

Data Mapping

Conversion Plan

Migration Plan

	Phase 3
	Development

Software Modification

Unit Testing

	Phase 4
	Pilot implementation strategy

Pilot County selection

System Testing

Conversion Design for Pilot Counties

	Phase 5
	User Acceptance Testing (with converted data)

Performance/Load/Stress Testing

Security Testing

Hardware Installation

	Phase 6
	Help Desk

Conversion of Pilot Counties

Implementation/Training of Pilot Counties

	Phase 7
	Convert all county data

Statewide Rollout and Implementation/Training

	Phase 8
	Final Documentation

Transition to Maintenance and Support

Disaster Recovery Testing


4.11 Change Control Plan

Change control is an on-going effort that affects all phases of the project.  All Change Requests shall be documented.  All changes to the system must be reflected in the documentation.  As modifications are made that affect the original documentation (requirements, process decomposition, business rules, data flow, manuals), that documentation shall be upgraded to reflect what has actually been delivered.

The Vendor must create a change control plan and design a change request form that includes:

· A description of the change.

· Control numbering.

· Priority.

· Date submitted.

· Date Completed.

· Proposed cost of the change.

· Estimated impact on the project schedule.

· Impact on application if change is made.

· Impact on application if change is not made.

· Approval line for vendor Project Manager

· Approval line for HAVA Project Manager

· Approval line for Department of State CIO

4.12 Infrastructure

The Vendor may procure all hardware, software (operating system, utilities, etc.) and all other elements required by this project.  DOS reserves the right to procure these items independent of the vendor if it is in the best interest of the Department.
The Vendor shall install, setup, load software and validate the operation of the hardware and software environments that will ultimately support the entire application.

The Vendor may choose to install a configuration sufficient to accomplish any step or steps of the above but must test the total system on the final configuration. 

Testing the total system includes application functions, all interface elements, backup and restore capabilities, security, and those measures designed to support availability requirements.  The Vendor must include the installation, setup, and operational validation tasks as part of the overall schedule.

4.13 Hardware/Operating Software

The Vendor shall provide all the hardware and system software (operating system, utilities, etc) not mentioned elsewhere in this RFP.  DOS must provide approval before purchase is made.  Software shall not be less than one version behind the current release at the time of purchase.  DOS will be listed as the owner of all licenses.  
4.14 Software Licensing

The Vendor shall provide all necessary licenses for all software (excluding tools and utilities) provided to the DOS to constitute an enterprise-wide license (unlimited users) for use in the DOS, Colorado’s county election offices, and any other sites designated by the DOS as a provider of voter registration information to Colorado’s citizens. 
4.15 Data Ownership

The DOS will be the sole owner of the data that resides in the system.  No technical characteristic of the system supplied by the Vendor shall prohibit or unreasonably inhibit access to all data in all tables and files in the system provided to the DOS pursuant to this RFP. 

4.16 Application Development Tools

The Vendor shall provide the application’s Integrated Development Environment (IDE). The IDE’s aids, scripts, utilities and related tool sets.  Software shall not be less than one version behind the current release at the time of purchase.

The Vendor shall provide IDE licenses for twelve (12) concurrent sessions.
The Vendor shall ensure that the IDE provided provides the necessary functionality and integrates with the software being developed for building the application.

4.17 Acceptance Test 

The vendor shall propose a detailed acceptance test plan for review, modification and approval by DOS.  However, DOS and county staff are responsible for the Acceptance Test activities.  The Vendor must be available to support (i.e. conversion, restore database, run the transactions and any reports required, correct any problems discovered by the test) this acceptance test effort.

The state and county users, with assistance from the Vendor, will prepare test scripts that include the expected results.  If the test is unsuccessful, it will be documented and reported to the vendor Project Manager for correction.  If test results cause changes to be made to the system, appropriate regression testing must be performed to ensure that no inadvertent changes are made.

The Vendor is responsible for the tracking and solving of problems reported for all test phases and activities.  

4.18 Escrow of Source Code

Within thirty (30) calendar days after execution of the contract in conjunction with DOS, the contractor shall deposit the source code for the software, DLLs, compilers, Data Base Schema, triggers, Data Base embedded software, firmware and any special utilities prepared by the Vendor, including all software documentation, relevant commentary, and explanations (Escrowed Material) into an escrow repository.  The Vendor warrants that the source code deposited, and all subsequent deposits under this Agreement, shall include comments and documentation and will be complete and capable of compilation by a knowledgeable technician of the DOS into an operable version.  The Escrowed Material shall be maintained in good working order, sequence and business-like fashion. 

Not later than every six (6) months thereafter or upon request of DOS, the Vendor shall deposit, with a mutually agreed upon Escrow Agent (which may be the DOS), all revisions, corrections, changes, modifications, and enhancements made to the Escrowed Material. Within seven (7) days after such deposit with the Escrow Agent, both the Vendor and the Escrow Agent shall give written notice of receipt to the DOS. The Escrow Agent, for a period not to exceed fifteen (15) years, will retain all previous versions of Escrowed Materials. 

The cost of using the Escrow Agent may be borne by the DOS or the Vendor.
The Vendor's proposal for this escrow procedure shall contain a warranty that the Escrowed Material does not contain any expiry key or other mechanism for establishing a date or time beyond which the software license will be invalid or beyond which the software will not function properly.

Upon written notice to the Vendor and the Escrow Agent, DOS may conduct tests of the Escrowed Material, under the Vendor’s supervision, to confirm the conditions and usability of the Escrowed Material.  Any direct costs associated with testing the Escrowed Materials shall be borne by the DOS.  Any deficiencies shall be corrected within 30 calendar days and all associated correction and re-test costs shall be borne by the vendor.
A default by the Vendor shall be deemed to have occurred under this Escrow Agreement upon occurrence of any of the following:

1. If the Vendor has availed itself of, or been subjected to by any third party, a proceeding in bankruptcy in which the contractor is the named debtor; an assignment by the Vendor for the benefit of its creditors; the appointment of a receiver for the Vendor; or any other proceeding involving insolvency or the protection of, or from, creditors and same has not been discharged or terminated without any prejudice to the DOS rights or interest under this License agreement within thirty (30) days; or

2. If the Vendor has ceased its on-going business operations, or the sale, licensing, maintenance, or support of the Software to the documented requirement of this Agreement; or

3. If the Vendor offers an upgrade or release of the Software that the DOS documents does not meet Colorado's election management, operational, or legal requirements.

4. If the Vendor breaches or defaults any term or condition of the contract.

4.19 Documentation

For all documentation to be provided to DOS under the contract, the Vendor shall first provide a draft document.  With DOS approval, the Vendor shall then prepare the final document, which must include one (1) original and one (1) softcopy file.  DOS shall have a minimum of ten (10) working days, unless otherwise agreed upon, to review and approve each draft and final document.

Documentation must be provided for the users that will explain how the application works.  This documentation must be written in layman terms and clearly explains how to use the system for daily, weekly, quarterly, annual and special processing.  The documentation must explain those variables that can be updated by the users.

4.20 Training

There are various areas that require training.  At a minimum, the Vendor must provide the following training.  

Application Training

Prior to each county implementation, the Vendor shall train all users, DOS and county staff.  Vendor shall ensure that the trainees understand the application and can properly use the application in a good and workman like fashion to the satisfaction of the county and State.  The DOS anticipates training will be held on a regional basis to include multiple counties (not applicable to the pilot counties).  
Architecture Training

Training must be conducted for up to six (6) DOS staff members regarding the operation, maintenance, security, performance, remote management and on-site support.  

Software Training

Training must be conducted for up to six (6) DOS staff members regarding the software (excluding the application) used to support and supplement the application.

Database Training

Training must be conducted for up to four (4) DOS staff members regarding the support and maintenance of the database.

Application Development Tools Training

Programming training must be conducted for the six (6) DOS staff assigned to the project.  

Maintenance, Support and Operations

Training must be conducted for up to four (4) DOS staff members on the maintenance and support of the application and the application development tools.
4.21 Conversion

The Vendor is responsible for all aspects of the file conversion.  This includes obtaining permission and access to extract the data, images and objects from the legacy systems.  DOS staff is available to provide assistance in data interpretation, and participate in testing and evaluation of the results.  Vendors should assume that multiple images exist for all voter records.
Based upon the approved recommendation for the phasing in of the application, the Vendor must develop a county-specific data mapping, conversion, and migration plan for what files and data are converted and when the conversion will occur.  This plan shall include information regarding the synchronizing of data to ensure there is no lost data as the system is phased in.

The Vendor must provide programs for converting the existing data to the new system.   These conversion programs must be unit and system tested prior to turning over for acceptance testing.

The Vendor is responsible for identifying data anomalies that require “data cleansing” activities. The Vendor will assist the counties with the needed “data cleansing” activities.  These “cleansing” activities will ensure that all data is ready for conversion and processing.  

4.22 Transition Plan

Considering the size of the overall project and the fact that DOS prefers a phased implementation, the Vendor shall develop a plan that includes the conversion from the existing application systems to the new application system.  

This plan will provide the details for transitioning each county into a production environment.  It shall include information regarding how the transition process occurs, especially if there is still a mix of new and legacy systems.  

4.23 Implementation

The Vendor will be responsible for all implementation activities at the DOS and all Colorado county clerk offices. 

4.24 Project Web Site
The Vendor shall provide and maintain a project web site for internal and external stakeholders.  This web site should include, but not limited to, the following items:

· Up-to-date project information and status
· Contact List

· Calendar (Internal / External)

· Project Metrics

· Issues

· Risks

· Project Documents (Plans, Schedules)

· Newsletters

· Links to other pertinent site

· Frequently Asked Questions and Answers

· PM Status Reports

· IV&V Status Reports
· Quality Assurance and Testing artifacts
· File repository

· Reports

· Conversion information

4.25 Information Technology Standards

The proposed system must comply with the State of Colorado Information Technology Standards and Rules developed or amended by the Governor’s Office of Innovation and Technology (OIT) and/or as adopted by the Colorado Commission on Information Management (IMC).  This information is available at:  www.oit.state.co.us/
4.26 Hosting & Operational Support

It is anticipated that the system will be housed in the existing DOS datacenter.  Due to limited available space, the proposed system must occupy less than 10 racks/cabinets not to exceed power and heat dissipation of 100 watts per square foot.  As an option, DOS would like to request Vendors to propose an alternative hosting solution.  This element of the vendor proposal is a discretionary item for DOS.  DOS may or may not choose to include this service in the final contract.  At a minimum, the vendor shall offer a two year hosting plan, with an option of extending the plan on a yearly basis. The hosting plan will contain a Service Level Agreement (SLA).

DOS requests that the Vendor provide operational support for the system for the first 2 years.  DOS anticipates transitioning the operational support to DOS staff over the 2 year period.  If the system is hosted in the DOS datacenter, the vendor will have limited physical access to the equipment, due to security purposes.  Thus, remote management for the vendor staff is requested during the 2 year duration.
4.27 On-Site Support 

As the system is migrated into the production environment for all counties, vendor staff dedicated to this project shall operate and provide On-site Support throughout the term of the contract and for a minimum period of sixty (60) calendar days after the November 2008 election cycle or until all issues resulting from this election have been resolved and accepted by DOS, whichever occur later.  Vendor staff must have the historical knowledge of the project, skills, expertise and capability of addressing and resolving any production problem related to the implementation.  Vendor shall provide operations and maintenance support to repair any malfunction.  At the end of the On-site Support period, the term of the Warranty shall commence.  For purposes hereof, the term “November 2008 election cycle” means the completion of all statutory obligations, as well as clerical obligations (e.g., including, but not limited to, the purging of the active/inactive voter list from the statewide voter registration system) required in order to complete all election processes for that election.  It is the intent of this provision that the November 2008 election cycle will provide a proper demonstration and test in order to ensure that all functionality performs within requirements.    

4.28 Application Warranty

At the end of the On-site Support period, the term of the Warranty shall commence.  This will cover any problems that are discovered, after final acceptance.  

If DOS reports a suspected warranty problem, it will be evaluated to determine if it is covered by the warranty.  The warranty will cover any application problem that does not function as described by the most up-to-date copy of the requirements document, including all change requests.

4.29 Service Level Agreement

The awarded Vendor shall enter into a Service Level Agreement (SLA) with the DOS.  This agreement will address various areas of service expectations such as response time, quality, accuracy and scalability.

The DOS defines response time as the maximum time period that will elapse between the initial DOS request acknowledgement and commencement of resolution.

The response time to a support request to the Vendor is governed by the Priority Level of the request as determined by the DOS.

	Priority Level
	Description

	Severe
	Critical functionality failure exists with excessive risk to the ability of Colorado's election officials to use the system. System or application catastrophic failure has occurred or is very likely to occur imminently.

	High
	Desired functionality is not as indicated in requirement. There is a high risk that the application will not perform critical functions. The issue stops Colorado's election officials from performing a function. No work-around is available.

	Medium
	Desired functionality is missing, or the application misses election officials' expectations for delivering the functionality. Temporary work-around is available. Some risk exists. May be inconvenient to Colorado's election officials for a period of time not to exceed two weeks.

	Low
	Desired functionality is missing, or the application misses election officials' expectations for delivering the functionality. Work-around is available. No risk exists.  The matter is a cosmetic problem.


The SLA shall include the following service levels.
	Service
	Level

	Application Availability
	99.99%

	Local Area Network Availability
	100% (does not include county networks or MNT)

	Data Base Availability
	99.99%

	Response Time
	5ms for round trip transaction, measured from demark point of state network, to SCORE and return to demark point.

	Backup success
	99.9% (assumes tape backups and successful completion of backups of all data sets on daily, weekly and monthly schedule).

	Backup completion
	99.99% (backup window is not exceeded).

	Backup validations
	100% (validation that backups can be used to restore either individual data elements and or restore entire system.  Tested quarterly)

	Hardware availability
	100% (assumed achievable due to clustering of all environments)

	Application problems
Priority 1 and 2
	No more then 3 Severe’s and 5 High’s monthly in the 1st 3 months of operation.  After the 1st 3 months no more then 1 Severe and 3 High’s  monthly.  DOS and the vendor will mutually agree upon a reasonable number of priority level Medium & Low issues.

	Mean Time to Repair 
(MTTR - the amount of time between failure and repair to full functionality)
	% Application Availability = ( MTBF * 100) / (MTBF + MTTR)

Mean Time Between Failures (MTBF) is the average time device functions before failing.

	Emergency requests
	After 1st 3 months, no more then 1 request per month.


The SLA shall include four (4) levels of onsite and telephone software support at the DOS central server locations for 7 X 24 coverage with varying levels of response time depending upon the level of priority established by the DOS and the election period.

	Peak Election Period (60 days prior to & 60 days after any election)

	Priority Level
	Response Time

	Severe
	1 hour phone response, 2 hour onsite response

	High
	2 hour phone response, 4 hour onsite response

	Medium
	8 hour phone response, 24 hour onsite response

	Low
	48 hour phone response, 5 day onsite response


	Non-Peak Election Period 

	Priority Level
	Response Time

	Severe
	2 hour phone response, 4 hour onsite response

	High
	8 hour phone response, 24 hour onsite response

	Medium
	48 hour phone response, 5 day onsite response

	Low
	3 day phone response, 10 day onsite response


The SLA shall contain a description of the escalation procedure that the vendor will follow to handle support calls and assure a timely resolution of support and maintenance requests, satisfactory to the DOS.

The service level agreement shall provide for: 

· updates to the software in a timely manner for changes required by law in regards to all system functions.  

· periodic system updates for enhancements requested by the county/state user group or DOS.  

· a software enhancement program that includes a regular schedule of software updates. 

4.30 Billing Procedures 

The Vendor shall provide an invoice no later than the 30th of the month following the month worked for all work that has been accepted and approved by the DOS.  

4.31 Payment Method

Payment shall be made after the completion of each milestone (defined by the Payment Schedule), the acceptance of the deliverables by DOS and receipt of an acceptable invoice from the Vendor. The following individuals (or designees) must accept the deliverables before the payment will be authorized:

· Secretary of State
· Chief Information Officer
· HAVA Project Manager
Payment for each deliverable will be based on the following estimated percentages of the total offered price excluding actual costs for hardware and software. The DOS shall withhold twenty percent (20%) of each payment (except for hardware and software).

Portions of the 20% holdback will be paid to the Vendor upon completion of three (3) separate milestones:

1. All deliverables have been accepted by the DOS.

2. The complete system successfully supported, in a limited number of counties, during the November 2007 election.

3. The complete statewide system successfully supported the November 2008 General Election. 

The following table references the phased plan in section 4.10 to illustrate the distribution of payments during the course of the project.

	Payment Schedule

	Phase
	Initial Payment Percentage
	Net Payment Percentage

	Hardware
	Full cost
	Full cost

	Software (excluding the application)
	Full cost
	Full cost

	Phase 1
	5% (less 20%)
	4%

	Phase 2
	5% (less 20%)
	4%

	Phase 3
	5% (less 20%)
	4%

	Phase 4
	5% (less 20%)
	4%

	Phase 5
	5% (less 20%)
	4%

	Phase 6
	10% (less 20%)
	8%

	Phase 7
	50% (less 20%)
	40%

	Phase 8
	15% (less 20%)
	12%

	Retained until successful use of the complete system, in a limited number of counties, in the November 2007 election.
	
	5%

	Retained until successful use of the complete system, statewide, in the November 2008 General Election.
	
	15%

	TOTAL
	80%
	100%


4.32 Performance Penalties and Rewards

All deliverables and performance measures in this RFP will be monitored by DOS.  Notwithstanding any conflicting terms and conditions, any and all performance issues (including untimely performance, failure to provide deliverables, etc.) must be resolved or corrected to the satisfaction of DOS before payments will be made.  DOS reserves the right to determine if withholding of payment is warranted.

Section 5: Vendor's Response Format

Each proposal must consist of two (2) sealed packages.  The first package must be labeled “Business Proposal” and must contain one (1) original hardcopy (marked as such), fifteen (15) additional hardcopies and one (1) electronic copy (in MS Word/Excel, on a CD format) of the Business Proposal including the State of Colorado Request for Proposal Cover Page and a Transmittal Letter.  The second package must be labeled “Cost Proposal” and must contain one (1) original hardcopy (marked as such), fifteen (15) additional hardcopies, and one (1) electronic copy (in MS Excel, on a CD format) of the Cost Proposal.  The hardcopy documents shall be provided in 3-ring binders.
Overly elaborate proposals are not desired.

5.1 Page Limits

The DOS may elect not to evaluate proposals that exceed the page limits specified for each required proposal section.  A page is defined as one (1) side of an 8 ½” by 11” piece of paper.  Font size for all narrative descriptions must be no smaller than 12 point Arial font.  Margins (all sides) may not be less than 1 inch.  Indexes, tables of contents, lists of figures/tables, and glossary of terms will not be counted toward the overall page count.  

Graphic materials, standard commercial brochures or descriptions, or other standard product documentation that are attached in appendices or exhibits will not be counted against page limitations.  However, evaluators cannot be expected to comprehend all material in exhibits whose content and relevance to the proposal description are not clearly integrated into the proposal.

Vendors are encouraged to print on both sides of the paper.

5.2 State of Colorado Request for Proposal Signature Page

The State of Colorado Request for Proposal Cover Page must be signed in ink by an Officer of the Vendor who is legally authorized to bind the Vendor to the proposal.

5.3 Transmittal Letter

All Vendors shall submit a Transmittal Letter positively stating their willingness and ability to comply with all work requirements, general contract requirements, and other terms and conditions specified in this RFP.  If this is not the case, any exceptions or proposed deviations from requirements listed in this RFP must be described and explained.  The DOS reserves the right to reject any proposal indicating such exceptions or deviations.  Additional requirements for the Transmittal Letter are that it:

· Must be on official business letterhead of the Vendor

· Should identify all material and enclosures comprising your proposal

· Must be signed by an individual authorized to commit the Vendor to the work proposed

· Must disclose intended use of any subcontracts

· Must acknowledge receipt of all amendments and addenda to this RFP

· Must disclose at least 2 statewide voter registration implementations, serving as the prime contractor.  
No reference is to be made to any pricing information or elements of cost.  If any element of cost is referred to in the Transmittal Letter, the Vendor may be disqualified.

Vendors who fail to submit a Transmittal Letter may not be considered for award.
5.4 Other Solicitations / Potential Conflicts

Vendors are required to disclose all current or pending projects with the State of Colorado.

Vendor must include in the Transmittal Letter ALL potential and current conflicts related to this RFP and any other services related to this project.

5.5 Business Proposal

The Business Proposal should present a full and complete description of the qualifications and approach of the Vendor to carry out the requirements set forth in Section 4, Statement of Work.  It is important that the proposal outline described below be followed since any deviation from this may disqualify a proposal.  (Also, cost information may not be disclosed in the Business Proposal).  The Business Proposal will include the following sections:

5.5.1 Executive Summary

The Executive Summary should provide the DOS with an overall understanding of the proposal.  Include a brief review of the proposal. The review shall be prepared in such a manner as to make it understandable to individuals not familiar with the terminology peculiar to a project of this type.

Page Limit:
5 pages
5.5.2 Company Overview

Provide information about your company, its capabilities, and why it should be selected for this project.  The overview should describe the kinds of projects your firm typically performs.  Describe evidence of company stability and ability to perform required work for this project.  Include items such as number of years in business, number of employees, employees with voter registration experience, and company location(s) (including any offices in Colorado).  Vendor may provide any additional information that demonstrates the strengths they can bring to this project.

The Vendor shall indicate their form of organization (i.e., partnership, non-profit corporation, Colorado corporation, non-Colorado corporation, or some other structure).  Non-Colorado corporations must register as a foreign corporation to conduct business in Colorado and appoint a resident agent to receive process.  The Vendor further certifies that, it currently has a Certificate of Good Standing or Certificate of Existence to do business in Colorado.  Proof of such certification shall be provided upon request by the DOS.

This section should also include the following:

· Include a brief statement of compliance with the terms and conditions as set forth in Section 2: Administrative Information.

· Include a statement of compliance with the business requirements. It is important that the Vendor understand the size and scope of this application. 

· Include any additional information you wish to add pertinent to your company doing business with the State of Colorado.

Page Limit:
5 pages
5.5.3 Relevant Business Experience

Vendors must provide adequate detail (including references) of at least 2 statewide voter registration implementations, serving as the prime contractor.  These implementations must be HAVA compliant production systems that serve as the official voter registration database for the respective state.
Vendors will provide written permission, with their proposals, for Vendor’s references to release information to the State.  Each reference must include both a primary and secondary client contact person, with current telephone, facsimile numbers and email addresses for each.  For each referenced project describe if the project was completed on time and within the original bid amount.  If not, identify time and overage.  Additionally, disclose any litigation you have been involved with over contract performance.  The DOS reserves the right to contact and verify, with any and all firms with whom the Vendor has been known to have conducted business, the quality and degree of satisfaction for such performance.

Reference information should include:

· Number of internal users of the application system.

· Number of external users of the application system.

· Number of transactions processed (average daily; average annual).

· Number of change requests (including descriptions, resolutions and costs).
· Description of the architecture proposed and implemented including reason for difference.

· Information regarding the development tools, databases, operating system.

· References from each project.

Preference will be given to Vendors who demonstrate their experience with statewide voter registration systems.  Referenced projects should also demonstrate a proven capability in the following areas:

· Requirements gathering and definition

· System design

· System development

· Security

· Testing, and

· Project Management.
Page Limit:
20 pages
5.5.4 Prior Proposals

Vendor shall disclose any statewide voter registration projects in which the vendor has submitted bids or proposals (as prime or sub) for consideration by state/territory between January 2003 and March 2006.  At a minimum, this information shall include:

· state/territory
· contact name 
· address
· date of response
· indicate result of bid
· Brief description
Page Limit:
10 pages
5.5.5 Project Approach

Provide a detail plan on the following aspects of the project.

Architecture

Utilizing the information provided in this RFP, provide a detailed plan regarding how you plan to implement the architectural portion of this project. Be specific regarding the recommendations regarding platform and architecture.  

Utilizing the information provided in this RFP, provide the following:

1) Descriptions, supported by diagrams, showing the total overall system architecture (hardware and software) proposed. 

2) Detailed description of the role of each component (or set of related components) in the total system architecture and how it, if applicable, contributes to:

a) Capacity

b) Scalability

c) Expandability

d) Availability

e) Reliability

f) Recoverability

g) Administration
h) Management 

i) Monitoring 

j) Security 

k) Network Load Balance and Cluster Support

l) Functional environment support

3) The network component description needs to include a bandwidth calculation based on Colorado’s typical load (400 concurrent users), peak load (1000 users), and election day load (5,500 users).  The calculation should be based on the vendor’s previous state-wide implementations experience.
4) Description and requirements definition of any supportive components required to successfully execute any particular function, e.g. remote management, remote problem notification, etc.

5) A draft test/assurance plan to demonstrate all capabilities identified in 2) above. This test/assurance plan may be executed as necessary and after on-site installation. It must be executed as a part of the final implementation.

Software

Utilizing the information provided in this RFP, provide a detailed description of the software proposed for this system.  Include a description of the customization efforts that may be needed.

Database

Provide information regarding the database recommended for this application. What is the basis for your recommendation? Provide a detailed explanation.

Utilizing the information provided in this RFP, provide the following:

1. Database system recommended and any supporting capabilities (utilities, any special backup considerations, etc.).

2. Identify reasons for the recommendations.

3. If you feel that there are special considerations in the database arena, in order to have a successful implementation of the requirements, please describe in detail. 
The DOS will be the sole owner of the data that resides in the system.  Provide an affirmation to include a statement of clear recognition that the DOS:

1. Is the sole owner and custodian of all data in the system provided by the Vendor, and;

2. Shall have the unrestricted right to access and use all data in the system without interference by or assistance from the Vendor.

Application Development Tools

Provide information regarding the application development tools that the Vendor recommends for this application.  In addition, provide notice of any upgrades or platform changes planned within the next 5 years.
If the proposed application development software is not the manufacturer’s “state of the art”, indicate why that choice was not made. Indicate your understanding of its “position” relative to expected offerings from the software manufacturer over the next two years and recommendations for possible transition of the application software to utilize advances of the new application development offering. 

List and describe the function of all items proposed for the development tools.

Describe any specific hardware requirements needed to support functions and/or productivity of personnel regarding the development tools.

Proposed Test Strategy
The Vendor shall provide a description of their proposed test standards and methods for both their COTS product and custom development activities.  The description must address test plan creation, test case/script generation, test phases, the execution of the test plan, and proposed participation by state and county staff.

The description of test plan execution should include the topics of results recording, defect handling, and regression testing.  Any testing tools to be used by the Vendor should be mentioned.
Training

Describe the types of training, and the staff that should receive this training to maintain and operate the proposed system.  Include types of skills and materials that would be needed/supplied. 

In particular, describe how this would be executed in reference to Section 4.20 Training.  The goal is to have confident staff and users, fully competent to support and operate the system.  

Help Desk

Describe the process of the help desk in managing questions and issues from the counties, DOS, and operations.  Describe the automation tools you will utilize to track help desk metrics.  Include a discussion on expected response time replies to caller.  Describe your methodology for sizing of the help desk.  Describe the help desk implementation in your other state implementations.
Warranty
Describe what is included, excluded and the duration of the proposed warranty.

Annual maintenance

Describe what is included and excluded in the proposed annual maintenance agreement.

Page Limit:
30 pages.
5.5.6 Data Center Hosting
Provide an alternative hosting solution other than utilizing the DOS Data Center.  Describe in detail the hosting solution, including: 
· Advantages
· Disadvantages
· Services provided

· Number of staff

· Utilities

· Security

· Connectivity to MNT

· Backup site

· Insurance

· Early termination penalties

· Service Level Agreement.  
This solution shall exist for a minimum term of 2 years, with three one-year (1) renewals.  This section is a discretionary service for this bid and may not be included in the final contract.
Page Limit:
10 pages.
5.5.7 Statewide Voter Registration System Requirements

Information provided in this section will be used by the evaluation committee to determine how well the proposal meets the requirements of Colorado.  

Statewide Voter Registration System Requirements

The RFP Team has drafted a list of requirements that addresses the needs of Colorado.  These requirements are listed in the “Statewide Voter Registration System Requirements” document.

Utilizing the information provided in the requirements document, complete the table by following the instructions listed at the beginning of the document.

Page Limit:
none (return completed table as directed in instructions)
5.5.8 Sample Project Materials

Vendors shall provide sample project reports, such as, design documents, functional descriptions of software, user manuals, training materials, test planning and execution materials, data conversion assessments and other communications from a statewide voter registration project in which the vendor has participated which the vendor considers to be representative of their work, the quality of their work, and the level of communication and detail that the vendor provides.  These materials will be treated as confidential and may be used to assess the format and detail that the vendor may provide if selected in Colorado.  Respondents are encouraged to organize, label, title and/or describe these materials to indicate their content and purpose if such is not clearly apparent in the materials.    
Page Limit:
30 pages
5.5.9 General Questions

The following is a list of questions regarding various aspects of the project.  Please provide detailed answers to these questions. 

1) The project will have another contractor whose function is to perform an Independent Verification & Validation (IV&V) of the project at various points. As part of that contract the IV&V agents will be making requests for information specific to the Colorado implementation and that address your companies general policies and procedure.  Please provide an explanation on how you will handle requests for information regarding your “core” COTS product and the customized portion of the system.  Specific examples of how this has worked on your current or past implementations would be beneficial.
2) Converting the current county data to the new single, centralized system is a large effort. Explain, in detail, how you plan to execute this effort and ensure the accuracy of this effort.  Include at least two significant issues experienced and resolution in your other HAVA engagements.
3) Describe the documentation that you typically deliver to your client on a system application of this type, including documentation format (hardcopy, online, etc), documentation type (technical, user, etc.) and frequency of update.

4) List and describe the risks identified on your previous state voter registration projects.  Assign a risk value using a 1 for the lowest risk and a 10 for the highest risk. Explain what steps you took to mitigate each risk.

5) Describe the standard Quality Assurance/Quality Control (QA/QC) process that your organization used in the referenced projects. Describe how you would follow or tailor that process on this project.

6) Describe your proposed interface strategy with the Department of Public Health, Department of Corrections and Department of Revenue based on information in Appendix K, L, and M.
7) Describe how your system complies with the final accessibility standards for electronic and information technology covered by section 508 of the Rehabilitation Act Amendments of 1998.

8)   Describe your methodology on load testing.  Be sure to list all assumptions and simulations.  It is expected that the load test would be run with a fully converted state database and executed on remote clients in the production environment.

9)   How has your company addressed the issue of Change Management (stakeholder acceptance) during its previous Statewide rollouts of a voter registration system?  Your answer should include specifics on bridging the business process gaps between a county’s current legacy systems and your software.  Please include three specific examples where the business practices of state or county election officials required modification in order to implement your solution.
10)   Colorado counties who utilized Vote Centers instead of traditional polling locations are required to have real time access to the voter registration database.  This forces the voter registration system to have extremely high availability on Election Day.  Describe how your solution will address this availability need on Election Day.  

11)   As your software has been installed in a number of states, the demand for changes will increase due to local and state requirements changes.  How does your company intend to address these changes over the long term?  Your answer should include information regarding user advisory boards or user groups as well as implementation strategies outlining both the COTS and customization paths.
12)   It appears that some states with the ultimate goal of a “top down” (Single Homogeneous System) statewide system are implementing some facets of a “bottom up” solution in combination with pursuing their ultimate goal in order to better meet HAVA requirements and deadlines.  Please describe your past experience in this area, and how your team would or has addressed (software / process) the desire of local jurisdictions to remain on their legacy systems for some period of time, and still meet HAVA requirements.  
13)   Please describe the tools planned for use in the following areas of the product life cycle.  Include your experience and usage of these tools in other statewide voter registrations implementations.
· Project Management

· Technical Communications

· Requirements (Gathering & Tracking)

· Design Modeling (Security, Performance, & Function)

· Software Construction – (Coding, Testing (Unit & Integration), & Debugging)

· Testing (Validation, System, Security, & Performance)

· Issue Tracking (Ticketing, Changes, Etc.)

· Configuration Management

· Software Deployment

· Library Management

Page Limit:
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5.5.10 Project Organization and Preliminary Project Plan

DOS anticipates that the vendor selected to fulfill this RFP will begin the effort no later than 14 calendar days after contract execution.  DOS expects the entire application to be implemented in at least 9 mutually agreed upon counties by August 15, 2007.   The application shall be implemented in all counties by April 30, 2008.
The Vendor shall deliver its proposed Project Organization and a Preliminary Project Plan.  
Provide the required elements of the project plan as described in Section 4.10 Proposed Project plan.

This section must provide a project organization chart listing by name, proposed personnel.  It must also describe relationships between the Vendor and any subcontractors.

The Preliminary Project Plan should provide a roadmap of tasks, resources, and timing necessary to complete the work.  The Preliminary Project Plan shall include but not be limited to the following:

· Tasks with scheduled start and completion dates

· Milestones

· Personnel assignments and estimated duration for each task.  Time shall be listed for:

· Vendor personnel

· Required DOS or county program personnel (Vendor to define needed skill types or business area)

· Required technical personnel.

Page Limit:
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5.5.11 Proposed Staffing

The Vendor selected in response to this RFP must provide experienced, qualified professionals to insure the success of the project.  All key personnel assigned to the project must have been involved in at least one other state’s implementation. Vendors must provide resumes and references for the personnel in their proposals who will bring expertise to this project.  Proposals must demonstrate knowledge of federal requirements for HAVA, security, voter registration, and other election programs.  

Vendors should provide adequate documentation, references, and certifications to substantiate the expertise of those personnel, and state explicitly the amount of time such experts will work on this project in its various tasks.  

The Vendor should list each individual proposed to serve the DOS on this assignment, with a complete description of his or her role, responsibilities, and planned availability.  Resumes must describe each individual's educational background, experience, other pertinent professional data, and should be sufficiently detailed to demonstrate an individual's qualifications and experience.  

The Vendor must commit those personnel who are bid in the proposal will be assigned to the project, and will not be bid for other projects without the explicit written approval of DOS.  All "key personnel" identified on the project, must have a backup specified and available within a two week period.
The DOS retains the right of approval over all proposed personnel, including potential substitutions to those proposed in response to this RFP.  The Vendor commits to replace project personnel whose performance is unsatisfactory to the DOS, with other personnel whose experience and skills are acceptable to the DOS.

Should specific personnel proposed by the Vendor not be available for the project, the DOS reserves the right to cancel any and all agreements with the Vendor.  
The terms of this section shall apply to any and all vendors, including subcontractors, assignees, and successors involved in this project.

Page Limit:
none
5.5.12 Financial Status

Vendors must provide company financial information. This information must include, at minimum, how long the company has been in business and whether or not it is a wholly owned subsidiary of another company. If the company is publicly traded, include a financial statement for the last two (2) years, which includes, at minimum, a profit and loss statement and a balance sheet. If the company is not publicly held, submit a copy of the company’s most recently audited financial statement and organization/financial structure of the company.  Unaudited financial statements or Dun and Bradstreet reports alone are unacceptable, and if submitted without additional support documentation, may be grounds to eliminate the company from consideration. All financial information (except public information for a publicly held company) will be treated as confidential and shall be used for this proposal only. 

The Vendor shall also include a statement of the Vendor's other contractual obligations that might have an influence on the capabilities of the Vendor to perform the conditions of the contract (i.e., shared personnel) or, whose financial condition is deemed to be a risk to the DOS for successful performance of the contract.  

The DOS may disqualify from consideration any Vendor who is involved in bankruptcy proceedings.

Page Limit:
none

5.6 Cost Proposal

The quoted price must include a proposed contract maximum amount to be billed.  It is highly encouraged that the vendors provided as much line item detail as possible in the costs tables.
Vendors must submit cost proposals in the format identified in the Cost Tables spreadsheet.  Please note that the Cost Proposal must be:

a) submitted separately from the business proposal in a manner described in Section 5; and 

b) submitted in the pre-formatted Microsoft Excel spreadsheet file provided.      

 Hardware Cost Table

This table is designed to identify all the hardware costs associated with the proposed system.  Enter the proposed hardware components on each line with the applicable information.  Vendor may add more rows if needed.

DO NOT INCLUDE CLIENT WORKSTATION HARDWARE IN THE COST PROPOSAL.  DOS will plan on procuring this hardware independently.

Software Cost Table

This table is designed to identify all the software costs associated with the proposed system.  Enter the proposed software components on each line with the applicable information.  Vendor may add more rows if needed.

Project Labor Cost Table

This table is designed to identify all the project labor costs associated with the implementation of the proposed system.  Enter the proposed labor activities on each line with the applicable information.  Vendor may add more rows if needed.

Operational Labor Cost Table

This table is designed to identify all the operational labor costs associated with operating and maintaining the proposed system.  This cost information must be provided regardless if the vendor is proposing an optional hosting solution.  Enter the proposed labor activities on each line with the applicable information.  Vendor may add more rows if needed.
Hourly Rate Table

This table is designed to identify the rates that the Vendor will charge for any work identified and approved beyond the scope of this RFP.  Enter the proposed labor description on each line with the applicable information.  Vendor may add more rows if needed.

Primary Hosting Cost Table
This table is designed to identify all the costs associated with the primary hosting of the proposed system.  Enter the various components on each line with the applicable information.  Vendor may add more rows if needed.

Disaster Recovery Hosting Cost Table
This table is designed to identify all the costs associated with the secondary hosting of the proposed system.  Enter the various components on each line with the applicable information.  Vendor may add more rows if needed.
Miscellaneous Cost Table

This table is designed to identify all the miscellaneous costs associated with the proposed system.  Enter the various components on each line with the applicable information.  Vendor may add more rows if needed.

Total Cost Table

This table accumulates all the cost from the previously listed tables, excluding the Hourly Rate Table.  This table is formula driven, thus, the Vendor should not modify this table.

Page Limit:
none
Section 6: Proposal Evaluation

6.1 Introduction

The DOS will conduct a comprehensive, fair and impartial evaluation of proposals received in response to this Request for Proposal.  The objective of the final evaluation is to determine the proposal that most effectively meets the DOS goals and requirements.  The contract for this project will be awarded to the Vendor whose proposal, conforming to the RFP, will be most advantageous to the DOS and the State of Colorado, price and other factors considered.

A Statewide Voter Registration RFP Evaluation Committee will review and score submitted proposals to determine which (not limited to):  
· Demonstrates experience

· best meets RFP requirements
· has reasonable costs
· minimizes risk of failure to the DOS

· has adequate finances and resources to successfully complete the project

· demonstrates a sound approach
· has adequate, qualified personnel

· shows good understanding of the requirements;  

· requires only limited clarification
6.2 Evaluation Process

The DOS reserves the right to award on receipt of initial proposals.  If award is not made upon receipt of initial proposals, the DOS will provide Vendors remaining in the competitive range with written requests for clarifications/notice of deficiencies in their proposals.  Vendors will be provided a date at which oral presentations and demonstrations will be heard.  Each oral presentation and demonstration is planned to be eight (8) hours in duration.  The presentation shall consist of a vendor briefing concerning its technical approach and must also address clarifications and deficiency items identified by the DOS that may lead to discussions.  Guidelines regarding the oral presentations will be distributed to those Vendors remaining in the competitive range.

Vendors may be given an opportunity, after the conclusion of the oral presentations, to submit a best and final offer (BAFO).  Vendors will be informed in writing of the date by which best and final offers are due.  Vendors shall make any revisions the DOS deems necessary to clarify or correct weaknesses in their proposal.  Revisions shall be made by “change page” to proposals, including pricing.  The DOS does not require complete, substantial proposal rewrites.  Vendors are cautioned not to make changes in the technical approach or make price/cost revisions that are not clearly explained and/or justified in any proposal revision.  Vendors assume the risk that proposed revisions be adequately explained so the DOS understands the nature of the revisions and the risk to the DOS from unreasonable forecasts of contractor costs.

An Evaluation Committee will be assembled that consists of cross-discipline representatives from DOS and county offices, including program personnel and information technology professionals.  Evaluators will have an opportunity to change their scores and comments based on deliberative discussions.

The relevance and comprehensiveness of past experience and qualifications will similarly be evaluated to assess the risk of either unacceptable or late performance.
While a numerical rating system will be used to assist the evaluation committee in selecting the competitive range (if necessary) and making the award decision, the award decision ultimately is a business judgment that will reflect an integrated assessment of the relative merits of the proposals using the factors and their relative weights.

Vendors should not assume that they will have an opportunity for oral presentations or revisions of proposals, so they should submit their most favorable proposals as their initial proposal.  If award is not made on receipt of initial proposals, Vendors in the competitive range (those most responsive to the requirements) will be provided an opportunity to make an oral presentation as part of the discussions.  The competitive range determination will be based on the written proposals, so Vendors are cautioned to insure that their proposals adequately convey the soundness of their approach and understanding of the requirements.  

6.3 Evaluation Procedure

Evaluation Phase 1- Administrative (Pass/Fail)

Proposals will be evaluated to determine if the administrative requirements have been met.  These requirements include:

1. Proposals have complied with the bid due date and time 

2. The requested format and number of copies are adhered to
3. Page limits and font size meet requirements
4. The Request for Proposal Cover Page meets the content and other requirements 

5. The Transmittal Letter is enclosed and meets the content and other requirements
6. Separate packaging rules are followed
Vendor shall be considered noncompliant and may be eliminated from further evaluation if information is incomplete.

Evaluation Phase 2 – Technical and Business (75% weight factor)
Only those vendors who pass Evaluation Phase 1 will enter Evaluation Phase 2.  Phase 2 will result in a numerical score based upon the information provided in the Business Proposal and “Statewide Voter Registration System Requirements” document; the information is clear and concise; and how well it meets the requirements as defined in the sections.

All information requested must be provided.

Evaluation Phase 3 – Cost Evaluation (25% weight factor)
Each proposal will be assigned points based on Cost Proposal.  DOS will use annualized on-going costs in the cost evaluation of the proposal.

Evaluation Phase 4 – Initial Points Calculation  

The points assigned in Phases 2 and 3 will be added together to produce an initial point score for each proposal.  A determination will be made to which vendors, offering the most advantageous proposal, remain in the competitive range.

Evaluation Phase 5 – Oral Presentations and Demonstrations  

At the sole option of the DOS, as few as two (2) vendors or as many as six (6) vendors (selected in rank order) will be eligible for further evaluation in this phase.  If requested by the DOS, vendors shall provide an oral presentation concerning the overall proposal.  Selected vendors must be prepared to provide a presentation at a Denver metro location, during the timeframe listed in the Schedule of Activities for this RFP. Vendors will be given at least five (5) calendar days advance notice to prepare the oral presentation.

These presentations will provide vendors with an opportunity to present information to the Evaluation Committee that the committee will use to award points to the proposal based on the following:

· The Vendor’s grasp and understanding of the project as a whole.

· The Vendor’s overall approach to project execution and management.

The State will be conducting an Architecture Assessment Validation (AAV) on the vendor’s proposed architecture during the Oral preparation period.  The State expects complete cooperation with the AAV vendor during that period.  The vendor will need to make available, to the AAV vendor, both the technical and project management resources proposed.  The vendor should expect both questions and follow-up interviews during the period.

The Vendor’s complete solution shall be made available to the evaluation team for a period of five (5) business days, independent of Vendor or Representative being present.  The Vendor shall provide two (2) workstations and a server (if applicable) for this demonstration period.  These workstations will reside in a secure room at the DOS offices.  DOS will also consider other similar options for the full demonstrations.  The solution is not expected to address ALL requirements in this RFP, but only those requirements the Vendor has deemed as “satisfied” in their response.  The purpose of this activity is to allow the evaluation team to “test drive” the solution to gain a better understanding of the application.  

If a Vendor is unable or unwilling to provide this demonstration, they must provide an explanation in their proposal.
Evaluation Phase 6 – Final Points Calculation

The initial points assigned in Phases 2 and 3 will be re-evaluated and subject to adjustments based on Phase 5 activities.  The adjusted points will be added together to produce a final point score for each proposal.  

6.4 Notice of Intent to Award

Award shall be made to the Vendor offering the most advantageous proposal, price and other factors considered.  

The DOS anticipates making a proposal selection within 7 weeks after closing date for receipt of proposals. Upon selection, and after required approvals, the DOS will post a Notice of Intent to Award on the DOS Web site.

Section 7: Appendices

APPENDIX A:  Colorado County Seat Map
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APPENDIX B:  Colorado Department of State Computer User Agreement

END-USER COMPUTING POLICY

Colorado Department of The Secretary of State

As an employee, contractor or other user of the Colorado Secretary of State's computing facilities, I acknowledge that I have read and understand the following End User Computing Policies and Procedures:

· END-USER COMPUTING POLICY Colorado Secretary of State

I agree to strictly abide by these policies and procedures and acknowledge that when an instance of non-compliance is suspected or discovered, proper disciplinary action may be taken, up to and including termination in accordance with state regulations.  Criminal or civil action may be initiated where appropriate.

Employee Name (printed)



Division (printed)

Employee Signature




Date

END-USER COMPUTING POLICY

Colorado Department of The Secretary of State

I. Introduction

a. Accurate, reliable, and consistent information access is critical to the Secretary of State’s operation and purpose.  With the daily increase of society’s use of and dependence on Information Technology, it is imperative that employees, contractors, and others (“users”) use the computer systems responsibly.  Even inadvertent misuse of personal computer systems can cause enormous operational, legal, and monetary problems for the department.

II. Purpose

a. The purpose of this policy is to set forth a clear and concise standard to assist users in the use of their computer and/or terminal on the network.  Also set forth in this policy are standards for new equipment requests, new software requests, licensing standards, operations support information, and other information to make the computing experience the best possible.

III. Policy

a. User Responsibilities

i. General

1. Computer resources and data are to be used for departmental business only.  These resources are vital to the function and continuance of the organization. Access to these resources are granted to employees and their designated contractors on a need-to-know basis as required to perform their job functions or contractual obligations. Unauthorized attempts to use these resources will be grounds for disciplinary action, to include but not limited to suspension, termination, and legal action.

ii. Security/File Safety

1. Data Ownership

a. Ownership of data will reside with the Department or Division Director responsible for the data.  Access permissions must be granted by the data owner before a user may attempt access.

2. User ID and Password

a. Each user will be given a user ID which will be the same as their current Unix ID or DS number (i.e. DS001).  
b. Each Logon-id will have a password that is created by the user. Passwords should be chosen carefully and kept private so that the logon-id will not be compromised. Any suspected compromise should be immediately reported to a user's supervisor.  The password is required to be 7 characters long at a minimum and must consist of a combination of letters, numbers, and symbols. (i.e. Bronc379!).  After a user or other individual attempts to log on to an account more than 5 times with the incorrect password the account will be locked out.  To reactivate the account the user will need to contact Computer Operations at 303.894.2200, extension 378.
c. User ID’s and passwords are to be kept strictly confidential.  Do not give your ID or password to anyone, even your supervisor.  Do not write your ID and/or password down as you have no control over those who may find it and use it inappropriately.  Each user is responsible for all actions associated with this Logon ID and password and will be held accountable for any improprieties regarding its use.  Penalties for sharing passwords can be severe and could include disciplinary action up to and including termination.   

d. Password Expiration

i. To reduce the possibility of a system being ‘hacked’, or a user obtaining a password they are not permitted to use, user account passwords will expire every 3 months.  When the password expires the user will be prompted for a new password; the new password must be entered twice for confirmation.  Passwords may be changed by adding a new symbol or number to its beginning thus making it easier for you to remember.  For example,  “8MyDogWolf” could then become “9MyDogWolf”.  Again, never write your password down. 

e. To ensure additional security, users should

i. Log off of the computer system or Lock the screen on their computer if they are going to be out of sight of their computer for an extended period of time.

ii. Protect their password from disclosure to others.

iii. Choose passwords that are not obvious.  A good password includes a combination of letters and numbers.

iv. Not write their passwords down.

f. Users are allowed to change the password on their account at any time.  Should you forget your password, contact Computer Operations at 303.894.2200, extension 378.  A generic password will then be assigned to you, which you will change immediately.

g. Users may not try in any way to obtain a password for another user’s account.

h. The security administrator will create Logon-id's with access privileges as defined by the data owners. The administrator is responsible for security implementation and will ensure the necessary resources for maximum system availability. The administrator is the final judge regarding logon-ids and matters relating to the security system as a whole.  Reasonable controls such as audit trails and separation of function will be employed wherever possible. Experienced security auditors will periodically verify the accuracy and control of the security system.

i. Users must respect the integrity of computing and network systems; for example, users shall not intentionally develop or use programs that harass other users or infiltrate a computer, computing system, or network and/or damage or alter the software components of a computer, computing system or network.

j. Users must not use the network resources to gain or attempt to gain unauthorized access to remote computers.

3. User Public Drives

a. Each Division will have a shared information drive. The Secretary of State and the Division’s Director will set security policies for access to Division’s shared drives.  Currently, users have access to the Division’s shared drive, but may have restrictions set to “Read Only” rather than “Read, Write” permissions.  Only users given permission to view directories within the drive, the IS Administrators responsible for maintaining the server, and any other party within the state system with the legal authority to view the information will have permission to access the files.  Under no circumstance will the IS Administrators view the contents of the files, beyond what is necessary to secure the files and insure data back-up, without the permission of the department head or other supervising authority.

b. Listed below is a summary of the public drives currently established:

I-Information Systems (Brian Balay) 

J-Elections (TBD)

K-Commercial Recordings (Keith Whitelaw, Mike Shea)






L-Licensing (Johanna Billmyer)






M-Administration (Bill Hobbs)






N-






O-Human Resources (Bill Hobbs)






P-Public Area for Entire Office

4. Home Directories

a. Each user will be assigned a Home Directory (H: Drive) which will only be accessible to that user, the IS administrator responsible for maintaining the server, and any other party within the state system with the legal authority to view the information.  Under no circumstance will the IS Administrator view the contents of the files, beyond what is necessary to secure the files and insure data back-up, without the permission of the department head or other supervising authority.

5. ******File Safety

a. In order to ensure file safety, users should store mission critical data on their assigned network drives (H:); routine backups are performed on network drives and it provides the surest method of protecting files.  Storing of data to floppy disks or the local hard drive is susceptible to loss of critical files with little or no chance of recovery from hardware failures or loss of disk resources.

b. Storage of data to local drives and media is not backed-up and will not be recoverable if lost or damaged.

c. In the event that a computer is having any technical difficulties (i.e.…. hardware failure, basic software glitches, poor performance ) or needs an update, the IS department reserves the right to reinstall software and/or the operating system which ultimately could result in the loss of data stored on any local drives.

6. Internet Use – “The World Wide Web”

a. The Internet will be used to conduct Department business. Limited or occasional personal use of the Internet is permitted when approved by a supervisor; however, caution will be taken when the Internet is used to send or receive confidential, privileged, or proprietary information.

b. Individual job functions will determine the Internet services approved for an individual. The rule of "least privilege" (only necessary Internet services will be granted to perform a particular job function) will be used in granting access to Internet services. Further, Internet addresses of sites which contain racial, sexual, obscene, harassing, criminal, subversive or other information which violate Local, State, Federal Laws and Regulations, or Department Policy and Procedures may be blocked.

c. Individuals who have Internet access will only use the IS Department-configured Internet Gateway and the State Of Colorado's Internet Service Provider. The only exceptions to this policy are those cases where connectivity to a customer requires a modem and access to a specific Internet Service Provider (e.g. CompuServe, America Online, etc.). Individual modems will not be approved if the necessary services can be provided through the currently configured Internet Gateway.

d. Viruses (From E-mail, Floppies, the Internet or other sources)

i. The threat of a virus infection can arise from downloading files from the Internet, loading data into your computer from a diskette, or running an e-mail attachment.  All personal computer systems are loaded with anti-virus software.  Users may not disable anti-virus software on the systems provided for their use.

e. The Internet may not be used to:

i. Communicate unethical, racial, sexual, obscene, harassing, or improper material.

ii. Send or purposefully receive any unethical, racial, harassing, obscene, or sexual software, data documents, pictures or videos.

iii. Send outside the Department any proprietary or confidential information without a Director's or her/his designee's authorization.

iv. Send or download any software to include shareware, freeware, or browser controls.  
v. Send or download copyrighted material unless authorized by the copyright holder.

vi. Create false or misleading information (either individually or by masquerading).

vii. Violate Federal, State, or Local Laws and Regulations.

viii. Violate Department Policy or Procedures.

ix. Disrupt Department or other site's operations.

x. Abuse the rights of others.

xi. Engage in activities in support of/or opposition to candidates or campaign issues.

xii. Play Internet Games

xiii. Use chargeable Internet Service Provider(s) services or fee for services or downloads from other sites for personal use.

f. Restricted Internet Facilities

i. Because of the risk to data integrity , confidentiality , and disruption of service, the following Internet Facilities will be, at a minimum, restricted: Rlogon (Remote Log on), FTP (File Transfer Protocol), Telnet, NFS (Network File Service), and RFS (Remote File Service).

g. Revoking of Personal Use

i. The Department reserves the right to revoke at any time the personal use of the Internet and/or Remote Access.

iii. Department and Individual Liabilities

1. The Department is financially liable for copyrighted or licensed material (documents, software, etc. ) which are used by Department employee(s) without the permission of the copyright or license holder. If the Department becomes liable by an employee(s) use of copyrighted or licensed material without the permission of the copyright or license holder, the Department may initiate disciplinary action as well as seek restitution from the responsible party.

Further, the Department is financially liable for Internet Services provided by an Internet Service Provider (ISP) or from any site on the Internet which charges a fee for service/download when an employee is accessing that site in the performance of their assigned duties. If use of an ISP or another site(s) service is of a personal nature, and the Department is charged, the individual using these services will be held financially liable. Individual(s) who download shareware or software without authorization, or circumvent proper virus checking using Internet or Remote Access which have an adverse affect upon confidentiality , data integrity , or availability of the Department’s Information Systems (PC's, servers, network, etc.), may be subject to disciplinary action as well as be financially liable.

Licensed or copyrighted material (documents, data, or software) downloaded either through the Internet or by Remote Access which has  not been approved is not permitted.  If such a practice takes place the Information Services division will not be responsible to support or maintain the computer’s configuration or the software.

It should be noted that initially, shareware or other software may have no fee, but there may be hidden costs; future upgrades which may require fees, incompatibility with the standard desktop environment, and maintenance and supportability of the software. These factors will be considered when a Division requests approval for software downloads.

    Remote Access

2. Due to the serious nature of a possible Internet security breach, Remote Access to any of the Information Technology systems is strictly determined by the Secretary of State and the IS Department Head.

3. No personal use of the network is permitted via Remote Access.

iv. E-mail

1. All e-mail sent to and from a departmental assigned e-mail account (user@state.co.us) is property of the state.  Caution should be used when receiving an e-mail with an attachment.  All attachments will be scanned with virus scanning software prior to opening.  Please contact Computer Operations if there is any question as to the security of a document and you need training on how to scan for a virus.

2. E-mail may not be used to:

a. Communicate unethical, racial, sexual, obscene, harassing, or improper material.

b. Send or purposefully receive any unethical, racial, harassing, obscene, or sexual software, data, documents, pictures or videos.

c. Conduct activities for personal profit or commercial purposes.

d. Gossip or gamble.

e. Send or receive chain letters.

f. Send outside the Department any proprietary or confidential information without a Director's or her/his designee's authorization.

g. Send or receive data without a Director's or her/his designee's authorization and the proper scan(s) for viruses.

h. Send or receive copyrighted material unless authorized by the copyright holder.

i. Create false or misleading information (either individually or by  masquerading).

j. Violate Federal, State, or Local Laws and Regulations.

k. Violate Agency or Department Policy or Procedures.

l. Disrupt the Agency's or an external site's operations.

m. Abuse the rights of others.

n. Engage in activities in support of or opposition to candidates or campaign issues.

o. Send or receive any software.

v. Privacy

1. When using unsecured systems such as the Internet or any telephony communication facility as Remote Access, information should not be considered private. Further, all transmissions of information, data, and messages sent through the Internet or Remote Access Services are considered to be business records and are treated as such. All business records are subject to inspection, review, or disclosure without prior notice, or as required by law.

2. The Department of the Secretary of State reserves the right to access and disclose all information, data, messages, sent, received, or stored through its Internet Access and Remote Access Services.

vi. Disciplinary Action

1. Improper use of the Internet or Remote Access can be used as grounds for corrective and/or disciplinary action to include revocation of access, financial liability, civil or criminal prosecution, and termination.

vii. Security Infractions and Monitoring

1. If for any reason a Supervisor or the system administrator suspects that these policies are being compromised, a user's computing activities may be monitored without any notification to the user.  This includes, but is not limited to, Internet access, file access, and e-mail activity.  

2. In the event that a user is attempting to compromise security rights on the system, disciplinary action may be taken including revocation of access, financial liability, civil or criminal prosecution, and termination.

viii. Hardware/Software Requests

1. No employee or contractor of the Department shall engage in any activity that violates federal, state, or local laws with respect to intellectual property rights,   terms of software license agreements, or other policies pertaining to computer software.  All software and hardware installed on a device connected to the Department of State’s network is required to have written approval from the Information Services division and will be entered into the Department’s database for tracking.  This is a critical step in order to have both good desktop support and proper licensing.  Any hardware and/or software which has been installed without the proper hardware/software request form and a state-owned commercial license will not be supported and is subject to immediate deletion and/or removal.

IV. Operations Information and Requests

a. Operations Contact Information

i. Phone Number / Extension

1. Extension 378, 379

ii. E-mail

b. Hardware/Software Request Form

APPENDIX C:  Colorado Department of State Privacy Agreement

Colorado Department of State

Policy Regarding Employees’ Security and Privacy; Disclosure of Employees’ Last Names

Revised: April 18, 2006
The Colorado Secretary of State places great importance on the security and privacy of each employee of the Department of State.  Each employee has, to a lesser or greater degree, continual contact with the Department’s customers and with the public at large.  Therefore, the potential exists that the security and privacy of the employee might be compromised if the employee were required to disclose personal information about the employee, including the employee’s full name, to customers or the public.

In order to further safeguard the employee’s security and privacy, it is the policy of the Department of State that no employee shall be required to disclose more than the employee’s first name when communicating with the Department’s customers and with the public at large and, further, it shall be the option of the employee whether to disclose the employee’s full name or other personal information.

June 14, 2002







Gigi Dennis,
Colorado Secretary of State

APPENDIX D:  Colorado Department of State Credit Card Security Policy

Colorado Department of State

Credit Card Security Policy for Personnel of the Department of State

I agree with the following policy and acknowledge receipt of a copy of this policy.  If I have any questions regarding this policy, I will obtain clarification from my supervisor before taking any action.

__________________________________________________
Date:  ____________________________ Signature

Name Printed :______________________________________ Business Division _______________________

Credit card information received, collected, or developed by the Colorado Secretary of State or the Colorado Department of State is proprietary and confidential and is protected from unauthorized access, use, or disclosure.

1. “Credit card information” is any and all data or information, in any format, received, collected or developed by the Secretary of State or the Department of State pertaining to a credit card, its owner, its related credit account, or a related credit card transaction.  Specifically, “credit card information” includes:  the credit card’s number, and its expiration date, issuer, type, credit limit, account balance, usage and status.  “Credit card information” also includes any and all data or information, in any format, developed by the Secretary of State or the Department of State in connection with processing credit card transactions.  Specifically, such credit card processing information includes the methods and procedures developed, and authentication numbers and telephone numbers used, in connection with processing credit card transactions.

2. Access to, use of, or disclosure of credit card information must be necessary to the performance of one's job duties and function and must be expressly authorized.  Unauthorized access to, use of, or disclosure of credit card information is strictly prohibited.

3. Credit card information shall not be displayed or otherwise made available or accessible to unauthorized persons.  This rule applies, without limitation, to credit card information contained in documents left on counters, desks and workstations, and to credit card information displayed on a computer screen, in a manner such that unauthorized persons may view the credit card information.

4. Credit card information shall not be disclosed to any person outside the Department of State without express authorization and then only in connection with the merchant authorization process and when required by the merchant bank.

5. Credit cards found at the Secretary of State’s office, and information regarding any credit cards lost at the Secretary of State’s office, shall be delivered to the Budget Officer.  Reasonable efforts will be made to return a credit card found at the Secretary of State’s office to its owner and to locate a lost credit card.  The Secretary of State reserves the right to require from a person claiming such a credit card such information as is deemed necessary to identify the claimant as being rightfully entitled to the credit card.  Such information may include information set forth on the credit card and a state-issued picture identification card identifying the claimant and the claimant’s signature.

6. All Colorado Department of State personnel must sign and agree with this policy.

7. Anyone failing to comply with this policy is subject to disciplinary action which may include dismissal.  Violators may be prosecuted as provided law.
APPENDIX E:  Certification Regarding Debarment, Suspension, Ineligibility and Voluntary Exclusion - Lower Tier Covered Transaction

Certification Regarding Debarment, Suspension, Ineligibility 

and 

Voluntary Exclusion-Lower Tier Covered Transaction
Instructions for Certifications
1.
By signing and submitting its proposal and signing this contract, the prospective lower tier participant is providing the certification set out below.

2.
The certification in this clause is a material representation of fact upon which reliance was placed when this transaction was entered into.  If it is later determined that the prospective lower tier participant knowingly rendered an erroneous certification, in addition to other remedies available to the Federal Government, the department or agency with which this transaction originated may pursue available remedies, including suspension and/or debarment.

3.
The prospective lower tier participant shall provide immediate written notice to the person to which this proposal is submitted if at any time the prospective lower tier participant learns that its certification was erroneous when submitted or had become erroneous by reason of changed circumstances.

4.
The terms covered transaction, debarred, suspended, ineligible, lower tier covered transaction, participant, person, primary covered transaction, principal, proposal, and voluntarily excluded, as used in this clause, have the meaning set out in the Definitions and Coverage sections of rules implementing Executive Order 12549.  You may contact the person to which this proposal is submitted or with whom this contract is made for assistance in obtaining a copy of those regulations.

5.
The prospective lower tier participant agrees by submitting its proposal and signing this contract that should the proposed covered transaction be entered into, it shall not knowingly enter into any lower tier covered transaction with a person who is proposed for debarment, debarred, suspended, declared ineligible, or voluntarily excluded from participation in this covered transaction, unless authorized by the department or agency with which this transaction originated.

6.
The prospective lower tier participant further agrees by submitting this proposal and signing this contract that it will include this clause titled "Certification Regarding Debarment, Suspension, Ineligibility and Voluntary Exclusion-Lower Tier Covered Transaction," without modification, in all lower tier covered transactions and in all solicitations for lower tier covered transaction.

7.
A participant in a covered transaction may rely upon a certification of a prospective participant in a lower tier covered transaction that it is not proposed for debarment, debarred, suspended, ineligible, or voluntarily excluded from covered transactions, unless it knows that the certification is erroneous.  A participant may decide the method and frequency by which it determines the eligibility of its principals.  Each participant may, but is not required to, check the List of Parties Excluded from Federal Procurement and Nonprocurement Programs.

8.
Nothing contained in the foregoing shall be construed to require establishment of a system of records in order to render in good faith the certification required by this clause.  The knowledge and information of a participant is not required to exceed that which is normally possessed by a prudent person in the ordinary course of business dealings.

9.
Except for transactions authorized under paragraph 5 of these instructions, if a participant in a covered transaction knowingly enters into a lower tier covered transaction with a person who is proposed for debarment, suspended, debarred, ineligible, or voluntarily excluded from participation in this transaction, in addition to other remedies available to the Federal Government, the department or agency with which this transaction originated may pursue available remedies, including suspension and/or debarment.

Certification Regarding Debarment, Suspension, Ineligibility and Voluntary Exclusion-Lower Tier Covered Transactions
(1)
The prospective lower tier participant certifies, by submission of this proposal and execution of this contract, that neither it nor its principals is presently declared ineligible, or voluntarily excluded from participation in this transaction by a Federal department or agency.

(2)
Where the prospective lower tier participant is unable to certify to any of the statements in this certification, such prospective participant shall attach an explanation to its proposal.

7.1 APPENDIX F:  Certification of Compliance with the Requirements of the Federal Drug-Free Workplace Act of 1988

Drug-Free Workplace Certifications

Alternate I. (Contractors/Grantees Other Than Individuals)

A.   The grantee/contractor certifies that it will or will continue to provide a drug-free workplace by:

1. Publishing a statement notifying employees that the unlawful manufacture, distribution, dispensing, possession, or use of a controlled substance is prohibited in the grantee’s workplace and specifying the actions that will be taken against employees for violation of such prohibition:

2. Establishing an ongoing drug-free awareness program to inform employees about-

a) The dangers of drug abuse in the workplace;

b) The grantee’s policy of maintaining a drug-free workplace;

c) Any available drug counseling, rehabilitation, and employee assistance programs; and

d) The penalties that may be imposed upon employees for drug abuse violations occurring in the workplace;

3. Making it a requirement that each employee to be engaged in the performance of the grant/contract be given a copy of the statement required by paragraph 1;

4. Notifying the employee in the statement required by paragraph 1 that, as a condition of employment under the grant/contract, the employee will:

a) Abide by the terms of the statement; and

b) Notify the employer in writing of his or her conviction for a violation of a criminal drug statute occurring in the workplace no later than five calendar days after such conviction;

5. Notifying the agency in writing, within ten calendar days after receiving notice under paragraph 4(b) from an employee or otherwise receiving actual notice of such conviction.  Employers of convicted employees must provide notice, including position title, to every grant officer or other designee on whose grant/contract activity the convicted employee was working, unless the Federal agency has designated a central point for the receipt of such notices.  Notice shall include the identification number(s) of each affected grant/contract;

6. Taking one of the following actions, within 30 calendar days of receiving notice under paragraph 4(b), with respect to any employee who is so convicted:

(a) Taking appropriate personnel action against such an employee, up to and including termination, consistent with the requirements of the Rehabilitation Act of 1973, as amended; or

(b) Requiring such employee to participate satisfactorily in a drug abuse assistance or rehabilitation program approved for such purposes by a Federal, State, or local health, law enforcement, or other appropriate agency;

7. Making a good faith effort to continue to maintain a drug-free workplace through implementation of paragraphs 1,2,3,4,5, and 6.

B.  The grantee/contractor may insert in the space provided below the site(s) for the performance of work done in connection with this grant/contract:

Alternate II.  (Contractors/Grantees Who Are Individuals)

1. The grantee/contractor certifies that, as a condition of the grant/contract, he or she will not engage in the unlawful manufacture, distribution, dispensing, possession, or use of a controlled substance in conducting any activity with the grant/contractor;

2. If convicted of a criminal drug offense resulting from a violation occurring during the conduct of any grant/contract activity, he or she will report the conviction, in writing, within 10 calendar days of the conviction, to every grant officer or other designee, unless the Federal agency designates a central point for the receipt of such notices.  When notice is made to such a central point, it shall include the identification number(s) of each affected grant/contract.  

7.2 APPENDIX G:  Certification Regarding Lobbying

Certification Regarding Lobbying
(Certification for Contracts, Grants, Loans, and Cooperative Agreements)

The undersigned certifies, to the best of his or her knowledge and belief, that:

1
No Federal appropriated funds have been paid or will be paid, by or on behalf of the undersigned, to any person for influencing or attempting to influence an officer or employee of any agency, a Member of Congress, an officer or employee of Congress, or an employee of a Member of Congress in connection with the awarding of any Federal contract, the making of any Federal grant, the making of any Federal loan, the entering into of any cooperative agreement, and the extension, continuation, renewal, amendment, or modification of any Federal contract, grant, loan, or cooperative agreement.

2
If any funds other than Federal appropriated funds have been paid or will be paid to any person for influencing or attempting to influence an office or employee of any agency, a Member of Congress, an office or employee of Congress, or an employee of a Member of Congress in connection with this Federal contract, grant, loan, or cooperative agreement, the undersigned shall complete and submit Standard Form-LLL, "Disclosure Form to Report Lobbying," in accordance with its instructions.

3
The undersigned shall require that the language of this certification be included in the award documents for all subawards at all tiers (including subcontracts, subgrants, and contracts under grants, loans and cooperative agreements) and that all subrecipients shall certify and disclose accordingly.  This certification is a material representation of fact upon which reliance was placed when this transaction was made or entered into.  Submission of this certification is a prerequisite for making or entering into this transaction imposed by section 1352, title 31, U.S. Code.  Any person who fails to file the required certification shall be subject to a civil penalty of not less than $10,000 and not more then $100,000 for each such failure.

7.3 APPENDIX H:  Tobacco Free Certification

Tobacco Free Certification

Public Law 103-227, the Pro-Children Act of 1994, requires that smoking not be permitted in any portion of any indoor facility owned or leased or contracted for by any entity and used routinely or regularly for the provision of health, day care, education, or library services to children under the age of 18, if the services are funded by Federal programs either directly or through State or local governments, by Federal grant, contract, loan, or loan guarantee.  The law does not apply to children’s services provided by private residences, facilities funded solely by Medicare or Medicaid funds, and portions of facilities used for inpatient drug or alcohol treatment.  By submitting and signing the application and this contract, the contractor certifies that it will comply with the requirements of the Act.  The contractor further agrees that it will require the language of this certification to be included in any subawards (or subcontracts) which contain provisions for children’s services and that all subgrantees (or subcontractors) shall certify and perform accordingly.

APPENDIX I:  Colorado Systems & Precinct Statistics (As of Feb, 2006)
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Name

County

ID #

Current

VR System

# Registered

Voters

# Precincts

Adams 01 VOTEC

190,888 216

Alamosa 02 LEDS

8,722 9

Arapahoe 03 VOTEC

326,912 366

Archuleta 04 LEDS

8,942 9

Baca 05 LEDS

2,932 10

Bent 06 LEDS

2,947 6

Boulder 07 INTEGRITY

203,160 236

Broomfield 64 VOTEC

32,100 39

Chaffee 08 LEDS

12,072 16

Cheyenne 09 INTEGRITY

1,475 7

Clear Creek 10 INTEGRITY

7,288 12

Conejos 11 LEDS

5,152 21

Costilla 12 INTEGRITY

2,443 9

Crowley 13 INTEGRITY

2,057 7

Custer 14 INTEGRITY

3,164 4

Delta 15 LEDS

19,205 21

Denver 16 INTEGRITY

344,600 428

Dolores 17 INTEGRITY

1,481 5

Douglas 18 VOTEC

155,999 134

Eagle 19 VOTEC

25,472 30

El Paso 21 VOTEC

337,790 387

Elbert 20 INTEGRITY

14,542 16

Fremont 22 INTEGRITY

25,631 31

Garfield 23 VOTEC

25,820 28

Gilpin 24 LEDS

4,385 7

Grand 25 VOTEC

10,853 13

Gunnison 26 LEDS

12,192 16

Hinsdale 27 INTEGRITY

681 4

Huerfano 28 INTEGRITY

4,697 12

Jackson 29 LEDS

1,250 6

Jefferson 30 VOTEC

349,794 330

Kiowa 31 INTEGRITY

1,131 5

Kit Carson 32 LEDS

4,841 14

La Plata 34 LEDS

35,631 61

Lake 33 LEDS

4,698 7

Larimer 35 VOTEC

187,733 144

Las Animas 36 LEDS

8,639 17

Lincoln 37 INTEGRITY

2,919 14

Logan 38 LEDS

11,511 17

Mesa 39 ES&S

85,751 165

Mineral 40 LEDS

780 2

Moffat 41 LEDS

8,253 14

Montezuma 42 LEDS

16,619 12

Montrose 43 INTEGRITY

21,895 23

Morgan 44 LEDS

13,452 18

Otero 45 LEDS

11,770 19

Ouray 46 LEDS

3,618 6

Park 47 LEDS

12,083 19

Phillips 48 INTEGRITY

2,905 9

Pitkin 49 LEDS

12,534 11

Prowers 50 INTEGRITY

5,598 14

Pueblo 51 RISC

95,499 263

Rio Blanco 52 LEDS

4,212 6

Rio Grande 53 LEDS

7,333 16

Routt 54 VOTEC

14,701 19

Saguache 55 LEDS

3,736 10

San Juan 56 INTEGRITY

599 2

San Miguel 57 INTEGRITY

5,456 7

Sedgwick 58 INTEGRITY

1,711 6

Summit 59 LEDS

20,287 18

Teller 60 LEDS

16,613 14

Washington 61 LEDS

3,087 7

Weld 62 VOTEC

122,036 112

Yuma 63 LEDS

5,889 15

TOTALS 64 2,898,166 3,521


7.4 APPENDIX J:  Colorado Voter Statistics (As of Nov, 2004)

[image: image5.emf]County

Name

County

ID #

# Registered

Voters

# Votes

Cast

Percent

Voting

Adams 01

152,877 137,366 89.85%

Alamosa 02

7,180 6,365 88.65%

Arapahoe 03

253,403 234,725 92.63%

Archuleta 04

6,667 5,866 87.99%

Baca 05

2,687 2,387 88.84%

Bent 06

2,491 2,230 89.52%

Boulder 07

176,224 161,479 91.63%

Broomfield 64

24,648 23,329 94.65%

Chaffee 08

12,274 9,067 73.87%

Cheyenne 09

1,308 1,152 88.07%

Clear Creek 10

6,124 5,721 93.42%

Conejos 11

4,636 3,984 85.94%

Costilla 12

2,113 1,867 88.36%

Crowley 13

1,691 1,515 89.59%

Custer 14

2,754 2,485 90.23%

Delta 15

16,534 14,245 86.16%

Denver 16

304,706 240,897 79.06%

Dolores 17

1,520 1,152 75.79%

Douglas 18

126,133 121,600 96.41%

Eagle 19

20,791 18,644 89.67%

El Paso 21

270,471 242,888 89.80%

Elbert 20

11,867 11,364 95.76%

Fremont 22

20,684 18,844 91.10%

Garfield 23

23,557 20,773 88.18%

Gilpin 24

3,786 3,216 84.94%

Grand 25

8,417 7,644 90.82%

Gunnison 26

9,731 8,468 87.02%

Hinsdale 27

679 609 89.69%

Huerfano 28

4,560 3,502 76.80%

Jackson 29

1,105 952 86.15%

Jefferson 30

304,363 272,790 89.63%

Kiowa 31

1,068 903 84.55%

Kit Carson 32

4,015 3,557 88.59%

La Plata 34

28,312 25,618 90.48%

Lake 33

3,495 3,003 85.92%

Larimer 35

155,721 147,112 94.47%

Las Animas 36

7,563 6,714 88.77%

Lincoln 37

2,644 2,359 89.22%

Logan 38

9,505 8,919 93.83%

Mesa 39

67,882 62,341 91.84%

Mineral 40

694 627 90.35%

Moffat 41

6,801 5,771 84.86%

Montezuma 42

13,306 11,085 83.31%

Montrose 43

18,610 16,910 90.87%

Morgan 44

11,348 10,052 88.58%

Otero 45

10,133 8,357 82.47%

Ouray 46

3,046 2,799 91.89%

Park 47

10,403 8,699 83.62%

Phillips 48

2,490 2,361 94.82%

Pitkin 49

10,301 9,282 90.11%

Prowers 50

4,973 4,809 96.70%

Pueblo 51

77,307 68,371 88.44%

Rio Blanco 52

3,474 3,021 86.96%

Rio Grande 53

6,435 5,630 87.49%

Routt 54

12,828 11,810 92.06%

Saguache 55

3,049 2,851 93.51%

San Juan 56

553 501 90.60%

San Miguel 57

4,706 4,030 85.64%

Sedgwick 58

1,503 1,401 93.21%

Summit 59

16,142 13,864 85.89%

Teller 60

13,640 11,907 87.29%

Washington 61

2,800 2,556 91.29%

Weld 62

98,692 89,099 90.28%

Yuma 63

5,177 4,591 88.68%

TOTALS 64 2,404,597 2,148,036 89.33%


7.5 APPENDIX K:  CDPHE Interface
a.
CDPHE will provide to CDOS information on the identity of deceased Colorado residents.  The information will be sent to CDOS from CDPHE on a monthly basis via an electronic file.  For purposes of this agreement, the file shall be referred to as “The Deceased Colorado Residents File” (File).  The File will contain new records on deaths, information on voided records, and changes to records previously provided to CDOS.

b.
CDPHE will initially transmit the File to CDOS within sixty days of the date this agreement is fully executed, and the File will include the entire set of electronically available death records from 1975 to the present.  Thereafter, CDPHE will transmit the File to CDOS on a monthly basis as stipulated in the following section, Specifications of Electronic File.

c.
Specifications of Electronic File.  The following terms and specifications shall apply to File electronically transmitted to CDOS by CDPHE:

Monthly Electronic File Naming Convention, File Contents, Size:

Name:  The name of the File CDOS will receive from CDPHE will be “CDPHE_Deceased_Residents_17_YRS_as_of_MM_DD_YYYY.XML“, where the MM_DD_YYYY is last day of the calendar month approximately 30 days prior to the File creation date by CDPHE.

The Set of Selected Data:  The data from which the File contents will be created shall include: (1) All death records for the previous calendar year, and (2) All death records “Year to Date” in the current calendar year.  “Year to Date” is defined as beginning January 1st of the current year through the last day of the month previous to the month transmitted, less 30 days.  (For example, the data selected for the File transmitted to CDOS after November 2005 would contain all death records for calendar year 2004 plus death records through October 31, 2005. Thus, the most recent data will be from 30 to 35 days old, depending upon the creation date of the File.)  The lag time allows for the completion of the majority of data quality review and error corrections prior to CDOS’s use of the data.
File Contents Transmitted to SCORE:  From the selected data, CDPHE will prepare a File containing records of all deceased individuals 17 years or older on the date of death.   From this set of records, CDPHE will select any records that are new, as well as records that contain information that has been changed, edited or updated from records previously transmitted to CDOS.  New records since the last transmission will be flagged as “new.”  Records containing fields that have been changed since the last transmission will be flagged as “changed”, and the field that has been changed will be flagged as “changed.”  Previously transmitted records that are missing from the current transmission will be assumed to be erroneously reported deaths and will be flagged as “void.”  These “void” records will contain only the death certificate (state file) number.  (A format for the File is listed under Monthly File Format.)

File Size Estimate:  The estimated numbers of records to be transmitted monthly, based on current year numbers, are as follows:

2000 to 3000 new death records;

100 to 150 changed death records;

0 to 5 voided death records.

d.
Monthly File Transmission Method, Frequency and Error Protocol:

Transmission Specification:  Until SCORE is implemented, CDPHE agrees to transmit the File via secure FTP to the Sandbox/Conversion Server used by the SCORE Project Team at the IP Address:  165.127.77.140; the Login and Password will be provided by CDOS.  Upon notification by CDOS that SCORE has been implemented, CDPHE agrees to transmit the File via “Secure FTP” to the address corresponding to the appropriate production data center FTP specification for the SCORE system.

Transmission Notice, Restart/Recovery Process:  Upon successful receipt of the transmitted File, CDOS will notify CDPHE via email of receipt of the File.  If COVIS or other CDPHE functionality is interrupted, causing File creation or transfer operations to be interrupted or incomplete, CDPHE will retransmit the File no less than daily, beginning as soon as service at CDPHE has been reestablished, until delivery success is achieved.  In the event SCORE is not available to receive the File, CDPHE will retransmit no later than the next business day.  After three (3) unsuccessful transmission attempts, CDPHE will notify CDOS via email to SCOREhelp@sos.state.co.us that transmission has been unsuccessful.

Transmission Frequency:  CDPHE will send CDOS the monthly File on the first business day of the calendar month.  If circumstances prevent the transmission of the File on the first business day, CDPHE will send the File no later than five business days from the first business day of the calendar month.  CDOS may request that the File be updated and sent more frequently during the election season and agrees to make such request to CDPHE at least ten business days prior to the expected day(s) of receipt of the File(s).   CDPHE agrees to furnish the additional Files during the election season.

e.
Monthly File Format:  The format of the File will be SAS produced XML, and will be ordered by the following Table 1.0, CDPHE Monthly File Specification for CDPHE_Deceased_Residents_17_YRS_as_of_MM_DD_YYYY.XML.

CDPHE Monthly File Specification for

CDPHE_Deceased_Residents_17_YRS_as_of_MM_DD_YYYY.XML

	Field Name
	Type
	Required
	Validation
	Description

	RecordStatus
	String(1)
	Yes
	“N”, “C”, “V”
	“N” – New Record, 

“C” – Changed Record, 

“V” – Voided Record

	DeathCertificateNumber
	String(10) 

[0-9]
	Yes
	10 digit number
	Death Certificate Number from DPHE format (YYYYOnnnnn) 4-digit year + occurrence code (0 or 1 - In / Out state) + 5-digit sequence number)

	SocialSecurityNumber
	String(9) [0-9]
	No
	9 digit number
	9 digit SSN if present, blanks also possible

	FirstName
	String (30)
	No
	
	

	MiddleName
	String (30)
	No
	
	

	LastName
	String (50)
	Yes
	
	

	GenerationIdentifier
	String(10)
	No
	
	Jr, Sr, I, II, III, etc.

	GenderCode
	String(1)
	Yes
	“M”, “F” or “U”
	M, F or U

	DateOfBirth
	String(8) [0-9]
	Yes
	Valid date > 01/01/1850
	MMDDYYYY

	DateOfDeath
	String(8) [0-9]
	Yes
	Valid date > 01/01/2003
	MMDDYYYY

	CountyOfDeathCode
	String(5)
	Yes
	
	Code for the County  (alphabetic abbreviated)

	ResidenceCountyCode
	String(5)
	Yes
	
	Code for the County  (alphabetic abbreviated)

	AddressLine1
	String(29)
	Yes
	
	Street Address 1 (combined and condensed 5 char street number + 1 character street direction + 12 character street name + 2 character street type (abbrev.) + 5 character street apartment / unit number – designation)

	City
	String(5)
	Yes
	
	City – abbreviated to first 5 characters

	StateCode
	String(2)
	Yes
	
	State Postal Code

	Zip
	String(5) [0-9]
	Yes
	5 digit number
	5 digit zip code

	Extraction Date
	String(8) [0-9]
	Yes
	Valid date > 01/01/2003
	Date record was extracted from DPHE system MMDDYYYY

	AKA_1_Name
	String(30)
	Yes
	
	Alias AKA name, full name: Last, first middle with comma and periods

	AKA_2_Name
	String(30)
	Yes
	
	Alias AKA name, full name: Last, first middle with comma and periods

	CountyOfDeathCodeShort
	String(2) [0-9]
	Yes
	Table Validation County Code
	Code for the County –  2-digit numeric

	ResidenceCountyCodeShort
	String(2) [0-9]
	Yes
	Table Validation County Code
	Code for the County –  2-digit numeric

	SocialSecurityNumberFlag
	Boolean
	Yes
	True or False
	True if SocialSecurityNumber field had changed.

	FirstNameFlag
	Boolean
	Yes
	True or False
	True if FirstName field had changed.

	MiddleNameFlag
	Boolean
	Yes
	True or False
	True if MiddleName field had changed.

	LastNameFlag
	Boolean
	Yes
	True or False
	True if LastName field had changed.

	GenerationIdentifierFlag
	Boolean
	Yes
	True or False
	True if GenerationIdentifier field had changed.

	GenderCodeFlag
	Boolean
	Yes
	True or False
	True if GenderCode field had changed.

	DateOfBirthFlag
	Boolean
	Yes
	True or False
	True if DateOfBirth field had changed.

	DateOfDeathFlag
	Boolean
	Yes
	True or False
	True if DateOfDeath field had changed.

	CountyOfDeathCodeFlag
	Boolean
	Yes
	True or False
	True if CountyOfDeathCode field had changed.

	ResidenceCountyCodeFlag
	Boolean
	Yes
	True or False
	True if ResidenceCountyCode field had changed.

	AddressLine1Flag
	Boolean
	Yes
	True or False
	True if AddressLine1 field had changed.

	CityFlag
	Boolean
	Yes
	True or False
	True if CityFlag field had changed.

	StateCodeFlag
	Boolean
	Yes
	True or False
	True if StateCode field had changed.

	ZipFlag
	Boolean
	Yes
	True or False
	True if Zip field had changed.

	AKA_1_NameFlag
	Boolean
	Yes
	True or False
	True if AKA_1_NameFlag field had changed.

	AKA_2_NameFlag
	Boolean
	Yes
	True or False
	True if AKA_2_Name field had changed.

	CountyOfDeathCodeShortFlag
	Boolean
	Yes
	True or False
	True if CountyOfDeathCodeShort field had changed.

	ResidenceCountyCodeShortFlag
	Boolean
	Yes
	True or False
	True if ResidenceCountyCodeShort field had changed.


7.6 APPENDIX L:  DOC Interface
The format of the file is 
      

· Variable Length records

· Delimited by “|” (pipe)

· Ordered by Table 1.0 DOC File Specification Received Weekly 

 Individuals_Supervised_By_CDOC_List_MM_DD_YYYY .TXT

	SCORE Schema

Complex Type or Element
	SCORE Simple Type
	CDOC 

Field Position
	Contents

Description
	Sending Format
	Comments/CDOC 

	Target Database Location
	Target Database Location
	Source CDOC File
	Source CDOC File
	Suggested Record

Max Length
	Source CDOC File

	Felon Notification
	SourceAgency
	1
	Who supplied Record
	Char 10
	Default to “State-DOC”

	N/A
	N/A
	2
	Record Type
	Char 2
	Blank for new record

C for change record

	Felon Notification
	DeptCorrRefNo
	3
	Internal DOC Prisoner Reference Nbr 
	Char 15
	Default to 999999 or 

Prisoner ID Number

	FelonNotification/Aliases/Alias/Name
	LastName
	4
	Last Name
	Char 50
	

	FelonNotification/Aliases/Alias/Name
	FirstName
	5
	First Name
	Char 30
	

	FelonNotification/Aliases/Alias/Name
	MiddleInitial
	6
	Middle Initial
	Char 30
	

	FelonNotification/Aliases/Alias
	DateOfBirth
	7
	Date of Birth
	MMDDYYYY
	

	FelonNotification/Aliases/Alias
	SocialSecurityNumber
	8
	SSN
	Char 9
	xxxyyzzzz



	FelonNotification
	Gender
	9
	Gender
	Char 10
	M-Male

F-Female

U-Unknown

	FelonNotification
	FelonyConvictionDate
	10
	Admission Date
	MMDDYYYY
	Start Date of DOC Custody for current incarceration

	New SCORE field 1

See Issue #17
	FelonyDischargeDate
	11
	Discharge Date
	MMDDYYYY
	Date CDOC custody ends and  Inmate Record is “Moved to History “

	New SCORE field 2

See Issue #17
	FelonyStatusIndicator
	12
	Status as of date of transmission if  discharge date exists = discharged
	Char 20
	“Inmate” or “Parole” or “Discharged”


7.7 APPENDIX M:  DOR Interfaces
Validation of SSN

The validation of SSN process shall first check the DMV database for a match.  If no match is found, DMV will query the SSA to validate the last 4-digits of SSN.  The interface format will be SOAP (Simple Object Access Protocol).  

The fields require by DMV to perform this task are:

· First Name

· Last Name

· Date Of Birth

· Full SSN or Last Four SSN

· Drivers License Number

Return codes from SSA include:

	Response Code
	Definition

	S
	Invalid Data 

	T
	Multi Matches All Deceased

	V
	Multi Matches All Alive

	W
	Multi Matches Mixed

	X
	Single Match Alive

	Y
	Single Match Deceased

	Z
	No Match Found

	9
	System Error:  Unable to Process at this Time


Voter Registration download

The Division of Motor Vehicles (DMV) office accepts voter registrations within their drivers license system.  It is planned that DMV will extract new and modified voter registration records on a daily basis for input into the statewide voter registration system.  The format of this file will be XML (Extensible Markup Language) file.  

The fields for this interface include:
	FIELD
	DESCRIPTION

	US Citizen Code
	“Y” or “N”

	First Name
	

	Last Name
	

	Middle Name
	

	Name Suffix
	

	Address
	Residence Address

	City
	Residence City

	State 
	Residence State “CO”

	Postal Code
	Residence Zip - 5 digits

	County
	

	Country
	

	Mail Address
	

	Mail City
	

	Mail State
	

	Mail Postal Code
	

	Gender 
	

	Date Of Birth
	

	Social Security Number
	Nine digit SSN

	Party Affiliation Code
	

	Application Date
	

	Drivers License Number
	

	Prior First Name
	

	Prior Last Name
	

	Prior Middle Name
	

	Prior Name Suffix
	

	Prior Address
	

	Prior City
	

	Prior State
	

	Prior Postal Code
	5 digits

	Prior County
	

	Prior Country
	

	Signature Image
	JPG format




















