STATE OF COLORADO Bernie Buescher
Department of State Secretary of State
Judd Chaote

1700 Broadway, Suite 270

Denver, CO 80290 Director, Elections

Altn: ScottDoyle 2009 Post Election Audit COUNTY: LARIMER
County Clerk and Recorder

Instructions:

Pursuant to Section 1-7-514 C.R.S. and Election Rule 11, the attached documents provide guidance to completing the post election
audit. Additional help is available on our web site, or you can contact Stephanie Cegielski at (303) 894-2200 ext. 6327 for additional
information. The following information is to be used to resolve “special case” issues that arise from the selection of machines and
races by the Secretary of State’s office:

If a device was “AVAILABLE FOR USE" but DID NOT HAVE VOTES CAST (i.e. accessible machines for mail ballot counties) on it for
this election, please indicate on the form the status as “NO VOTES" in the field for “machine count” and “hand count.” This still
requires canvass board member signatures for verification.

If & device was “NOT USED" (i.e. backup equipment) but was selected for the audit, please contact the Secretary of State’s Office for
selection of an alternative device.

If any NON CENTRAL COUNT device (scanner or DRE) has votes on it, but the "RACES SELECTED” for audit do not appear on the
device; For Mail Ballot counties, the canvass board may randomly select an alternative race to count. For Polling Place and Vote
Center counties, you must contact the Secretary of State’s Office for selection of alternative races.

If a CENTRAL COUNT device has votes on it, but the races selected for audit do not appear in the BALLOTS CHOSEN by the
canvass board, the canvass board shall continue to randomly select ballots until all races appear and can be audited.

Please complete the highlighted fields in the attached table and fax or e-mail the form back to the Secretary of State at:
303.869.4861 or stephanie.cegielski@sos.state.co.us. This form must be returned no later than: 5:00pm November 20, 2009.
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Denver, CO 80290
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County Clerk and Recorder
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STATE OF COLORADO
Department of State

Bernie Buescher
Secretary of State

Judd Choate
Director, Elections
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STATE OF COLORADO Bernie Buescher
Department of State Secretary of State
1700 Broadway, Suite 270 Judd Choate

Denver, CO 80290 Director, Elections

Attn; ScottDoyle 2009 Post Election Audit COUNTY: LARIMER
County Clerk and Recorder
The following table lists the MOGQHSHZH th

at has been randomly selected for auditing:

¥+ END OF AUDITF LIST ** s IPND OF AUDIT LIST ==

NOTE: In addition to completing the post-election audit report, pursuant to C.R.S. Section 1 -7-514(1)(c), the canvass board shall also report

a description of the audit process used, including any initial, interim and final results of the completed audit. Please use the atfached page to
complete this process.

Please complete the highlighted fields in the attached table and fax, or e-mail the forin back to the Secretary of State to either (303) 869-4861,
or stephanie.cegielski@sos.state.co.us. This form must be returned no later than: 5:00pm November 20, 2008.

By our signatures below, we indicate the completion of the Post Election Audit with notes as indicated on this form:
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LARIMER COUNTY CLERK AND RECORDER
AUDIT BOARD OATH
COORDINATED ELECTION
NOVEMBER 3, 2009

STATE OF COLORADO )
) SS
COUNTY OF LARIMER )

| do solemnly swear (or affirm) that | am a registered elector in the County of Larimer
and the State of Colorado and that | will faithfully perform the duties required of a
member of the Audit Board.
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LARIMER CPERHY SECORoER
COUNTY

Larimer County Clerk and Recorder

COMMITIED TO EXCELLENCE

VOTING SYSTEM SECURITY ~ INCIDENT REPORT

LARIMER COUNTY
2009 COORDINATED ELECTION
NOVEMBER 3, 2009

Pursuant to section 43.8.11.4 of the Security Procedures for Electronic Voting
Systems (Secretary of State Rule 43), each county is required to submit a
statement to the Secretary of State’s office addressing the existence or absence
of any security issues related to the county’s use of voting equipment.

By checking this box, we are representing that our county

X DOES NOT have any security related incidents to report

with the use of our voting equipment for the 2009
Coordinated Election.

By checking this box, we are representing that our county

DOES have security related incidents to report with the

use of our voting equipment for the 2009 Coordinated
| Election and we will be attaching incident reports to this

document.
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Motor Vehicle Division Elections Division Recording Division Loveland Annex Estes Park Annex
P.O. Box 1280 P O. Box 1547 P.O. Box 1280 205 E. 6th Street 1601 Brodie Avenue
Ft. Collins, CO B0522 Ft. Collins, CO 80522 Ft. Collins, CO 80522 Loveland, CO 80537 Estes Park, CO 80517

(970) 498-7876 (370) 498-7820 {970) 498-7860 (970) 679-4521 (970) 577-2025




LARIMER COUNTY
2009 COORDINATED ELECTION
POST ELECTION AUDIT - PROCEDURES

Per Colorado Revised Statutes 1-7-514(2){c) - The canvass board and the county clerk and recorder
shall promptly report 1o the secretary of state a description of the audit process undertaken, including
any initial, interim, and final results of any completed audit or investigation conducted pursuant to
paragraph (a) or (b} of this subsection (2).
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This form is used to record any unusual happenings. For example, ballot problems, a fleeing
voter, a problem regarding the DREs or any situation that is abnormal.

INCIDENT REPORT FORM
VC# LOCATION %ﬁ r Eleeiiésn fhud F
Time: > 05 Pm Date: A=A N

Describe incident @n rzukrf,k{ m 21 £ 7%%. /IMW(/

Qi f a9 done Zaute, Oacl Yyoatck u«é ﬁﬁé 7
iﬂi’;r! L AN _.' L ANAL D L] i %Mkbj H g
Gount .

[l @ Accqmg ¢ A G Ao g \9?1 Mﬁﬁkﬂ%i
M_‘Jm A Qe l A f
LN hpe ! el w am @A

gE,yj, {EJE?\J&MJ }'FLM_JI L i &

—A[Sc na‘f'"fh{ on —T-_-ﬁld‘mf“ E"ﬁ%f'f ‘74‘_4'

Name of Electiop-Staff Memb ontacted regarding incident

e 7

Election Judge(s) reporting incident




H 2

This form is used to record any unusual happenings. For example, ballot problems, a fleeing
voter, a problem regarding the DREs or any situation that is abnormal.

INCIDENT REPORT FORM
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This form is used to record any unusual happenings. For example, ballot problems, a fleeing
voter, a problem regarding the DREs or any situation that is abnormal.

INCIDENT REPORT FORM
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This form is used to record any unusual happenings. For example, ballot problems, a fleeing
voter, a problem regarding the DREs or any situation that is abnormal.
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This form is used to record any unusual happenings. For example, ballot problems, a fleeing
voter, a problem regarding the DREs or any situation that is abnormal.

INCIDENT REPORT FORM

VC # LocaTION fast Elecfion  Avd.'+

Time: (2 11S1P M Date: ] l/’é /D 9
Describe incident e Audl. m& Aud - Set 2. guz ‘ cﬁ,

ﬁgﬁafaf_ﬂu_ﬁmmmw_maém_t,_
E.i;fa dﬂ Q.” agcgﬁd “,tp{f .. ﬂ#—:fi‘u - c:&wf‘ ?L -2 o0 17"
s o Fﬂfﬁg}éa

e e
t‘?qp 2rec - gﬂ'ﬂ"-
%&Aﬁé opioal ot A dF Bont
-ﬂmnmbm 4 Loe! Hmrﬂx 309" J@? -l
ﬂgam,m.gm D ‘}/&‘ww. A/ 2/2 ~/
Jlipngsann F Sﬁtﬁfﬂ;gv\ | 2. 213 o
l/afe(ﬁzz:é Mrlocs  foqlia 40 39 +
&Qu% I.rf e 20 Fike, +/
Eotes Rum e R 2.1 +/
Leveland 213 Mp~ Fo g =i
Lotes Vallea SC /e 273 22 +/
allansD A 30 23 3 o |

Coles VallZ ST N 20 /5 £/

MM&M@L&(MM@&
iﬂgéf;_ﬂ_ Sc’_’d‘.’&a |"||'r.7 )4

hutap suchiye pt- 7 mder b bullet. Ca-char rehendd o L‘,//af
é%ﬁ/?) }—pb«e ¢__a>u‘47‘r‘1'-"h/ /u/ce
Name of Election Staff Member contacted regarding incident ﬁ—./ o 7L gOC‘df‘c{

Election Judge(s) reporting incident




LARIMER COUNTY PROCEDURES

SUBJECT: Post-Election Audit Procedures — Central Count
AccuVote-0S

Last Update Date: November 13, 2009
Last Updated By: JHaag
Due for Review: Annually

Procedure Background:
After an election, to ensure that votes were accurately recorded
and tabulated by the Central Count AccuVote-0S, a random audit
must be performed.

Reason for Procedure:
¢« C.R.S. 1-7-514
e SOSRule11.5.4

Supplies/Resources Needed:
e Audit Sets
* Results reports by Audit Set
o Election Summary Reports from GEMS
o Individual Audit Set Results Reports created in Excel
Post-Election Audit form from SQS

[ ]

¢ Forms/Labels:
(Location - S:\Elections\ACCUVOTE _GEMS\AccuVote Testing\2009\2009
Coordinated\Post-Election Audit)

o Audit Board Oath
Audit Labels for Voted Ballot Retention Box
Audit Materials Seal Logs
Audit Materials Storage Box Labels
Audit Procedures Cover Form
Hand Tally Sheets
Races to Audit per Audit Set
o Voting System Security — Incident Report
Scratch Paper
Pens
Rubber Bands
Rubber Fingers
Paper Clips
Calculators
Audit Materials Storage Box
Tape Seals (red and blue)
Combo Seals (wire)
Clippers

000 00O




e Scissors

¢ Post-it Notes

¢ Timesheets

« Name Tags
File Path:

S:\Elections\PROCEDURES\Voting System\Drafts\AccuVotes\Post-Election
Audit Procedures - Central Count AccuVote-0S.docx

What does a person need to know before completing this
procedure?
How to perform a hand tally

How long does this procedure take to complete?
1-2 days; depends on how many Audit Sets to verify

When does this procedure take place?
» The SOS will select the Audit Sets and the races to be audited
within 48 hours of the close of polls on election night.
e Upon completion of the audit, the results must be reported to the
SOS no later than 5:00 pm on the last day of the canvass.




Steps to complete procedure:
Preparation — Counting Board

1. 8 AccuVotes will count two (2) boxes of ballots (< 600 ballots).
This group of ballots will be designated as an Audit Set.

2. Counting will stop and an Election Summary Report will be
generated from the GEMS server for the Audit Set.
a. A copy of the report will be printed.
b. A copy of the report will be saved electronically.
3. Repeat steps 1 and 2 with all remaining ballots.
Preparation - Post-Election

This process is internal and does not need to be observed by the Canvass
Board.

1. Determine the number of ballots that need to be audited using the
chart from Premier Central Count Scanner Condition (2.0.12) 4b:

Total % of Batlots Counted on Total # of Ballots w audit # of errors requiding
Device: o escalation:
150,000 to 500,000 [.250 &

35001 to 150,000 S0 4

10,001 to 35,000 506 3

3201 to 10.000 313 =

1.201 o 3.3 20k z

50110 1.200 125 2

281 10 300 A 1

158 10 280 50 ]

91 o 150 32 1
51 to 90 20 i

26 10 M) 13 i

1o l5 8 1

Yo 15 & ]

lton 3or 9% i less than 3 !

Device = GEMS server NOT individual AccuVotes

Example: If 50,000 ballots were processed, 800 ballots (2 Audit Sets)
would need to be audited.

2. Randomly select the Audit Sets to be audited.
(Performed by the SOS)

3. Randomiy select the races to be audited in each Audit Set.
(Performed by the SOS)
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4. Retrieve the selected Audit Sets and the corresponding GEMS
Election Summary Reports.

These reports will show the TOTAL results of the election at that
specific point in time, not an individual report for the Audit Set.

5. To generate an individual report for the Audit Set, perform the
following steps:
a. Copy the following folder to the C:\ drive:
S:\Elections\ACCUVOTE_GEMS\AccuVote Testing\Audit Set
b. Open the following Excel spreadsheet from the above folder:
Results Report-1.xls
¢. Enable macros in the spreadsheet.
d. Press Control+Q to start a macro that will generate an
individual report for an Audit Set.
e. Navigate to the location of the first Audit Set (the one being
audited) and select it.
Navigate to the location of the second Audit Set (the one
previous to the first Audit Set) and select it.
Select the tab labeled Difference to see the individual report.
Save As: Audit Set ## Results.
Print the report.
Manually verify the report.

—h

o Te

6. Modify the Hand Tally sheets so that onty the races selected to
audit in an Audit Set appear on the hand tally sheet for that
selected Audit Set.

Audit

The audit process must be observed by at least two (2) members of the
Canvass Board. C.R.S. 1-7-514(4); SOS Rule 11.5.4.8

Each selected Audit Set will be audited by one (1) audit team. The audit
team will be comprised of four (4) people representing both major parties.

1, Administer an oath to the Audit Board:
S:\Elections\ACCUVOTE GEMS\AccuVote Testing\2009\2009
Coordinated\Post-Election Audit\Audit Board Oath.doc

2. Manually tally ali of the votes for the selected races in each Audit
Set:

a. Using 2 Hand Tally sheets, the audit team will manually tally
alt of the votes for the selected races in each Audit Set. Two
judges will read the votes while the other two judges mark
the tally sheets.
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b. Marking judges will also record undervotes, overvotes, and
the number of times the selected races are not on the ballot.

c. Marking judges will use a new Hand Tally sheet for each box
in the Audit Set.

d. Marking judges will alternate black and red pens for each
ballot bundle.

e, When the marking judges get 5 tallies in a box, they will say
“Tally” — If both judges do not have a tally, they will find the
error and correct it.

f. If a judge puts a tally in the wrong place, they will place a
dot above it to show it is @ mistake. When that race gets
another vote, the judge will connect the dots.

g. When a ballot box is completed, the marking judges wil
produce a total for each set of tallies for a race (votes,
undervotes, overvotes, race not on ballot).

h. The sum of the totals (votes + undervotes + overvotes +
race not on ballot) in each race should equal the number of
ballots in the box.
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i. Repeat steps a-h with each remaining ballot box in the Audit
Set.

j. Combine the vote totals from all of the ballot boxes onto one
tally sheet.

k. Once all boxes have been hand tallied, the team will be
ready to verify the Audit Set.

3. Verify the vote totals on the Combined Hand Tally sheet for the
selected races against the Individual Audit Set Results report.

4. If the hand tally and the results report match:

a. The Audit Set, hand tally sheets, and results report will be
sealed in a separate container and secured with the
remainder of the official election records for the election.

b. The Canvass Board will certify the audit results and sign the
audit: report.
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5. If the hand tally and the results report do not match, the Canvass
Board members will follow these procedures:
a. SOS Rule 11.5.4.9:

i. Manually verify the results as many times as
necessary to confirm that there is no discrepancy in
the manual count;

ii. Take any additional steps as necessary to check for
voter error, which shall include but not be limited to:
over-votes, stray marks on the ballot, or other voter
intent indicia; and

iii. Review the situation and take action as necessary in
accordance with the canvass board’s powers as set
forth in 1-10-1, C.R.S.

b. Premier Central Count Scanner Condition (2.0.12) 4b:

i. Errors discovered exceeding the error rate identified
in the table above (Preparation — Post-Election Step
1) shall require escalation measures including
increased audits as prescribed by the Secretary of
State’s office.

ii. County officials shall contact the Secretary of State’s
office as soon as possible if an audit detects errors
above the escalation threshold.

6. Repeat steps 3-5 with the next Audit Set.

7. Upon completion of the audit, report results and a description of
the audit process to the SOS no later than 5:00 pm on the last day
of the canvass, by means set forth in SOS Rules 11.5.4.11 &
11.5.4.12;

a. Include the following:
i. Post-Election Audit form provided by the SOS; signed
and sealed;
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il. Audit Board Oath signed by everyone in attendance;
sealed:

LARIMER COUNTY CLERK AND RECORDER
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iv. Audit Procedures Cover Form:

LARIMER LOINTY
A GENERAL TLEG THOM
POET ELECTIOM ALDET - PROCEDURES

v i

v. A copy of these procedures and hand tally sheets.
b. Scan all forms into a .pdf file.
i. Save the file to the s: drive.
ii. Email the file to the SOS.
iil. Place the paper forms in the Audit file located in the
Equipment Auditor’s desk.
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LARIMER COUNTY PROCEDURES

SUBJECT: POST-ELECTION AUDIT — ACCUVOTE-TSX

Last Update Date: November 16, 2009
Last Updated By: JHaag

Due for Review: Annually

Filed Under: Voting System

Procedure Background:
After an election, to ensure that votes were accurately recorded
and tabulated by the AccuVote-TSx, a random audit must he
performed.

Reason for Procedure:
e C.RS.1-7-514
e SOS Rule 11.5.4

Supplies/Resources Needed:

¢ AccuVote-TSx units to be audited (chosen by SOS)

o All V-VPAT canisters from the selected TSx units

« Election night results tapes from the selected TSx units

+ Completed AccuVote-TSx and Security Canister Seal Logs from the
election for the selected TSx units
Post-Election Audit form from SOS
Forms/Labels:

o Located under: S:\Elections\ACCUVOTE_GEMS\AccuVote
Testing\2009\2009 Coordinated\Post-Election Audit
AccuVote-TSx Seal Log from the election
Audit Board Oath
Audit Labels for Voted TSx Canister Retention Box
Audit Materials Seal Logs
Audit Materials Storage Box Labels
Audit Procedures Cover Form
Hand Tally Sheets
Races to Audit per Audit Set
TSx Canister Seal Logs (Audit)

o Voting System Security — Incident Report
Digital Camera
Scratch Paper
Pens
Rubber Bands
Paper Clips
Calculators
Audit Materials Storage Box
Tape Seals (red and blue)
Spring-Lock Seals
Combo Seals (wire)
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Clippers
Scissors
Post-it Notes
Timesheets
Name Tags

File Path:
S:\Elections\PROCEDURES\Voting System\Final\Post-Election Audit -
AccuVote-TSx.docx

What does a person need to know before completing this
procedure?
« How to perform a hand tally

How long does this procedure take to complete?
1-2 days; depends on number of TSx units to audit

When does this procedure take place?

s The SOS will select the AccuVote-TSx units to be audited and the
races to be verified on each unit within 48 hours of the close of
polls on election night.

e Upon completion of the audit, the results must be reported to the
SOS no later than 5:00 pm on the last day of the canvass board.
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Steps to complete procedure:
Preparation — Post-Election

This process is internal and does not need to be observed by the Canvass
Board.

1. Randomly select the TSx units to be audited.
(Performed by the SOS)

2. Randomly select the races to be audited on each TSx unit.
(Performed by the SOS)

3. Retrieve the selected TSx units.

4, Retrieve all of the V-VPAT canisters for each selected TSx unit.

5. Modify the hand tally sheets so that only the races selected to audit
on a TSx unit appear on the hand tally sheet for that selected TSx
unit.

Audit

The audit process must be observed by at least two (2) members of the
Canvass Board. C.R.S. 1-7-514(4); SOS Rule 11.5.4.8

Each selected TSx unit will be audited by one (1) audit team. The audit
team will be comprised of four (4) people representing both major parties.

1. Administer an oath to the Audit Board:
S:\Elections\ACCUVOTE GEMS\AccuVote Testing\200912009
Coordinated\Post-Election Audit\Audit Board Qath.doc

2. Verify the Trusted Build on the selected TSx units:

a. Turn the unit on, and, once the unit has initiated, touch the
umbrella icon in the lower right corner of the screen;

b. Inthe window that appears, verify that the File Signature =
b18ab70141hcceff251469e0e45dfefb;

¢. Take a digital picture of the screen that includes the file
signature and TSx serial number. Verify that the picture is in
focus.

3. Manually tally all of the votes for the selected races in each
canister:

a. Using 2 Hand Tally Sheets, the audit team will manually tally
all of the votes for the selected races in each canister. Two
judges will read the votes while the other two judges mark
the tally sheets.
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b. Marking judges will also record undervotes and the number
of times the selected races are not on the ballot.

c. Marking judges will use a new hand tally sheet for each
canister.

d. When the marking judges get 5 tallies in a box, they will say
“Tally” — If both judges do not have a tally, they will find the
error and correct it.

e. If a judge puts a tally in the wrong place, they will place a
dot above it to show it is a mistake. When that race gets
another vote, the judge will connect the dots.

f. Reading judges will keep track of how many ballots are in a
canister.

g. When a canister is completed, the marking judges will
produce a total for each set of tallies for a race {votes,
undervotes, race not on ballot).

h. The sum of the totals (votes + undervotes + race not on
ballot) in each race should equal the number of ballots read
by the reading judges.
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Verify this number using the completed AccuVote TSx Seal
Log from the election.

i. Repeat steps a-h with each remaining canister.

j. Combine the vote totals from all of the canisters ontc one
tally sheet,

k. Once all canisters have been hand tallied, the team will be
ready to audit the AccuVote-TSx unit.

4. Verify the vote totals on the Combined Hand Tally sheet for the
selected races against the Election night results tape from the
selected TSx unit.

5. If the hand tally and the results tape match:

a. The security canisters will be resealed.

b. The sealed canisters and results tapes will be sealed in a
separate container and secured with the remainder of the
official election records for the efection.

c. The Canvass Board will certify the audit results and sign the
audit report.
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6. If the hand tally and the resuits tape do not match, the Canvass
Board members will follow the procedures outlined in SOS Rule
11.5.4.9:

a. Manually verify the results as many times as necessary to
confirm that there is no discrepancy in the manual count;

b. Take any additional steps as necessary to check for voter
error, which shall inciude but not be limited to: over-votes,
stray marks on the ballot, or other voter intent indicia; and

c. Review the situation and take action as necessary in
accordance with the canvass board’s powers as set forth in
1-10-1, C.R.S.

7. Repeat steps 4-6 with the next AccuVote-TSx unit’s canisters.

8. Upon completion of the audit, report results and a description of
the audit process to the SOS no later than 5:00 pm on the last day
of the canvass, by means set forth in SOS Rules 11.5.4.11 &
11.5.4.12:

a. Include the following forms:
i. Post-Election Audit form provided by the SOS; signed
and sealed:
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ii. Audit Board Oath signed by everyone in attendance;
sealed:
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iii. Voting System Security — Incident Report; signed:
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iv. Audit Procedures Cover Form:

LA MBER COUNTY
200y GENERAL ELETRON
$OSY ELECTHIA AUDHT - PROCETURES

v. A copy of these procedures and hand tally sheets.
b. Scan all forms into a .pdf file.
i. Save the file to the s: drive,
i, Email the file to the SOS.
iii. Place the paper forms in the Audit file located in the
Equipment Auditor’s desk.

e T e —————
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