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Neal	McBurnett
Software	developer
Consultant
Poll	worker
Working	on	election	audits	and	integrity	since	2003
Pioneered	RLAs	in	Colorado	with	my	own	code	in	2010,
Boulder	County
Served	on	teams	that	wrote	the	software	for	Colorado's
current	state-wide	audit
Verified	Voting	board	member
Co-author	of	LWV	Colorado	Election	Security	position,
2022
Speaking	for	myself



Introduction
Outline

Motivation
Highlights
Priority	improvemen

My	goal:	digging	relatively	deeply	and	precisely,	for
practitioners

Don't	have	time	here	to	do	overview	for	the	public

See	references	at	the	end	for	more	background

Always	happy	to	talk	about	audits!

Thanks	to	Chris	for	overview!

As	you	see,	there	are	some	limitations	that	haven't	been
addressed	yet	in	the	software

http://bcn.boulder.co.us/~neal/elections/corla/


Importance,	Scale	of	the	Challenge
Long-standing	widespread,	transpartisan	consensus	on
need	for	both	voter	verified	paper	ballots	and	audits.
Voting	systems	are	vulnerable,	simply	put
"Assume	breach"!	as	CISA	and	the	DoD	put	it

Only	robust	auditing	can	protect	us	from	cyber	threats

How	can	we	give	elected	officials	the	tools	to	protect	our
elections?

How	can	we	provide	convincing	evidence	to	the	public?

Need	"Evidence-Based	Elections":	audits	to	cover	all	the
contests	(+	more	aspects	of	election)

Only	ballot-level	audits	will	do	that	(given	long	ballots	in
our	US	coordinated	elections)



Robust	auditing	is	much	harder	than	it	seems
Elections	are	increasingly	complicated
You	can't	easily	audit	the	data	you've	got
You	can't	easily	get	the	data	you	need
Ballot	anonymity	must	be	maintained	(but	ballots	aren't
"secret")
Legal	and	practical	hurdles,	e.g.	transparency
Political	hurdles
COVID....



Auditability	around	the	country

Huge	steps	forward	in	auditability	since	2006
Many	states	with	100%	voter-verifiable	paper	ballots
(VVPB)
Many	others	are	all-VVPB	except	for	overseas	or	print-
disabled	voters
Beware	risky	places	where	voters	are	required	to	rely	on
machine	marking	(BMDs),	or	unauditable	return	of	voted
ballots	over	the	Internet



Audits	around	the	country

Many	states	doing	some	audits	or	learning	about	them
Many	pilots,	gaining	experience

Typically	only	focus	on	top-of-the-ticket	races

No	coverage	of	vast	majority	of	the	contests

Mistaken	notion	of	auditing	the	whole	"election"	that
way

An	audit	of	one	contest	does	NOT	limit	risk	for
other	contests

Local	bond	issues	or	powerful	local	offices	are	often
the	most	compelling	target

Needs	more	focus	on	transparency,	robustness

Very	few	which	publicize	data	to	be	audited	before	a
public	random	selection



Colorado:	best	tabulation	audits	in	the	country?

Risk-limiting:	designed	to	focus	more	on	close	contests,
save	resources	on	landslides
ColoradoRLA	software:	open-source	by	Free	&	Fair	in	2017;
Democracy	Works	in	2018

Now	maintained	by	the	state,	still	open-source!
Designed	and	implemented	with	many	nationally
recognized	expert	participants
Ballot-level	comparison	audit:	the	most	efficient
Actually	matches	each	paper	ballot	with	corresponding
Cast-Vote	Record	(CVR)

Only	easy	when	all	ballots	are	scanned	centrally,	not
with	voter-facing	scanners

Auditors	interpret	and	report	votes	for	ALL	contests

Not	as	much	data	for	small	contests	which	weren't
selected	for	auditing

Goal	of	verifiably	public	random	selection	across	all
ballots	per	contest

https://github.com/cdos-rla/colorado-rla


Colorado	Election	Officials

I'm	honored	to	have	gotten	to	collaborate	with

Many	forward-looking	county	clerks	past	and	present,
collaborating	regardless	of	party

The	Department	of	State,	past	and	present,	also	driving
innovation

They	work	under	tremendous	pressure,	on	strict	deadlines,
with	a	seasonal	labor	force	and	tight	budgets	doing	work	that
is	critical	for	democracy

Thank	you!



Risk	limits
Thanks	to	Chris	Beall	for	explaining	many	of	the	details	in	his
presentation

Note	that	the	risk	limit	is	statistically	"conservative"

For	a	3%	risk	limit,	at	least	97	times	out	of	100	any	tabulation
error	would	be	uncovered

The	statistics	assume	a	near-tie.	If	the	actual	margin	was
greater	than	1	vote,	more	ballots	would	have	had	to	have	been
incorrectly	interpreted	for	the	outcome	to	be	incorrect,

and	the	chance	of	uncovering	any	tabulation	error	would	be
even	greater



Summarize	Audit	of	2022	Coordinated	election
in	Colorado

Three	rounds	over	several	days
Most	counties	done	in	one	day	in	Round	1
Risk	limit:	3%	for	selected	contests
>	2,508,830	ballots	cast	statewide	(undervotes	make	exact
number	hard	to	find)
3,526,411	ballot	cards	in	the	state	(multiple	cards	per	ballot
in	some	counties)
6,454	ballot	cards	selected	(based	on	margin,	0.2%	overall)
233,223	votes	compared!	(36	per	card	on	average)
186	discrepancies	-	0.08%,	apparently	mostly	wrong	ballot
or	entry	error
Audit	data	for	981	contests
RLAs	of	68	contests	(some	partial	and	thus	artificial...)
Many	more	opportunistic	contest	audits,	below	risk	limit

Opportunistic	sampling	across	counties	is	not
uniformly	random,	so	very	tricky	to	calculate	rigorous
risk	levels	for	those









Public	data	from	Audit	Center

CVR	to	audit	board	interpretation	comparison	(CSV)

Note	unique	ID	for	ballot	card	(County	name,	imprinted_id)

Note	audit	board	entry	timestamps

233223	lines	of	data,	one	per	vote	comparison

https://www.sos.state.co.us/pubs/elections/auditCenter.html


Discrepancy	breakdown	(tentative)
186	Discrepancies	between	interpretations	of	a	vote	by	the
voting	system	vs	auditors

By	Type:

116	Wrong	Ballot
44	Audit	Board	Error
16	Adjudication	Error
6	Voting	System	Limitation
3	Voter	Mistake
1	Ambiguous	Voter	Intent

The	most	common	voting	system	error	is	during	adjudication



What	does	Colorado's	RLA	accomplish?
Voter-verifiable	paper	ballots	interpreted	by	multi-partisan
audit	boards

Applies	to	all	contests,	though	not	necessarily	achieving	risk
limit

One	of	the	few	places	in	the	country	where	election	officials
get	such	a	robust	independent	line	of	evidence	supporting	the
results	of	tabulation

Great	protection	from	cyber	attack,	voting	system
malfunction,	human	error

Drives	good	practices	for	ballot	management	(keeping	them	in
sequence),	reconciliation

A	significant	step	towards	Evidence-Based	Elections



Next	goal:	allowing	Public	to	fully	verify	the
audit
Currently	rolling	the	dice	before	people	know	which	ballots
would	be	selected	by	which	rolls

Improvement	1:	verifiable	public	random	selection

Need	to	resume	publishing	manifests	before	random
selection
Dice	rolls	were	originally	conducted	in	person,	but
recently	via	Zoom
No	longer	convincing	to	outside	observer	-	could	be	pre-
recorded
Easy	to	fix	that:	e.g.	invite	variety	of	stakeholders	to	pick
next	die	color	live	during	rolling
Also	need	Audit	Center	to	report	imprinted	IDs	selected,
like	it	did	in	2017

https://www.sos.state.co.us/pubs/elections/RLA/files/2022/general/20221118RLA-Seed.mp4


Improvement	2:	Explain	audits	better!
We	surface	a	gold	mine	of	data	to	provide	confidence	and	help
improve	processes,	but	need	better	analysis,	presentation	of	it,
engagement	with	it

CO	doesn't	emphasize	how	our	approach	yields	reassuring
data	on	so	many	contests

When	extra	rounds	are	needed,	explain	why	on	the
AuditCenter

Report	on	the	prior	accounting	and	reconciliation	of	the	ballot
sheet	counts	vs	CVRs

Publish	images	of	samples	which	were	found	discrepant

We	can	seek	free,	savvy	implementation	help	from	US	Digital
Response	(USDR),	as	we	do	for	signature	verification	audits



2023	Audit	Data	for	Arvada	Mayor	contest
Arvada	Mayor	race	was	close,	of	interest	to	many	observers

About	a	1%	margin	of	victory,	small	subset	of	the	county,
thus	quite	hard	to	audit
We're	still	able	to	describe	relevant	audit	data

98.4%	in	Jefferson	county,	where	46	ballots	for	mayor
were	audited

Audit	found	zero	discrepancies	-	46	for	46!

Measured	risk	of	about	80%	(disappointing,	but	less	scary
than	it	seems)

That's	far	more	evidence	than	most	states	have	on	most
contests

Yet	we'd	like	to	do	better!



Auditing	small	or	close	contests
For	a	municipal	or	district	contest,	or	multi-card	ballots,
style-based	sampling	is	much	more	efficient

Boulder	did	that	for	their	2023	IRV	(mayor)	audit,	with
new	software
Would	DRAMATICALLY	increase	diluted	margin,	and
decrease	CVRs	to	audit

We	focus	too	much	on	a	low	risk	limit,	and	not	enough	on
choosing	contests	of	interest	to	audit

Definition	of	risk	is	very	conservative,	assumes	that	the
actual	outcome	was	a	win	by	1	vote,	and	a	perfect	attack.

I'd	much	rather	see	close	contests	selected,	even	if
manageable	sample	size	requires	large	risk	limit



Improvement	3:	Timely	CVRs
Allow	public,	canvass	board	to	verify	ballot	comparisons

Publish	cast-vote	records	before	random	selection
We	should	really	design	districting	and	election	to
avoid	need	for	redaction
In	the	meantime:	anonymization	(redaction	/
aggregation),	straightforward	to	automate



Improvement	4:	Better	Contest	Selection
Now	typically	picking	just	one	local	contest	per	county

Before	contest	selection,	publish	data	on	potential	contests
to	audit	to	help	public	provide	input

Best	to	guarantee	a	risk	limit	for	all	contests

...	Or	at	least	all	those	that	presumably	wouldn't
require	a	larger	sample
Focus	on	auditing	the	close,	interesting	contests,	not	on
artificially	low	risk	limit
Avoid	unmanageable	auditing	effort	by	increasing	risk
limit
Better	to	audit	a	close	contest	at	a	50%	risk	limit,	than
an	landslide	one	at	3%

At	least	report	measured	risk	for	each	contest

Explore	recent	auditing	innovations	like	Non(c)euch	and
ONEAudit



Improvement	5:	Minimum	Ballot	Count	to	Audit
per	County
Often	there	is	no	suitable	county-level	contest	with	a	contest
close	enough	to	drive	a	good	audit

Might	require	just	20	ballots,	need	more	for	quality	control
So	SoS	often	audits	statewide	contests	using	county	margin
But	there's	no	meaningful	contest	outcome	to	audit	there!
Sometimes	results	in	auditing	the	wrong	outcome

E.g.	2022	Republican	Primary,	audited	local	Senate	margins	in
16	counties

Statewide	winner	was	O'Dea
Within	some	counties,	winner	was	Hanks
Audit	would	escalate	if	O'Dea	was	gaining	votes,	increasing
real	margin	-	backwards!

=>	Establish	minimum	ballot	count	to	audit	per	county	for
opportunistic	audits,	quality	control



Improvement	6:	Avoid	Need	for	Extra	Rounds
Audit	sometimes	has	a	single	discrepancy,	and	requires
whole	audit	team	to	return	to	audit	just	a	few	more	ballots
Avoid	those	extra	rounds	via	a	small	amount	of
oversampling



Improvement	7:	Promote	Public	Engagement
Update	Audit	Center	in	a	timely	manner	to	facilitate
observation;	annotate	Audit	Center	to	provide	simple
understandable	indication	of	status

Publish	real	time	control	panel	data	to	facilitate
observation;	publish	schedules	for	audit	process	in
advance



Improvement	8:	Leverage	Ballot	Images
Publish	hashes	of	each	image	ASAP	after	scanning

During	audit,	after	audit	board	enters	interpretation	based
on	paper,	check	ballot	image	also
Invaluable	for	protecting	the	chain-of-custody
Ask	me	for	details

Releasing	images	themselves	would	also	allow	independent
tabulations

Not	software-independent,	thus	not	suitable	for	cyber-
secure	audit
But	good	for	finding	a	variety	of	issues



Summary
Bottom	Line

Colorado	has	the	best	tabulation	audits	around
They	help	election	officials	protect	against	a	wide	variety
of	problems
They	need	improvement	to	help	the	public	verify	the
results
Most	suggestions	should	have	minimal	impact	on	audit
workload
Some	other	improvements	are	very	worthwhile

Principles	and	Best	Practices	for	Post-Election	Audits
Besides	tabulation	audits,	we	all	need	much	more	work	on
Evidence-Based	Elections

Transparent	audits	of	voter	eligibility,	chain-of-
custody,	etc.

Hoping	to	kick	off	further	discussions	in	coming	months

http://electionaudits.org/principles/
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Supporting	information
Overview	and	History	(updated):

The	Colorado	Risk-Limiting	Audit	Project	(CORLA)

Slides:	http://bcn.boulder.co.us/~neal/elections/corla-beac/

http://bcn.boulder.co.us/~neal/elections/corla/
http://bcn.boulder.co.us/~neal/elections/corla-beac/

