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1. PARTIES

This Contract isentered into by and between "QUEST INFORMATION SYSTEMS INC." (hereinafter
called“ Contractor”), and the ST ATE OF COLORADO (hereinafter called the* Sae’) acing by and
through the Depatmeant of Sae(CDOS).

2.EFFECTIVEDATEAND NOTICEOF NONLIABILITY

This Contract shall not be effective or enforceable until it is approved and signed by the Colorado Sae
Controlle or his designee (heeindter calledthe” Effecive Dae"), but shall be effectiveand enforceable
thereafter in accordancewith itsprovisons. The Sae shall not be liableto pay or reimburse Contracor
for any peformance hereunder, including but not limitedto, costsor expensesincurred, or be bound by
any provision hereof prior to the Effective Date.

3.AUTHORITY, APPROPRIATION, APPRO VAL, AND PURPOSE

Authority exidsin the law under CRS824-1-111, 8§24-21-101 and §1-45-109 and funds have been
budgeted, appropriated and otherwise made available and a sufficient unencumbered balance thereof
remainsavailable for payment and required approvals, clearances, and coordinaion have been
accomplished from and with appropriate agencies. An gopropriation was madeto procure and implement
a Campaign Finance System pea therequirements of RFP CDOS CF-08-01.

4. DEFINITIONS

A.

The followingtermsas used herein shall be used, condrued, and interpreted as follows:

Agency Authorized Users

“Agency Auhorized Users’ meansemployees, agents, andthird-party Contractors of the Sa e, County
Clerks and Recorders andtheir gaff, and others as deemed by the Sa e, authorizedto use the Campaign
Finance System.

. API

“API” means Applicaion Program Inteface, a s& of commonly used functionsthat provide a
progranmer with pre-progranmed functionality.

. Breach of Data Seaurity

“ Breach of Daa Security” meansthe unauthorized acquisition of unencrypted computerized datatha
compromisesthe security, confidentiality, or integrity of informaion used or maintained by Contractor in
conjundion with this Contrect.

. Change Control Board

“ Change Control Board’ meansthe appointed individuals selected by the Saeto serve onthe Change
Control Board for the purpose of approving change control requests initiated in accordance with Exhibit
A — Saement of Work.

. Compensation

“ Compensation” meansthe funds payableto Contractor by the Sae related to performance of
Contrador’ sobligations, including, but not limited to, providing any required Productsand/or Services,
asdescribed in Exhibit A — Saement of Work.

. Contract

“Contrad” meansthis Contrad for Goods and Services, its provisons, atached exhibits, documents
incorporaed by reference under thetemsof this Contract, and any fuure modifying amendments,
agreements, exhibits, atachments or references incorporaed pursuant to Sae Fiscal Rules and Policies.

. COTS

“COT S means commercial off-the-shelf.

. CRS

“CRS' means Colorado Revised Sautesasthey curretly exid andmay be anended.

. Counties

“ Counties’ mean the sixty-four (64) counties within the Sa e of Colorado, acingthrough their respective
County Clerks.
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V.

Deliverable
“ Deliverable” means awritten document, supply, service, Software, hardware, or other item to be

delivered by the Contractorto the Sae aspart of Contract performance

. Exhibits

The following exhihits are atached hereto and incorporaed by refeence herein: Exhibit A — Saement
of Work; Exhibit B — Payment and Delivery Schedule; Exhibit C — System Requirements, Exhibit D —
Projed Key Peronnel; Bxhibit E— Applicaion Maintenance and Support Agreemen.

. Final Campaign Finance System Acceptance

“Final Campaign Finance Systam Acceptance” means confirmaion by the Saetha the Contractor has
provided a systemto the Saethat conformsto Systan Acceptance Criteriaas addressed in Exhibit A —
Satement of Work.

.FirstTuesday®

“FirdT uesday®” meansthe campaign finance gpplicaion ftware developed andowned by Contractor
that will be customized for the Sa e s Campaign Finance System.

. Fiscal Year

“Fiscal Yea” meanstheperiodfor which funds are appropriaed and money is made available for
commitment and expenditure. The Sae' sfiscal year isduly 1€ through June 30th.

. Goods

“Goods’ means any physical item used, produced, or manufactured either separately or in conjunction
with paformance of Contrador' s obligationshereunder.

. Help Desk Support

“Help Desk Support” means support services(e.g., telephone, email, etc., to address questions and
problems) Agency Authorized Users may haveregarding operaion of the Campaign Finance System.

. Holdbadk
“ Holdback™ means compensaion held back from an Interim Payment and laer paidto Contrador after

acceptance of pecific performance or after Final System Acceptance.

. Intellecua Property

“Intellectual Propety” means any and all know-how, inventions, paets, copyrights, models, designs,
diagrams, specificaions, servicemarks, trademarks, trade dress, trade secre's, test results, knowledge,
research, techniques, discoveries, regulatory filings, data source codes, objedt codes, production methods,
technology, specification of maeials, formulae, methods of formulaion, processes or other information
(intangible or intangible form), other industrial or proprietay rights, and all presat and futuretitle
intereg andrightspertainingthereto, any documentation relaingthereto, and any and all gpplicationsfor
any of theforegoing, whether or not paented, paentable or regisered as of the fecive daeof this
Contradt or & any later date.

Interim Acceptance

“Interim Acceptance” meansthe process of receiving and evaluating deliverables prior to Final System
Acceptance, which enablesthe Saeto make interim paymentsto the Contrador.

. Key Personnel

“Key Peronnel” meansthose individualsidentified in Exhibit D — Projea Key Personnel who are
essential to the satisfacory performance of Contractor’ sobligations hereunder.

. Milestone

“Miledone” means awork grouping & a lower level than aphasetha is comprised of oneor more
deliverables and representsthe delivery of acompleeunit of valueto the success of the projed.

Parties
“Party” or “Paties’ meansoneor both of the Sae and Contracor.

W.Products

“Products’ means Software and copiesthereof, licenses, user documentation, upgrade plans, support,
hardware and other products, described in Exhibit A — Saement of Work.
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X.

Projea Manager
“Project Manager or PM” means apern, one designated by Contractor andone by the Sae who has

authority to makerelevant day-to-day decisonsin regard to the Project for their designaingParty.

. Service Level Agreement

“ServiceLevel Agreemat or S A” means an element of performance for which an acceptable service
level has been explicitly defined.

. Services

“ Services’ means savicesperformed ortangible maerial produced either sgparately or in conjunction
with the Work performed and Goods and Productsprovided hereunder.

AA. Software

“ Dftware” meanstheexecutable code verson of oftware Product(s) comprisngthe Campaign Finance
System s forth in Exhibit C — System Requirements.

BB. Subcontractor

“ Qubcontracdor’ means athird-paty vendor of equipment, goods, products, or services, if any.

CC. Work Product

“Woark Product” meansthe oftware, research, reports, gudies, data, photographs, negatives or other
documents, drawings, models, materials, or work product of any type, including drafts, prepared by
Contrador inthe peformance of itsobligations under this Contrad.

5. TERM AND EARLY TERMINATION

A.

Intial Term-W ork Commencement
The initial term of this Contract shall commenceonthe laer of eithe the Effective Da e or the 8th day of
December, 2008 andterminaeon the30th day of June, 2010, unless sooner terminaed as provided for

below herein.

. Renewal Option

The Saemay require Contractor to continue performance of applicaion maintenance and support
functions and operation support funcions beyondtheinitial or renewal term of this Contrad. The Sate
may exercise this option through an amendment to this Contrad prior to theend of the Contract or any
renewal term. Upon exercise of this option by the Sa e, the extended Contract shall include this option
provison for fuure use, provided however,tha thetotal duration of this Contract, including the exercise
of all options under this provision, shall not exceed atotal Contradt period of five (5) years. Financial
obligationsof the Saepayable after any current fiscal year are contingent upon theavailability of funds
for tha purpose as set forthin 88 of this Contrad.

. Unilateral O ption to Extend

D.

The Sde, in itssolediscretion, may unilaeally extend theterm of this Contrad for a period not to
exceedtwo monthsif theParties are negotiating renewal of support agreements a theend of any initial
term or an extension thereof. The provisonsof the Contradt in effed when said notice is given, including
but not limited to, prices, raes, and delivery requirements, shall remain in effect during said two-mornth
extensgon. However, thetwo-month extenson shall immediaely terminae when and if an anendment to
the Contrad or areplacemat Contrad becomes dfective following the Colorado Sae Controlle’s
approval and sgnaure.

Early Termination
This Contradt is subject to early terminaion in accordance with the provisons hereof.

6. STATEMENT OF WORK (SOW)

A.

Performance
Performance of Contractor’ sobligations under this Contract shall begin as soon as practicable following

commenceamert of theinitial term, and shall be undertaken and performed as set forth in Exhibits A and
B. Contradtor dhall grictly follow the sequence and manner of paformance s& forth in Exhibits A and B

and shall comply with thedescriptions of and representations (including performance, cgpabilities,
accuracy, compleeness, charaderigics, specificaions, configurations, gandards, fundions and
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requirements) s forth in Exhibits A, B andC and elsewhere in this Contract. Contractor shall perform
its obligations a both the locations of Contractor and CDOS

. Enhancements
System enhancement s supporting legidative changesto programsor meeting requirements not identified
herein may be necessary duringtheterm of this Contract. System enhancements within the general scope
hereof shall follow the Change Control process set forth in Exhibit A. System enhancementsrequire
approval of a Change Control Board and awritten amendment executed in accordance with 825.H, below.
Payment for sygem enhancements shall be conditioned onthe Sate’ s acceptancethereof and uponthe
implementaion of such sysem enhancement by Contractor.

. Post-Implementation Support and Maintenance
Aftea acoeptance of the sydem by the Sae, Contrador shall perform post-implementaion support and
maintenance as oulined in Exhibit E, Applicaion Maintenance and Support Agreement, incorporéaed
herein. Contrador shall implement all necessary measurements and monitoringtools and procedures
required to measure and report Contractor’' s performance of the services againg Exhibit E Such
measurement s and monitoring shall permit reporting a alevel of detail sufficient to verify compliance
with therequirementsof Exhibit E, and shall be subject to audit by the Sae. All such reporting shall be
prepared and delivered to the Saeon a monthly bass. Contractor shall providethe Sae with
information and accessto all such tools and procedures upon request for purposes of verificaion.

. Proauring Goods, Products, and Servi ces
Contrador shall procure goods, products and servicesnecessary to perform its obligationspursuant to the
provisonsof Exhibit A withou extra chargetothe Sate (unless specifically otherwise provided for in
this Contrect).

7.DATA AND DOCUMENTS DELIVERABLES

A. Delivery and Standards
Contrador shall deliver the data and documents required in Exhibits A andB by the dates specified

therein. Unless otherwise specified, Software documentaion delivered pursuant to this Contrad shall

med thefollowing sandards:

i. Documentaion dhall be in electronic, human readable format, which clearly identifiesthe
progranming language and version used, and when different programming languages are
incorporaed, identifiesthe interfaces between codes programmed in different programming
languages.

ii. Documentaion shall contain source code in an elecronic, human readable formet, which describes
the program logic, relaionship between any internal fundions, and identifies the disk files tha
contain thevaious patsof the code.

iii. Detailed"commeting’ of source code may be used to partially satisfy the documentaion
requirements, although documentation shall also include a flow chart which identifiesthe program
flow between files and functions. Comments may be used to document internal flow control in
functions.

iv. Filescontainingthe ource code shall be delivered, or may be left on thehod machine so long as
the files and their locaion are identified, andtheir significanceto the program described in the
documentation.

v. Documentaion shall describe error messages and the locaion in the source code, by page, line
number, or ather suitable identifier, wherethe error message is generated.

vi. Documentation shall be written so persons reasonably proficient in the use of theprogram language
utilized can éficiently use it to understandtheprogram grudure, iteraive andother control
techniques, and decipher error messages if they occur.

vii. Microsoft Office goplicaions shall be used to prepare documentaion, unless prior written goproval
isreceived fromthe Sateto use othe applicaions.

viii.Contractor shall maintain a read-only library to storeall approved project doumentation.

B. Software
Delivered Software shall be sufficiently descriptiveto permit the following to occur:
i. maintenanceand modification thereof,
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ii. changesto addresses and telgphone numbersin compuer generaed documentaion,
iii. addition of fieldsto thedatabase, and
iv. revisons of report formats, including breakpoints, and summary computations.

8. COMPENSATION OF AND PAYMENTS TO CONTRACTOR
Contractor shall be compensated and paid as follows:

A. Bass and Maximum Amount
The Sae dall pay Contradtor for its performance in acocordance with Exhibits A and B. Themaximum
amount payableto Contrador by the Saehereunder shall be$904,730 from available funds prope’ly
encumbered. The Sae shall not be liableto pay or reimburse Contrador for any performance hereunder
prior tothe Effettive Dae. Satisfadory performanceof Contrador’ s obligationshereunder is acondition
precedent to the Sa e sobligation to compensae Contractor. The maximum amount payable includes all
Contrador fees, costs, and expenses, including but not limitedto, labor, rat, travel expenses, overhead,
parts, repairsand replacements, mileage, supplies, mailing, teding, communiceations, reporting,
debugging, deliveries, and other operaion and Contrad expenses.
B. Payment
i. Methodand Time
Contrador shall periodically submit invoicesto the Sae intheform and manne gproved by the
Sate and shall atach any applicable timeshea s and/or receipts. Contractor shall submit invoices
within 60 days afterthe end of the period for which payment isrequested, and final hillings on this
Contract must be received by the Sa e within 60 days after termination hereof. The Sae shall mae
payment in full with resped to each invoiceacceptable to it within 45 day's of receipt thereof, after
which uncontested unpaid amounts hall bear intered & araeof one percat pa month. Interest shall
not aiseif agood faith digputeexidsasto the Sa€ sobligation to pay all or a portion of an invoice.
Contrador shall invoicethe Saeseparately for interest on delinquent amounts due. T he billing shall
referencethe delinquent payment,the number of daysintered to be paid and the goplicable interes
rate.
i. Payment and Delivery Schedule
Thepayment for each Deliverable shall bethe amount as outlined in Exhibt B which includes a
twenty percent (20%) holdback on payment for each Deliverable. Upon successful andtimely
achievament of akey Milestoneaslisted in Exhibit B, and in addition to any Deliverable payments
due under the Milestone fifty percent (50%) of the holdback accrued under the Miledone shall be
released. The remaining 50% of holdback accrued under the Milesone shall beretained by the Sae
until successful completion of the Implementaion Milestone Fifty perceatt (50%) of the holdback for
aMilestoneshall be released only when the full Milegonehas been timely achieved andno daily lae
fees have been imposed pursuant to the Daily Lae Feesprovision defined in 820.A.
iii. Available Funds-Contingency-Remedies
The Saeisprohibited by law from making fiscal commitments beyondtheterm of its current fiscal
period. Therefore, Contractor’ s compensation is contingent upon the continuing availability of state
appropriationsas provided in 82 of the Colorado Soecial Provisons, sa forth below herein 826. If
federal appropriationsor Contrads fundthis Contradt in wholeor in part,the Saé s peaformance
hereunder is contingent upon the continuing availability of such funds. Payments pursuant to this
Contrad shall only be made from availablefunds encumbered for this Contrect, and the Sae’'s
liability for such payments shall be limitedto theamount remaining of such encumbered funds. If
saeor federal funds arenot appropriaed, or otherwise become unavailableto fundthis Contract,the
Satemay immediately terminaethe Contrect in whole or in pat without further liability in
accordance with the Termination for Cause subsection of the Remedies section of this Contrac. All
payments are subject tothe general Remedies section of this Contract.
iv. Return of Funds
Any funds paid to Contractor hereunder which are nat expended in connecion with this Contract
shall be refunded by Contractor within 15 daysof terminaion hereof. Any funds not required to
complee Contractor’ sobligations hereunder shall be de-obligated by the S ate. If Contradtor receives
overpayments hereunder, Contractor shall rfund all excessfundstothe Saewithin 15 daysof the
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later of (g thereceipt of such fundsor (b) the deerminaion of such overpayment. Unexpended or
excess funds received by Contractor under this Contract shall not berefunded or paidto any party
otherthanthe S de.

Erroneous Payments-Remedies
Payments madeto Contractor in error for any reason, including, but not limited to overpayments or

imprope payments due to omission, error, fraud, or defalcation may, a@the Sae ssole discretion, be
recovered from Contractor by deduction from subsequent payment under this Contradt or other
Contracts between the Sate and Contractor, or by other appropria e methods.

9. CONTRACTOR’'S EMPLOYEES AND AGENTS
A. Not State Empl oyees

All persons hired by Contractor to peform itsobligations hereunder are employees or agentsof
Contrador or asubcontractor for all purposes and shall not be employees of the Sae for any purpose.

. Key Staff
Contrador shall provide staff to compleeits obligations under this Contract. Assgnmeant of Key
Peronnel identified in Exhibit D shall be continuousthroughout theterm hereof, unless such gaff are
unable to peformfor alegitimaereason such asillness or termination of enployment, and any changes
in Key Saff dhall be approved by the Sae. Contractor shall not reassign Key Personnelto othe projeds
without the Sa€ s prior written approval.

. Staff Replacement
The Saeisgrantedtheright to request inwritingtha Contractor replaceany of its gaff whose
qualificationsor performance are or reasonably could hinder successful and timely compleion of
Contractor’ sobligations hereunder. Contrador shall comply with such request within 30 days of receiving
it or tekeothe corrective actionsto which the Sae agrees.

. Badkground Chedks
Contrador shall peform criminal background chedks on all Contractor employees and agentsto ensure
that they are fully qualified to perform Contractor’ sobligations hereunder, and if required by law or

ordinance, are validly licensed and/or have obtained all requisite permitsto perform such obligations.

10. REPORTING-NOTIFICATION

The content and forma of thefollowing reportsand analysis shall be asprescribed by the Sate.
A. Generad

Notwithdanding anything herein to the contrary, including without limitationthe priority provisons s&
forth in 825.1, specific reporting requirements s& forth in any Exhibitto this Contrad shalltake
precedence over this general reporting provison. T he content and forma of all reports shall be
determined by the Sae. Contractor shall providethe Saewith such documentaion and other
information asmay be reasonably requested by the Saefrom timeto timeto verify tha Contrador is
performing its obligationsin compliance with the provisionsof this Contradt, including, but not limitedto
the following:

i. Projed Status
Projeat dausreports shall be submittedon a monthly basis and upon terminaion or completion of

work and shall include, without limitation, the following:
a) activities performed inthe prior period;
b) milestones achieved,
C) progressrelaiveto projed plan;
d) key issuesand fadorsimpacing the support efort;
e) corrective actions, if needed; and
f) planned adtivities for the upcoming period.

ii. Systems Oper ations Reports

Monthly system operaions reportswill include, withou limitaion, thefollowing:
a) usage by Serviceintheprior period;
b) changesimplementedin prior period;
Cc) Service Level Agreemant atainment in prior period, if goplicable;
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key issues surfaced through problem management reporting;
corrective actions, if needed,
planned activities for the upcoming period; and
resource deployment for prior, current and upcoming periods.
B. Litigation
Within 10 days after being served with any pleading in alegal adion & a court or adminidraive agency
related to this Contract, Contractor shall notify the Saeof such adiion and deliver copies of such
pleadings to the Sate’ s principal represantaivein accordance with 821 of this Contrad.
. Remedies
Contractor’ sfailureto provide reports and natify the Sae in atimely manner in accordance with this
section may result in thedelay of payment of funds and/orterminaion under the Remedies sections of
this Contrect.

11. CONTRACTOR RECORDS
Contrador shall make, kegp, maintain and allow ingpection and monitoring of thefollowing records:
A. Maintenance
Contrador shall maintain a compleefileof all records, documents, communicaions, notes and other
written maerials, eledronic mediafiles or communicaions, patainingin any mannerto delivery of
Goods, Produas, and Serviceshereunder. Contractor shall maintain such recordsfor:
i. Threeyeasafterthedatethis Contract iscompleed orterminaed or final payment hereunder,
whichever islater, or
ii. For such further period as may be necessary to relveany pending maters, or
iii. Until an audit has been compleed and its findings have been resolved.
. Inspedion
Contractor shall pe'mit the Sae, thefederal government or any other duly authorized agent of a
governmental agency to audit, insped, examine, excerpt, copy and/or transcribe Contrador's records
related to this Contract and for a period of threeyearsfollowing terminaion hereof or final payment
hereunder, whicheve islaer, to assure compliance with thetemshereof or to evaluate Contradtor's
performance hereunder.

. Monitorin
Comrador%Iso shall permit the Sate, the federal government or any other duly authorized agent of a
governmental agency, intheir sole discretion,to monitor all adivities conducted by Contracor pursuant
tothis Contract using any reasonable procedure, including, but not limited to: internal evaluaion
procedures, examination of program daa, ecial analyses, on-stecheding, and formal audit
examinaions.

12. CONFIDENTIAL INFORMATION-STATERECORDS

Contrador acknowledgestha it may becomeprivy to confidential informaion in connection withits
performance hereunder, including, but not limitedto saerecords, peronnel records, and informaion
concerning individuals.

. Confidentiaity
It shall be Contractor’ s responsibility to keep all Saerecords and information confidertial a all times
and to comply with all laws and regulations concerning confidentiality of information tothe same extent
applicabletothe Sate. Any request or demand for information in the possesson of Contracor made by
any third paty dhall be immediately forwarded to the Sae' s principal representativefor resolution.

. Notification
Contractor shall notify its agent, employees, sub-Contradors and assigns who may comeinto contadt with
confidential information tha they are subject tothe confidentiality requirements s forth herein, and shall
provide each with awritten explanaion of such requirements beforethey are permittedto access
information.

. Use, Security, and Retention
Confidential information of any kind shall not be digtributed or sold to any third party or used by

Contrador or its agentsin any way, except as authorized by the Contradt and as gpproved by the Sae
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Contrador shall provide and maintain a secure environment tha ensures confidertiality of all Sae
records andother confidential information wherever located. Confidential information shall not be
retained in any filesor othewise by Contractor or its agents, except as s& forth in this Contradt and
approved by the Sae

. Protedion
If Contractor provides physical or logical storage, processing or trangnisson of confidential or senstive
Sate daa, Contrattor shall provide physical and logical protetion for Saehardware, software,
applicaions and datatha meet or exceed industry gandards and requirements as sa forth inthis Contrad.
Contractor shall provide the Sae with access, subject to Contradtor s reasonable access security
requirements, seven days aweek, 24 hours a day, for the purpose of ingpecting and monitoring access and
use of Sae data, maintaining Sae sydans, and evaluating physical and logical security control
effediveness.

. Seaurity-Notice
Contrador isregponsible forthesecurity of all information providedto it by theSae. If Contractor
becomes aware of a Breach of Data Security, it shall notify the Sae immediaely and cooperaewith the
Sateregarding recovery, remediaion, andthenecessty to involve law enforcement, if any. Gontractor
shall be responsible for thecod of natifying each Colorado resident and residents of other ¢aeswhose
personal informaion may have been compromised. Notice shall be made as soon as possible withinthe
legitimat e needs of law enforcement and according to the requirements of the Sae. Contractor shall be
responsible for performing an analysisto determinethe cause of the breach, and for producing a
remediation plan to reducetherisk of incurring asmilar typeof breach in the fuure. Contrator shall
present such analysis and remediation planto the Saewithin 10 daysof notifyingthe Saeof the Breach
of DaaSecurity. The Sate reservesthe right to adjust thisplan, inits ole discretion. If Contractor cannot
producetherequired analysis and plan within thealottedtime the Sae, in its sole discretion, may
perform such analysis and produce aremediaion plan, & Contrador's cog.

. Disd osure-Liability-Damages

Disclosure of Saereoords or ather confidential informaion for any reason may be cause for legal action
againgt Contrador or its agents by third parties, and defense of any such adtion shall be Contrador’ s sole
responsibility. Notwithstanding any other provision of this Contrac, Contractor shall be liableto the Sate
for al consequential and incidental damages, not to exceed thevalue of this Contract asdaed in §83A,
arisng from adata security breadh.

13.RIGHTS IN DATA, DOCUMENTS, AND COMPUTER SOFTWARE
FirdT uesday® software, reports, data, manuals, or othe documents, drawings, or other maerials prepared

by Contractor in the performance of its obligations under this Contract andtha become part of the
commercially available FirstT uesday® shall bethe exclusive property of the Contractor andmay be
reused by the Contractor. Contractor shall retain exclusive right to resell or licensethe FirdT uesday®
softwareto other entities.

A. Intellectua Property-Ownership of Materialsand Information
During theterm of this Contract Contractor may generae ideas, invations, suggestions, copyrightable

maerials or other informaion (“Intellectual Property™) as aresult of itsperformance under this Contradt.
i. General Applicability

Intellectual Property of geneaa goplicahility, whether or not relaedto, or incorporaed into, the
Work Product Contractor produces and deliversto the Sae Contractor shall retaintitleto
Intellectual Property described in this subsection, including any Intellectual Property devel oped by
Contrador prior to or ouside of this Contrad. To the extent such Intellectual Property is
incorporaed intheWoaork Product Contractor produces and deliverstothe Sae Contractor grants
and the Saeaccepts, a royalty-free, non-exclusve, licenseto use all such Intellectual Property
within the Saefor use by Colorado Departmat of Saefor operaion of the ysenfromthe
“ Effective Dae” forward and until no longer needed by the Saefor such operaion. Such
Intellectual Property may be used by the Saeand its agentsin connection with the operaion of the
Department of Sae s Campaign Finance System.
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Lig
Contractor shall provide the Saeawritten list of thelntellectual Property it has supplied and/or
intends to supply hereunder tha isincluded in the foregoing subsection. Contractor shall provide
such ligs as follows:
a) Term. Quartely, when changes, duringtheterm hereof. The Sae dhall, to theextat allowed
by law, keep such lig confidential.
b) Termination. Upon termination hereof for any reason. For any such Intellectual Property, the
list shall al provide specificfads provingtha such Intellectual Property was developed by the
Contrador prior to or ouside this Contrad.
B. Software Licenses
The Sae sall own al licensestothirdparty proprigary operaing andvendor software packages
provided by Contrattor. Titletothird party proprigay operaing and vendor ftware packages shall
remain with thethird patyAendor software manufacturer. The Sae is olely responsible for renewal of
third party software licenses. All Sae data shall be and remain the property of the Saeor itssupplies
or licensees.
. State Use Grant to Contractor
The Sae grantsthe Contractor, totheextent authorized by law, rightsto royalty-free use of Contractor' s
Work Product produced and delivered under this Contract, andthe non-client data derived from its use by
the Sae, for bidding and performance of ather govemmaent sygemtranger or development projeds,
provided such use does not result inany additional cod to the Sae compromisethe performance of this
or any other Saeprojed, or disclose any redricdted saeor persona daaobtained by the Contractor in
performance of this Contrad.

. SourceCode
Contrador acknowledges the Sa e’ sneed for all Work Productsproduced by Contracor hereunder after
terminaion of this Contract. Contractor shall, & no additional cod tothe Sae provide the Saewith the
necessary urce code tha allowsthe S ae, or its agent,to perform any required and on-going

maintenance on the Campaign Finance System.

14. CONFLICTOFINTEREST
A. Definition and Appearance
Contractor shall not engage in any business or personal activities or practices or maintain any
relationships which conflid in any way withthefull performance of Contractor’ s obligations hereunder.
Contractor acknowedges tha with respect to this Contract, even the appearance of a conflia of interest is
harmful to the Sae’ sintereds. Absent the S ae’ sprior written gpproval, Contractor shall refrain from
any pradices, adivitiesor relaionshipstha reasonably appearto be in conflid with the full performance
of Contrador’ sobligationsto the Sae hereunder. Contractor shall comply withtheprovisons of CRS
§18-8-308 and §24-18-101-109.
. SpedficProhibitions

Contractor's and sub-Contractor'sofficers, employees, or agents shall neither solicit nor accept grauities,
favors, or anything of monetary value from Contractor, potatial Contradors, or partiesto sub-
agreements. Contrator' s employees, offica's, and agents or any permitted sub-Contractor hall not
participate in the selection, award, or adminigraion of this Contrac or sub-Contrad if aconflia of
intereg or the appearancethereof would occur. Such a conflid would arise when any of the following has
afinancial or othe interest inthefirm selected for award, to-wit:

i. an employee, officer or agent;

ii. any member of the employee'simmediate family;

iii. an employee'spartner; or

iv. an organizaion, which employs, or isabou to employ, any of the & orementioned.

. Determination by State-Default

If Contractor isuncetain whether the gppearance of a conflict of intereg exids, Contractor shall submit
totheSate a disclosure saement sdting forththerelevant details for the Sae’ sconsideration. Failureto
promptly submit adisclosure staement or to followthe Sae€ sdirection inregardto the goparent conflict
shall be considered amaterial default of this Contrad.
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D. Code of Performance
Contradtor and sub-Contradors, if any, shall maintain awritten code of $andards governingthe
performance of their repediveemployees, agents, and Contrad ors engaged in the award and

adminigtration of this Contradt. Contractor shall provide acopy of such codetothe Sate within 10 days
of the Sa e swritten request therefore.

15.WARRANTI ES
The warranties set forth in this section and such other warranties asmay be set forth inthis Contract area
part of the minimum work requirements of this Contract and all remediaion or other actions required by
such warranties shall be performed or delivered without additional cod to the Sate.
. Goods, Produds, and Servi ces
During theterm of this Contract andfor a period of two years following the Sae€ s final acceptance under
this Contract, Contractor warrantsthefollowing:
i. Spedfications
All Goods, Products, and Services provided shall med the specifications sa forth in this Contrect and
be acceptabletothe Sae.
ii. Suits, Claims, and Adions
Therearenot any pending or threaened suits, claims, or adions of any type with respect to the
Goods, Produds, and Servicesprovided.
iii. Liensand Enumbrances
All Goods, Products, and Services provided are and shall remain free and clear of any liens,
encumbrances, or claims aisng by or through Contracor or any paty relaed to Contrador.
. Contractor’s Performance
Contrador warrantstha it will peformall its obligations and provide all Goods, Products, and Services

required under this Contrad in accordance withthehighed g¢andard of care, kill and diligence.
Contrador further warrantsthefollowing:

i. Time of the Essence
Time is of the essencein performance of this Contract. Contractor’ sfailureto complete itsobligations
as pecified in this Contract shall be groundsforthe Saeto assess late fees or liquidated damages
and/or terminatethis Contrad for default, subject to extensions of paformancetimeto which the
Sate, in its solediscretion, may agree.
Legal Compliance
Contrador’ sperformance shall conform to and not violae any goplicable law, rule or regulation, and
Contrador shall olrain all pemits and licenses required to comply with such laws and regulations.
iii. Infringement-Rights
Contrador’ sperformance shall not violae or in any way infringe upontherights of third parties,
including proprigary information and non-disclosure rights, or any intellectual propaty rights.
Contrador isthe lanful owner or licensee of their Software, hadware, methods, methodologies and
any pre-exiging intellecual propeaty used in the performance of the Services and has theright to
granttothe Saeaccessto or use of such Software, hardware, mehods, mehodologies and
Intellectual Property.
iv. Sped ficationsCompatiblity-Quality
All Goods, Products, Services, and Work Produd Contrad or provides shall meet the specificaions
set forth in Exhibit A and shall interfece, integrate and be funcionally compaible with and peform
on any and all of the Sa e’ shardware and software configurations asprovided in such specificaions.
In addition, all Goods, Products, Services, andWork Product and ancillary consumables, equipment,
maerials, and supplies Contractor provides or usesin performance of itsobligationshereunder shall:
a) conformtothehigheg goplicable industry sandards,
b) benew andin good working order, free from defecsin maerials or workmanship,

c) beingalled properly andin accordancewith manufecturers recommendationsor other
industry g¢andards, and
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d) function properly without failure. Contractor shall, for awarranty periodof four months after
delivery to and acceptance by the Sae promptly repair or replece, a the option ofthe Sae
any Goods, Products, Services, or Work Product that fail to stisfy thiswarranty.

v. Software and Hardware
All Software and hardware delivered hereunder and any updateor revisonto them shall be free from
defects and shall medt all specificaions sa forth in this Contract. Such Software and hardware shall
perform thefundions as described in this Contradt, for awarranty period of four months after
delivery to and acceptance by the Sae Contrador shall corred any and all defeds and make any
additions, modificaions, updaes, or adjusmentsto such Software or Hardware as may be necessary
to kegp them in opeding order & all times during the goplicable warranty period.

vi. Third-Party Warranties
Contrador shall assign and deliver to the Sate all written manufacturer's and other third-party
warrantiesrelaingto the Goods, Products, Services, Work Product, Software, hardware, and ancillary
consumables, equipment, maerials, and supplies Contractor provides or usesin performance of its
obligationshereunder.

C. Inspedion and Acceptance

i. Right of Inspedion
The Sae dall havetherightto ingpect all Deliverables and all Goods, Produds, Services, Work
Product, Software, hardware, and ancillary consumables, equipment, maerials, and supplies
Contrador provides or usesin the performance of itsobligationshereunder, & all reasonabletimes
and places, to verify tha they conform to the requirementsof this Contract before accepting them.

ii. Acceptance Testing
Inspedtion shall occur & a ste ecified by the Sae usng acceptancetest procedures andted data
prepared in accordance with Exhibit A. The Saemay paform the acceptanceted, may witnessthe
acceptanceted, and may perform or witnessthe acceptanceteding following problem determinaion,
problem analys's, and service request procedures provided by Contrador.

iii. Notice

The Sae sall provide written noticeto Contractor, in accordancewith the 821 of this Contreact, of
the acceptance or rejection of a Deliverable within 5 daysof the delivery of such Deliverable or
compleion of acceptant testing.

D. Remedies
The remedies set forth in this section shall not limit theremedies availableto the Saeelsewhere in this
Contrad or tha areotherwise available in equity or & law, all of which may be exercised by the Sde, a
itsoption, cumulatively or separaely. Any reduction, delay or denial of payment hereunder shall not
conditutea breach of Contract or default by the Sae.
i. Cure
If eny Deliverable doesnot conformto Contrad requirements, or if the Contractor breaches any of its
warranties,the Sate may require Contractor to promptly curethe nonconformanceor breach in
conformance with Contradt requirements, without additional cog to the Sae. Such cure shall occur
within 5 days of Contractor receiving notice from the Sae of such nonconformanceor breach.
Failure to Cure
If defedsina Deliverableor abreach of warranty cannot be or arenot cured by Contrador within
the specified period, the Sate may require Contracor to:
a) Takenecessary adionto ensuretha futureperformance conformsto the provisonshereof;
b) Equitably reduce the payment due to Contractor to reflect thereduced value of the Deliverable;
¢) Invoketheliquidated damages clause of this Contract; and/or
d) Delay the workplan schedule withou incurring additional costs.

16. INDEMNIFICATION-INTELL EC TUAL PROPERTY

A. Indemnity
Contradtor shall indemnify, hold harmless and defend, & Contrador’ s le expense, the Sde, its
employees and agents, againd any and all loss, cod, expenseor liability, including but not limitedto
attorney fees, court cogs and other legal expenses and damages arising ou of aclaimtha a Good,
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Product, Service Software, or Work Product provided by Contractor hereunder, or its use, infringes a
paent, copyright, trademark, trade secret or other intellectual property right. Contractor’ s obligation shall
not extendto any Good, Product, Service, Software, or Work Product provided by Contractor hereunder
or sydem or method, unlessthe Good, Product, Service Software, or Work Product provided by
Contrador hereunder or system or method is:

i. Provided by Contractor or Contracor’s subsidiaries or affiliates;

ii. Secified by the Contractor for work withthe Good, Product, Service, Software, or Work Product
provided by Contrator hereunder;

iii. reasonably required to use the Product in itsintended manner, andthe infringement could not have
been avoided by substituting another reasonably available product, system or method capable of
performingthe samefundion; or

iv. Reasonably expededto be used in combinaion with such other product, sysem or mehod.

. Noti ce-Defense
The Sae sal notify Contractor within areasonabletimeafter receiving notice of aclaim of
infringement and Contractor shall havethe sole authority to defend or sdtle such claim; provided that any
settlement be for money damages only. The Sate shall furnish, & Contradtor’ s reasonable request and
expense, information and assistance necessary for the defense of such claim. Contractor shall consult the
Sateregarding the defense of such claim andthe Sae, a its discretion and expense, may participae in
such defense. Should the Sa e choose nat to paticipae Contractor shall keepthe Sae advised of any
settlemant or defense. If Contractor shall fail to vigoroudy and timely pursuethe defense or sdtlement of
such claim, the Saemay assume such defense and settlement and Contractor shall be liable for all costs
and expenses incurred by the Sate with resped thereto.

. Remedy
If an infringement action arises, the Sa e shall havethe right to require Contracor to take oneof the
following adions a Contrador’ s sole expense, to-wit:
i. Obtaintheright for the Saeto continue usngthe Good, Product, Service, Software, or Work
Product provided by Contractor hereunder;

ii. Replacethe Good, Product, Service, Software, or Work Product provided by Contractor hereunder
with anon-infringing Good, Product, Service, Software, or Work Product provided by Contractor
hereunder tha has equivalent functionality;

iii. Modify the Good, Product, Service Software, or Work Product provided by Contractor hereunder
%0 that it retains equivalent fundionality, but isnon-infringing; or

iv. Reimbursethe Saeforthe remova and replacemeant of the Good, Product, Service, Software, or
Work Product provided by Contractor hereunder.

17. REPRESENTATIONS
A. Licenses, Permits, Etc.

Contrador representstha as of the Effecive Dae it has, and tha all times during theterm hereof it will
have, a its soleexpense, all licenses, certificaions, approvals, insurance, pemits, and other
authorizations required by law to performthe Servicesand/or deliver the Goods specified herein.
Additionally, Contractor shall ensuretha its employees, agents, and subcontractorshold any licenses or
certificaion required to performtheir duties. Contractor, if a foreign corporaion or other entity
transacting businessinthe Saeof Colorado, further certifiestha it currently has obtained and shall
maintain any goplicable catificae of authority to do businessinthe Sate of Colorado and has designated
aregistered agent in Coloradoto accept serviceof process. Any revocation, withdrawal or non-renewal of
licenses, certificaions, approvals, insurance pemitsor any such smilar requirementsnecessary for
Contrador to properly performthis Contract shall be deemedto be a default by Contractor and grounds
for terminaion for cause of this Contrac.

. Compliance with Law and Palides
Contrador representstha it will require compliancewith the provisions of this section by all Contracor's
agents and subcontrad ors peforming Contrator’ s obligations under this Contrad.
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Generd

Contradtor representstha it will at all times grictly adhereto, and comply with, all goplicable Federal
and Colorado Sae laws and their implementing regulations, asthey currently exist and may heregfter
be amended, which laws and regulations areincorporated herein by thisreference astems and
conditionsof this Contrad.

ii. Information Technol ogy Spedfic
Contrador representstha it will at all times comply with all Sae Cyber Security Policies and all
confidentiality and non-disclosure agreaments, security controls, andreporting requirements.
Software andtechnical daawhich may be provided hereunder may be subject to export and re-export
controls under the U.S Export Adminigraion Regulations and/or smila regulationsof the United
Sates of America(“ USA”) or other country. Contrador representstha it will comply with all export
and re-export laws and regulations, including without imitation,

a) local licenseor pemit requirements,

b) export, import and customs laws and regulations (such asthe export and re-export controls
under the U.S Export Adminigration Regulations end/or smilar regulations of the USA or
any othe country) which may goplyto certain equipment, Software andtechnical daa
provided hereunder, and

c) all applicableforeign corrupt practicesads.

C. Lega Authority
Contrador representstha it possessesthelegal authority to enter into this Contract and that it hastaken
all actionsrequired by itsprocedures, by-laws, and/or goplicable laws to exercisetha authority, andto
lawfully authorize its undersigned signatory to execuethis Contract andto bind Contrattorto itstems.
Theperson signing and executingthis Contradt on behalf of Contractor hereby represents, warrants, and,
guaranteestha he hasfull authorizationto do so.

. Tax Exempt Status

The Saerepresentstha it isnot liable for any sales, use, excise, property or other taxesimposed by any
federal, daeor local governmental authority, nor for any Contractor franchiseor income relaed tax.
Taxesof any kind shall not be chagedtotheSae. The SaéesFEIN # is84-0644739 and itstax exempt
# is98-02565.

18. INSURANCE
Contrador shall oltain and maintain insurance as specified below herein & all timesprior to the
termination or expiraion of this Contrad, to wit:
. Worker's Com pensati on
Worker's Compensaion I nsurance as required by sae daute, and Employe’s Liability Insurance
coveing all of Contracor’ s enployees acding within the course and scope of their enployment.
. General Liability
Commaercial General Liability Insurance written on 1O occurrence form CG 00 01 10/93 or equivalent,
coveing premises operaions, fire damage, independent Contractors, products and comple ed operaions,
blanke Contractual liability, personal injury, and advertising liability with minimum limitsas follows:
i. $1,000,000 each occurrence;
ii. $1,000,000 general aggregate;
iii. $1,000,000 products and completed operaions aggregate; and
iv. $50,000 any onefire.
If any aggregate limit isreduced below $1,000,000 because of claims made or paid, the Contractor shall
immediately obtain additional insuranceto restorethefull aggregate limit and furnishtothe Sae a
certificaeor other documet saisfadory to the Sae showing compliancewith this provision.
. Automobile Liability
Automobhile Liahility Insurance covering any auto (including owned, hired and non-owned autos) with a
minimum limit as follows: $1,000,000 each accident combined single limit.
. Additional Insured
The Saeof Colorado shall be named as additional insured on the Commercial General Liability and
Automobile Liahility Insurance policies.
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. Primacy
Coverage required of the Contract shall be primary over any insurance or self-insurance program carried

by the Sae.

. Cancellation
The Insurance shall include provisonspreventing cancellaion or non-renewal without a leag 45 days
prior noticeto the Sae by catified mail.

. Subrogation Waiver
All insurancepoliciesin any way relaedto the Contradt and secured and maintained by the Contractor as
required herein shall include clauses saingtha each carier will waive al rightsof recovery, under
subrogation or cthewise, againg the S de, itsagencies, ingitutions, organizations, offica's, agents,
employees, and volunteers.

. Satisfadory Insurers
All insurancepolicies and coverages required hereunder shall be issued by repuable insurance companies
satisfadtory to the Sae.

. Certificates
Contrador shall provide certificaes evidencing insurance coverage required hereunder tothe Saewithin
seven business days of the Effective Da e or before commencement of Contradtor' s paformance
hereunder, whichever occursfird. No later than 15 daysprior to the expiraion daeof any such coverage,
Contractor shall deliver the Saecertificaesof insurance evidencing renewals thereof. At any time
during theterm hereof, the Sa e may request in writing, and the Contractor shall thereupon within 10
days supply tothe Sate, evidence satisfactory to the Saeof compliance with the provisonsof this
section.

. Public Entity
Notwithganding subsection A, above, if Contrador isa"public entity” withinthe meaning of the
Colorado Governmental Immunity Ad, 8CRS24-10-101, & seq., asamended ("Ad"), Contractor may a
al times during theterm of this Contrad maintain only such liability insurance by commercial policy or

self-insurance asis necessary to met itsliabilities under the Act. Upon request by the Sae, Contragor
shall show proof of such insurance satisfagorytothe Sae

19. DEFAUL T-BREACH
A. Defined
In addition to any breachesor defaults specified in other sectionsof this Contrad, including but not
limitedto, the Colorado Soecial Provisons, the failure of either Party to perform any of its obligations
hereunder etirely, partially, or in stisfactory manner, including, but not limited to, performingthem in a
timely manner, congtitutes a default or breach. The ingitution of proceedings under any bankruptcy,
insolvency, reorganizaion or smilar legidaion, by or againg the Contractor, or the appointment of a
receiver or smilar officer for the Contractor or any of itspropety, and such proceedings or gppointments
not vacated or fully dayed within 20 days after the ingitution or occurrencethereof, shall also conditutea
default.
. Notice and Cure Period
Inthe event of a default or breach, notice of such shall be given in writing by the aggrieved Party to the
other Party in themanner provided in the 821 of this Contrad. If such default or breachisnot cured
within 30 days of receipt of written noticeor cure of the default or breach hasnot begun within said
periodor has not been pursued with due diligence, the aggrieved Party may terminaethis Contrad by
providing written noticethereof, given inthemanne provided for in the 821 of this Contrad, effecive 15
daysfrom the datethenotice of terminaion was received.

20.REM EDIES
If Contradtor isin default under any provison of this Contrad including, but not limitedtothe Secial

Provisons, the Sae shall have all of theremedieslisted in this section in addition to al other remedies
set forth in other sectionsof this Contract and as available a law or in equity. The Saemay exercise any
or all of theremedies available to it, in its solediscretion, concurrently or consecutively.
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A. Daily Late Fees
Inthe event the Contradtor failsto timely achieve any of the deliverables set forth in Exhibit B,the Sate,

in its sole discretion, may impose a daily late fee in an amount equal to one percent (1%) of the amount
payable by the Sa e upon acceptance of thedeliverable, asoutlined in Exhibit B. The Contractor shall
havefive (5) busness daysto cure laeachievemeant of adeliverable before such fees areimposed. Daily
latefeesimposed pursuant to thisParagraph shall accrue fromthedate set for cure until Contractor
deliversthe deliverable. Such late fees shall not exceedthefull amount of thedeliverable. T o the extent
thet the Contractor’ s delay or nonpeaformanceis excused by the Sae daily laefeeswill not be imposed.
The Contrador may request in writing andthe Sate, in its sole discretion, may waive any feesimposed
pursuant to this provision.

. Liquidated Damages
If Contractor isgiven naticeof delay or nonperformance and failsto cure such non-peformanceor delay
inthetime specified, in addition to any other damages tha are goplicable hereunder or a law or in equity,
Contrador, a& the option of the S ae, shall be liable for liquidat ed damages in the anount of $1,000 per
calendar day from dete s& for cure until either the Saereasonably oltains smilar performance, if the
Contrador isterminated for default, or until Contrador provides performance, if Contracor isnot
terminaedfor default. If Contractor' s delay or nonpeformance isexcused by subsection 20.C
(Terminaion for Cause and/or Default) of this Contrad, liquidated damages shall not be due to the Sae
The Partiesagreetha the damages from breach of this Contradt aredifficult to proveor esimae, andthe
amount of liquidated damages specified herein represents areanable esimaion of damages tha will be
suffered by the Saefrom lae peformance, including cogs of additional ingpection and oversight, and
lost opportunity for additional efficiencies tha would have atended on-time completion of performance.
Assessment of liquidated damages shall not be exclusive or inany way limit remedies availableto the
Sate & law or equity for any default or breach by Contractor. The Saemay require Contractor to meke
direct payment of such liquidated damages.

. Termination for Cause and/or Default
If Contractor failsto perform any of itsobligations hereunder with such diligence asisrequired to ensure

their compleion in atimely manner and such non-performance continues following natice, the Sae may
notify Contractor in writing of such non-performance which ecifiesacure peiod. If Contracor
thereafter failsto promptly cure such non-performance within such time, the Saemay, a its option,
terminaethis entire Contract or such pat of this Contradt asto which there has been delay or afailureto
properly perform. Exercise by the Sate of thisright shall not be deemed a breach of its obligations
hereunder.

i. Methodand Content
The Sae sall give written natice of terminaion to Contrador in accordancewith thenatice
provisonshereof specifyingthe effective date of termination and whether it affectsall or aportion of
this Contrect.

ii. Obligations and Rights
Tothe extent specified intheteminaion notice, Contractor shall not incur further obligations or
render further performance hereunder pad the effecivedate of such notice, and shall alsoterminae
outdanding orders and subContracswith thirdparties. However, Contrattor shall complege and
deliver tothe Saeall Services and Goods not cancelled by theterminaion noticeand may incur
obligations asare necessary to do so within the Contract terms. Inthe ole discretion of the Sate,
Contrador shall assign to the Sae all of Contractor's right, title, and interes under such terminated
orders or subContrads. Uponterminaion, Contractor shall taketimely, reasonable and necessary
actionto protet andpreserve property inthe possesson of Contrador in which the Saehasan
intereg. Inthe solediscretion of the Sae Contracor shall assign to the Sae all of Contractor'sright,
title, and interest under such terminaedorders or subContraas. All finishedor unfinished documents,
data, dudies, research, surveys, drawings, maps, models, photographs, and reportsor othe materials
prepared by Contractor under this Contradt shall, & the option of the Sae, be delivered by Contractor
tothe Sate and shall becomethe Sa € s property.
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iii. Payments
TheySate dhall only reimburse Contractor for accepted Services and Goods received up to the date of
terminaion. If, after termination, it is determinedtha Contractor was not in default or tha
Contrador's adion/inaction was excusable, such termination shall betregted as aterminaion for the
public interest andthe rights and obligations of theParties shall bethe sasmeas if this Contract had
been terminaed for the public interest as described below herein.

iv. Damagesand Withholding
Notwithdanding any other remedial action by the S ae, Contractor also shall remain liable to the
Satefor any damages sustained by the Sae by virtueof any default underthis section by Contrector
and the Saemay withhold any payment to Contrador for the purpose of mitigating the Sae's
damages, until such time asthe exact amount of damages due to the Sa e from Contrador is
determined. Further, the Saemay withhold amounts due to Contrador asthe Sae deemsnecessary
to protedt the Saeagaing loss because of outganding liens or claimsof former lien holders andto
reimburse the Saefor the excess costsincurred in procuring similar goods or services. Contrador
shall be liable for reasonable excess codsincurred by the Saein procuring fromthirdparties
replacement Services or substitute Goods as cover.

D. Early Termination for the Public Interest
The Saeisateringintothis Contract for the purpose of carrying ou thepublic policy of the Sae of
Colorado, as determined by its Governor, General Assembly, and Courts. If this Contradt ceasesto further
the public policy of the Sae,the Sate, inits sole discretion, may terminaethis Contract inwholeor in
part. Exercise by the Saeof thisright shall not be deemed a breach of the Sa e sobligations hereunder.
This subsection shall not goply to aterminaion of this Contract by the Saefor cause or default by
Contractor, which shall be governed by theT ermination for Cause and/or Default subsection of this
Remedies section.

i. Methodand Content
The Sae sall give written notice of terminaion to Contractor in accordancewith the notice
provisonsof §19, above, and 821, below, specifyingthe effective date of terminaion and whether it

affeasall or aportion of this Contract.
Obligations and Rights

Tothe extent specified in theterminaion notice, Contractor shall not incur further obligations or
render further performance hereunder pag the effective date of such notice, and shall alsoterminae
outganding orders and subContrad s with third parties. However, Contractor shall complee and
deliver tothe Saeall Services and Goods not terminated by thetermination notice and may incur
obligations asare necessary to do so within the Contract terms. Inthe le discretion of the Sae,
Contrador shall assign to the Sate all of Contractor's right, title, and interes under such terminated
orders or subContrads. Uponterminaion, Contractor shall taketimely, reasonable and necessary
action to proted andpreserve property inthe possesson of Contractor in which the Saehasan
intereg. All finishedor unfinished documents, data, sudies, research, surveys, drawings, maps,
models, photographs, andreports or other ma erials prepared by Contractor under this Contract or
maerials owned by the Sae inthe possesson of Contractor shall, & the option of the Sae, be
delivered by Contractor to the Saeand shall becomethe Sa € s property. Contractor shall complete
and deliver to the Sate all Services and Goods not terminaed by theterminaion notice and may
incur obligations as ae necessary to do s withinthe Contrad terms.

iii. Payments
If this Contradt isterminaed by the Sate for the public intereg, Contractor shall be paid an anount
which bearsthe same ratio tothetotal compensaion asthe Services sstisfactorily peformedor the
Goods satisfactorily delivered or ingtalled bear to thetotal Services and Goods covered by this
Contrad, less paymentsprevioudy made. Additionally, if the Contract is less than 60% completed,
the Saemay reimburse Contractor for aportion of actual out-of-pocke expenses (nat ctherwise
reimbursed under this Contrect) it incurredtha are directly atributableto the uncompleedportion of
Contractor’ sobligations hereunder; provided tha reimbursement shall not exceed the maximum
amount payableto Contrador.
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E. Remedies Not Involving Termination
The Sde, & itssole discretion, may exercisethe following remedies in additionto itsathe remedies, to-

wit:

i. Suspend Performance
Suspend Contrador’ sperformance pending necessary corrediveaction as specified by the Sate
without entitling Contradtor to adjustmen in price/cod or schedule; and/or

ii. Withold Payment
Withhold paymeant to the Contradtor urtil corredionsin services aresatisfatorily compleed and/or
acceptable goods are provided; and/or

iii. Deny Payment
Deny paymeantt for those servicesnot performed and/or not provided and which due to circumstances
caused by the Contractor cannot be performed, or if peformed, would nat be of valueto the Sae;
provided any denial of payment must be reasonably relaedtothevalue of work or peformance log
tothe Sate; and/or

iv. Removal
Demand removal of Contractor' s employees, agents, or subcontractors whom the Sae deems

incompe e, caeless, insubordinae, unsuitable, or ctherwise unacceptable, or whose continued
relationto this Contradt is deemedto be contrary to the public intereg or not inthe Sae’s bed
interes; and/or

v. Deduction for Unsatifactory Performance
Contrador’ sfailureto satisfectorily perform all or part of itsobligations under Exhibit A in atimely
manner shall givethe Saethe right to perform such obligationsitself or viathirdparty Contracor,
and deduct payment for such performance from compensation due to Contractor hereunder.

21.NOTICEAND REPRESENTATIV ES

A. Notice
All noticesrequired to be given hereunder shall be hand delivered with receipt required or sent by

certified or registered mail to such Party’ sprincipal representdive a the address set forth below. In
addition to hard-copy notice, noticealso may be sent by e-mail to thee-mail addresses, if any, s& forth
below. Either Party may from timetotime designae by written or e-mail notice substitute addresses or
personsto whom such natices shall be sent. Unless otherwise provided herein, all notices shall be
effective upon receipt.

. Representatives
The individuals listed below are the principal represmtaivesof therespedive Parties. With resped to the

Sate' srepresentdive, he has authority to ingpect and reject goods and services, approve invoices for

payment, and ad othewise for the Sae, except with reped totheexecuion of modificaionsto or

terminaion of this Contract. Forthe purposes of this Contract, the official represmtatives and addresses of

the Parties are:
i. State:

Trevor Timmons, Chief Information Officer
1700 Broadway, Quite 300

Denve, CO 80290
303-894-2200, ext. 6602; fax 303-869-4866

Trevor timmons@sos.dae.00.us

ii. Contractor:

Kim Milburn, CFO

5975 Cagle Creek Pkwy N Dr, Suite 200
Indiangpolis, IN 46250

317-806-8300

kmilburn@questis.com
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22. GOVERNMENTAL IMMUNITY

Notwithdanding any othe provisonto the contrary, nothing herein congtitutes a waiver, express or
implied, of any of the immunities, rights, benefits, protecion, or other provisonsof the Colorado
Governmental Immunity Ad, 8CRS24-10-101, & seq., as amended. Liability for claims for injuriesto
persons or property arising from the negligence of the Sae of Colorado, its depatments, ingitutions,
agencies, boards, officials, and employeesis controlled and limited by the provisonsof the Ac andthe
risk managemen sautes, CRS§24-30-1501, & seq., as amended.

23. COOPERATION AND TRANSITION OFSERVICE

A.

Transtion Plan
Inthe event the Saeentersinto agreematswith othe Contractors or government ingitutions for

additional work relaedto the Services provided hereunder, Contractor agreesto coopeae fully with such
other paties. Contractor will provideto the Sate aTranstion Plan within 60 daysafter final acceptance
by the Saeof the Campaign Finance Syssem. The Transtion Plan will detail the servicesto be provided
and responghilities assigned for each party for the orderly transfer of operaion of the Campaign Finance
Systemto Sate staff or another Contractor, and will be updated prior to execution of thePlan. The
execution of the Plan is not covered under thisfixed price Contrad.

. Transfer of Servioces

At the expiration or terminaion of the soope of services, Contractor will cooperae with the Saeto assist
with theorderly transfer of services, funaions and operaions provided by Contractor under this Contract
tothe Sate or to anothe services provider selected by the Sate. Prior to expiraion or terminaion of the
scopeof services, the Saemay request the Contrador to perform and, if so requested, the Contractor
shall perform (except intheeveat of aterminaion due to afailure by the Saeto pay any amounts due
and payable under this Contrad when due) servicesin connedion with migraingthe work of the
Contrador tothe Sae or to another services provider seleded by theSae. Contractor shall provide
transfer assstance servicesto the Sate a the request of the Sae for up to three (3) additional months
after the effective date of expiraion or termination.

. Expenses

D.

If Contractor will be required to incur expensesin connedion with thetransfer asssanceservices, in
addition to the expenses Contractor would othewise incur in the performance of this Contrad, Contractor
shall natify the Sae of such additional expenses prior to performingtheservices. UpontheSate's
authorization, Contractor shall perform the additional services and invoicethe Saeforthe services. The
Sate shall pay Contractor for such additional expensesin accordance with the hourly ratesin Exhibit B.
Prepaid License

If, prior totermination, Contracor hasprepaid charges for alicenseto use any licensed program, to the
extent the Sa e hasthe benefit of such licenseand prepayment followingtermination, the Sate shall
reimburse Contractor an gopropriae pro-rata portion of the prepaid charges.

. Transfer of Contrads

Uponthe Sae srequest, on muually acceptableterms and conditions and subject tothe payment by the
Sateof anytransfer feeor charge imposed by the goplicable Contractors, Contracor shall transfer or
assgn tothe Saeor itsdesgnee any Contrads applicable solelyto sarvices beingprovided totheSae
for maintenance, opeaaionsandothe necessary third-party services (other than subcontrador services)
then being used by Contractorto perform the services.

. Termination Activity

Teaminaion adivity shall begin upon Contrador’ sreceipt of anctice fromthe Saeof teemination orthe
Sate' sintention notto renewthis Contrad.

24. BACKUP AND DISASTER RECOVERY

Contrador shall establish and maintain saf eguards, including file backups stored of f-ste, againg theft,
destruction, loss or ateraion of the Sa€ sdatawhich are no lessrigorous than those maintained by the
Sate. These safeguards shall be documented in the Security Plan andthe Disaster Recovery
Plan/Business Continuity Plan deliverableslisted in Exhibits A and B. Contractor shall support the
Sate' sdfortsa disaster prepaedness as & forthinthe Disager Recovery Plan/Business Cortinuity Plan
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(Plan) submitted by Contractor and goproved by the Sae ThePlan shall support a complete and eficient
transtion of the Campaign Finance Systeam operaionsfrom thehod locaionto an atenaive ste
designated by the Sae Inthe event of adisaster, Contractor shall execuethePlanin amanne tha
facilitaes the commencemeat of operaionsat thealtemae site within thetimeline sa forth inthe Plan or
such othertimeline agreedto by the Sae. ThePlan shall contain, and Contractor shall execute elements
that facilitaea complete and eficient transition of Campaign Finance System operaionsto the original
locaion a the concluson of the disast e, or at the Sate’ srequest.

25.MISCELLANEOUS

A.

Assignment

Except as otherwise specifically provided in Exhibit A, Contrador’ srights and obligations hereunder are
personal and may not betransferred, assigned or subcontracted, withou the prior, written consant of the
Sate. Any dtempt a assgnment, transfer, subcontracting without such consent shall be void. All
subcontrad g/subcontractors goproved by Contractor or the Sae shall be subject to the provisionshereof.
Contractor shall be solely responsible for all subcontracting arrangements, directions, and performance,
including, but not limited to, delivery of Goods and peformanceof Services. Contrador shall require and
ensure tha each subcontradtor assentsinwritingto all the provisonshereof, including indemnifying the
Sate asrequired under the Colorado Special Provisons, below herein.

. Binding Effect

Unless otherwise provided herein, all provisons herein contained, including the benefits and burdens,
shall extend to and be binding upon theParties respetiveheirs, legal representaives, successors, and
assgns.

. Captions

The captions andheadingsin this Contract arefor convenience of referenceonly, and shall not be used to
interpret, define, or limit its provisons.

. Counter parts

This Contract may be executed in multipleidentical original counterparts, all of which shall congtitute one
agreement.

. Dispute Resol ution

If theParties are unableto resolve a dispute with resped to the performance of this Contrad, such dispute
shall be submitted in writing to the CDOS Chief Information Officer (ClO) and Contractor’ sExecutive
Sonsor for resolution under the disputeresolution process provided for in CRS§24-109-101 & .seq.
Under thedispute resolution process, if the Sae’ s ClO and Contradtor’ sExecutive Soonsor areunableto
resolvethe disputeto the sstisfaction of both parties within ten (10) days, the dispute shall be submitted in
writing to the Colorado Secretary of Sae (S0 and the Contradtor’ s Chief Executive Officer (CEO) for
resolution. Ifthe SOSand CEO are unableto resolvethe dispute within 10 days, either Paty may pursue
any remedy availableto it & law or in equity.

. Entire Understanding

This Contradt represantsthe complee integraion of all undergandings between the Paties and all prior
represantaions and undergandings, oral or written, aremerged herein. Prior or contemporaneous
addition, deletion, or other amendment hergo shall not have any forceor dfed wha soever, unless
embodied herein.

. Jurisdiction and Venue

All suits, adions, or proceedingsrelaed to this Contrat shall beheld in the S aeof Colorado andthe
Partieshereby agreetha venue shall be proper inthe City and County of Denver.

. Modification

i. Bythe Parties
Except as specifically provided herein, modificaionsof this Contract shall not be effective unless

agreed to by both Parties in awritten anendment tothis Contradt, properly execued and goproved in
accordance with Colorado Sae Law and Colorado Sa e Controller Fiscal Rules and Policies.
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ii. By Operation of Law
This Contradt is subject to such modificaions as may be required by changesin Federal or Colorado
Sate law, or their implementingregulations. Any such required modificaion automaically shall be
incorporaed into and be part of this Contract on the efective date of such change, asif fully sa forth
herein.
Order of Precedence
Theprovisonsof this Contrad shall governtherelaionship of the Sate and Contractor. Intheevet of
conflidsor inconsgstencies between this Contradt and its exhibits and atachments, such conflids or
inconsistencies shall be reslved by referenceto the documatsin thefollowing order of priority:
i. Colorado Soecia Provisons,
ii. Remaining pages of the Contrad;
iii. Exhibit A, Saement of Work;
iv. Exhibit B, Payment and Delivery Shedule;
v. Exhibit C, System RequirementsT able;
vi. Exhibit D, Key Pesonnel;
vii. Exhibit E, Applicaion Maintenance and Support Agreament.

. Sewerabhility

Provided this Contract can be executed and perf ormance of the obligations of the Paties accomplished
within itsintent, the provisions hereof are severable and any provison tha is declared invalid or becomes
inoperable for any reason shall not affect the validity of any other provison hereof.

. Survival of Certain Contradt Terms

Notwithganding anything herein to the contrary, provisonsof this Contrad requiring continued
performance compliance, or effect after termination hereof, shall survive such terminaion and shall be
enforceable by the Sae if Contractor failsto perform or comply asrequired.

. Third Party Benefid aries

Enforcement of this Contradt and all rights and obligations hereunder are reserved solely tothe Paties,

and notto anythirdparty. Any servicesor benefitswhich third partiesreceive as aresult of this Contract
are incidental to the Contradt, and do nat createany rightsfor such thirdparties.

.Waiwer

Waive of any breach of aterm, provision, or requirement of this Contradt and any right or remedy
hereunder, whether explicitly or by lack of enforcement, shall not be construed or deemed as awaiver of
any subsequent breach of such term, provison or requirement, or of any ather term, provison, or
requirement.

THE REMAINDER OF THIS PAGE INTENTIONALLY LEFT BLANK
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26. COLORADO SPECIAL PROVISIONS
The Soecial Provisons apply to all Contracts except wherenoted in italics.
A. 1. CONTROLLER'S APPROVAL.CRS §24-30-202 (1).

This Contrad shall not be deemed valid urtil it has been goproved by the Colorado Sae Controller or
designee.

. 2. FUND AVAILABILITY. CRS 824-30-202(55).
Financial obligations of the Sate payable after the curret fiscal year are contingent upon fundsfor tha
purpose being gopropriaed, budgeted, and otherwise made available.

. 3. INDEMNIFICATION.
Contractor shall indemnify, save and hold harmlessthe Sae, its employees and agents, againd any and
al claims, damages, liability and court awards including costs, expenses, and @tormey fees and reladed
costs, incurred as aresult of any act or omission by Contractor, or its employees, agents, subcontradors,
or assignees pursuant to theterms of this Contract.
[Applicable Only to Intergovernmental Contractd Noterm or condition of this Contract shall be
condrued or interpreted as awaiver, express or implied, of any of the immunities, rights, bendfits,
protection, or other provisons, of the Colorado Governmenttal Immunity Ad, CRS824-10-101 & seq., or
the Federal Tort Claims Ad, 28 U.SC. 2671 & seq., as applicable, asnow or hereafter amended.

. 4. INDEPENDENT CONTRACTOR.4CCR 801-2.
Contradtor shall peformits dutieshereunder as an independent Contractor and not as an employee.
Neither Contractor nor any agent or enployee of Contractor shall beor shall be deemed to be an agent or
employeeofthe dae. Contracor shall pay when due all required employment taxes and incometaxes
and local headtaxeson any moniespaid by the gae pursuant to this Contract. Contractor acknowledges
that Contradtor end its employeesarenct entitledto unemployment insurance benefits unless Contractor
or athird party provides such coverage andthat the saedoes not pay for or otherwise provide such
coverage. Contractor shall have no authorization, express or implied, to bind the gaeto any agreement,
liahility or underganding, except as expresdy set forth herein. Contractor shall provide and keep inforce
workers compensaion (and provide proof of such insurance when requested by thestae) and
unemployment compensaion insurancein the amounts required by law and shall be solely reponsible for
itsads and those of its employees and agerts.

. 5. NON-DISCRIMINATION.
Contractor agreesto comply with the letter andthe spirit of all applicable Sae and federal laws
regpeding discriminaion and unfair enployment practices.

. 6. CHOICEOF LAW.
The laws of the Saeof Colorado, and rules and regulations issued pursuant thereto, shall be appliedin
the intepraaion, execution, and enforcement of this Contract. Any provision of this Contract, whether or
not incorporaed herein by reference, which provides for arbitraion by any extra-judicial body or person
or which isothewise in conflid with said laws, rules, and regulations shall be considered null andvoid.
Nothing contained in any provison incorporaedherein by reference which purportsto negatethisor any
other special provison inwholeor in part shall be valid or enforceable or available in eny adion & law,
whether by way of complaint, defense, or otherwise. Any provision renderednull and void by the
operaion of thisprovision will not invalidatethe remainder of this Contract,to the extent tha this
Contrad is capable of execution. At all times during the performance of this Contradt, Contractor shall
srialy adhereto al applicable federal and Sa e laws, rules, and regulationstha have been or may
heredter be etablished.

. 7. VENDOR O FFSET. CRS §24-30-202 (1) and §24-30-202 4.
[Not Applicable to Intergovernmental Agreements]. The Sae Controller may withhold payment of
certain debtsowed to Saeagencies under the Sae' svendor offsa intercept sysem for: (a) unpaid child
support debtsor child support arrearages, (b) unpaid balancesof tax, accrued intered, or other charges
specified in CRS8§39-21-101, €. s2q.; (¢) unpaid loans due tothe Sudent Loan Division of the
Department of Higher Education; (d) anountsrequired to be paidto the Unemploymett Compensation
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Fund; and (e) other unpaid debts certified by the Sae Controller asowing to the Saeasaresut of final
agency dagerminaion or judicial action.

. 8. SOFTWAREPIRACY PROHIBITION.

Governor's Executive Order D 002 00. No Saeor other public funds payable under this Contract shall be
used for the acquisition, operaion, or maintenance of computer software in violaion of federal copyright
laws or applicable licenang redrictions. Contrador hereby certifiestha, for theterm of this Contract and
any extensons, Contrattor hasin place gopropriate sygans and controlsto prevent such improper use of
public funds. If the Sae deerminestha Contradtor isin violaion of thisparagrgph, the Sate may
exercise any remedy available at law or equity or under this Contradt, including, withou limitation,
immediatetermination of this Contradt and any remedy consigent with federal copyright laws or
applicable licensing regrictions.

. 9. EMPLOYEEFINANCIAL INTEREST. CRS §24-18-201 and §24-50-507.

The sgnaories ave tha to their knowledge, no employee of the Saehas any pesonal or beneficial
interes whatoever inthe serviceor property described in this Contrad.

. 10.PUBLIC CONTRACTS FOR SERVICES. CRS 8§8-17.5-101.

[Not Applicableto agreements relaingto theoffer, issuance, or sale of securities, investment advisory
services or fund managemant services, sponored projeds, intergovernmental agreaments, or information
technology servicesor products and services| Contrador certifies, warrants, and agreestha it does not
knowingly employ or Contract with an illegal alien who will peform work under this Contradt and will
confirm the employment eligibility of all employess who arenewy hired for enployment in the United
Satesto paform work under this Contrad, through participaion inthe E-Verify Program or the
Department program ed ablished pursuant to CRS 88-17.5-102(5)(c), Contractor shall not knowingly
employ or Contract with an illegal aliento peform work under this Contract or enter into a Contract with
a subcontractor tha failsto certify to Contrac or that the subcontrac or shall not knowingly employ or
Contrad with an illegal aliento perform work under this Contrad. Contractor (a) shall not use E-Verify
Program or Depatment program proceduresto undertake pre-employment screening of job applicants
while this Contrad is being performed, (b) shall notify the subcontractor and the Contracting S ate agency
within three daysif Contractor has acual knowledge tha a subcontradtor is employing or Contracting
with anillegal alien for work under this Contradt, (c) shall terminaethe subContract if a subcontractor
does nat g0p employing or Contracing with the illegal alien within three daysof receivingthenotice,
and (d) shall comply with reasonable requests made in the course of an invedigation, undertaken pursuant
to CRS§8-17.5-102(5), by the Colorado Department of L abor and Employment. |f Contractor
participates in the Department program, Contractor shall deliver tothe Contracting Sae agency,
ingitution of higher education or political subdivison awritten, notarized efirmaion, afirmingthat
Contractor has examined the legal work status of such employee, and comply with all of thecother
requirements of the Department program. If Contractor failsto comply with any requirement of this
provison or CRS88-17.5-101 et seq., the Contracting Sa e agency, ingitution of higher education or
political subdivison may terminatethis Contrad for breach and, if so terminaed, Contractor shall be
liable for damages.

. 11 PUBLICCONTRACTSWITH NATURAL PERSONS.CRS 8§24-76.5-101.

Contractor, if anaural person eighteen (18) years of ageor older, hereby swears and affirms under
penalty of perjury tha heor she(a isacitizen or otherwise lawfully present in the United S atespursuant
tofederal law, (b) shall comply with the provisonsof CRS8§24-76.5-101 & seq., and (c) has produced
oneform of identification required by CRS824-76.5-103 prior to the efective da e of this Contrad.

Revised May 13, 2008

THE REMAINDER OF THIS PAGE INTENTIONALLY LEFT BLANK
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27. SIGNATURE PAGE

Contract Routing Number 09VAA00010

THE PARTIES HERETO HAVE EXECUTED THIS CONTRACT

* Persons signing for Contractor hereby swear and affirm that they are authorized to act on Contractor’s behalf and
acknowledge that the State is relying on their representations to that effect.

CONTRACTOR;
Quest Information Systems, Inc,
By: Steve McNear
Title: CEO/President

d%mm Y

STATE OF COLORADO

Bill Ritter, Jr. GOVERNOR
Department of State
Mike Coffman, Secretary of State

Urbe o Cr. Hobl,

~ *Signature

pate: [ 2/4[0&

By: William A. Hobbs, Deputy Secretary of State
Date: _ { :_,/ 5"/ 0%

(Second signature, if required by Contractor)

By:

Signature

Date:

By:

LEGAL REVIEW
John W, Suthers, Attorney General

Signature - Assistant Attorney General

Date:

ALL CONTRACTS REQUIRE APPROVAL BY THE STATE CONTROLLER

CRS §24-30-202 requires the State Controller to approve all State Contracts. This Contract is not valid until signed and dated
below by the State Controller or delegate. Contractor is not authorized to begin performance until such time. If Contractor
begins performing prior thereto, the State of Colorado is not obligated to pay Contractor for such performance or for any goods
and/or services provided hereunder.

STATE CONTROLLER
David J. McDermott, CPA

Date: | 2 _Jff’l./(}?/
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Purpose

A.

Scope

This Campaign Finance Statement of Work (“SOW?”) shall set forth the duties
of the Contractor and the State. Duties that are the responsibility ofthe State
will be clearly delineated; otherwise the duties are the responsibility ofthe
Contractor. Forthe purposes of this SOW, the term State may refer to the
Colorado Department of State (CDOS), other Colorado entities that utilize the
Campaign Finance system, or any vendor utilized by CDOS other than the
Contractor.

This SOW defines the scope of work to be completed in successfully delivering
anew Campaign Finance system to the State.

This SOW defines each project deliverable, including the purpose of the
deliverable, whether or not it can be updated after delivery, and deliverable
content specifications.

This SOW defines a process whereby the Contractor and State can re-confirm
deliverable expectations prior to the deliverable being presented to the State.
This process is facilitated through a Deliverable Expectation Document (DED),
described later in this SOW.

The scope of this project is to implement a web-based Campaign Finance
system that fully complies with all applicable State laws, CDOS rules, and the
technical and business requirements of the State.

In general, the system will:

1. Comply with all State campaign finance laws (Colorado Constitution Atticle
XXVII and Colorado Revised Statutes Title 1, Article 45);

2. Comply with CDOS campaign finance rules (§ CCR 1505-6);

Protect campaign finance data from unauthorized access or manipulation;

4. Enable State and County election officials to administer efficient and
accurate collection and reporting of campaign finance data (e.g., registration
data, contributions, expenditures/spending, loans, candidate financial
disclosures);

5. Provide an efficient and accurate mechanism for entry of campaign finance
data by State, County and Committee personnel/vendors;

6. Provide an audit capability to detect campaign finance violations and
administer a fair and accurate penalty notification, assessment and tracking
process; and

7. Provide an efficient, robust and versatile query feature for State, County,
Candidate, Committee and Public access for viewing and analyzing
campaign finance data.

(O8]
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C.

The Contractor is to configure, customize, test, implement and suppott a
campaign finance software system that fully complies with State requirements.

Project Schedule and Location

The Contractor shall complete Deliverables and Milestones according to a State and
Contractor agreed upon price and schedule that will be documented in Exhibit B -
Payment and Delivery Schedule of the campaign finance contract. The Campaign
Finance Contractor staff will be provided with CDOS conference rooms as needed and
two temporary cubicles, with Internet capability. Campaign Finance software

customization efforts will be conducted by the Contractor at it’s site at 5975 Castle Creek
Parkway N Drive, Suite 200, Indianapolis, Indiana 46250.

Deliverable: Deliverable Expectation Document (DED)

Purpose:

Updated:

For all deliverables to be provided to the State under the Contract, the
Contractor shall provide a Deliverable Expectation Document (DED) in
advance. In conjunction, the Contractor and State will meet to discuss the
DED. The State and the Contractor will have 5 working days to finalize
each DED. Once a DED is reviewed and State approved, the Contractor
shall than prepare and submit a draft deliverable document for State
review and approval. With State approval, the Contractor will prepare the
final document, which must include one (1) original and one (1) softcopy
file. State shall have ten (5) working days, unless otherwise agreed upon,
to review and approve each draft and final document or, if not approved,
toprovide a report documenting why the deliverable is not acceptable.

The Vendor shall provide its own computer hardware and software for
communications and deliverable preparation during the project
engagement. Microsoft Office and Microsoft Project shall be used to
generate deliverables, unless otherwise agreed to by the CDOS.

Conditional. A deliverable DED will be updated by the Contractor if the
State, following review, requires changes.

Specification: This deliverable will consist of but is not limited to:

o e o

Deliverable title

Deliverable due date

Deliverable purpose

Deliverable successor and predecessor deliverables
DED review meeting date

DED review meeting attendees
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g State resources required for State approval
h. Estimated deliverable completion date
1.  Matrix of specific deliverable content
i.  Deliverable section number
ii.  Deliverable section description
iii.  Deliverable section description update
iv.  Deliverable section status comments
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Track 1: Project Management

Deliverable: Project Plan

Purpose: The Project Plan is the plan created within the first 30 days of the project
and is the overall guiding document for the project. It outlines the
project’s objectives, parties involved in project planning and execution,
the overall timeframe for the project, and the delivery strategy for the
project. The Project Plan contains individual sub-plans that address key
aspects of the project, as outlined below.

Updated: Yes. The Project Schedule deliverable will be updated at a minimum of
monthly or more frequently if appropriateto address changes to the
project. Issue and Risk Tracking matrices will be updated as
modifications and additions occur.

Specification: This deliverable will consist of but is not limited to:

a. Project Schedule - The Project Schedule must be maintained in a version of
M crosoft Project (as coordinated with the State). The Project Schedule must
include separate tasks for each activity and milestone; logical sequence and
interdep endencies, including those with State and Contractor tasks; resource
requirements and assignments; target completion dates for each task and
deliverable; and identification of and compliance with deadlines and milestones.

It must contain the following columns at a minimum:
i. TaskID
i.  Task Name
iii.  Duration/Work Effort
iv.  Assigned Contractor and State resources
v.  Estimate to Complete Percent
vi.  Planned and Actual Start Date
vii.  Planned and Actual End Date

b. Project Measurement Plan - The Project M easurement Plan outlines the project
metrics the Contractor will use in reporting and making informed decisions to
promote quality, productivity, and process improvement. The Contractor will
provide the project metrics and tools to the project team in documentation or
presentation format. The M easurement Plan helps ensure the defined project
metrics are aligned to business and program objectives and the project metrics are
imp lemented in an organized and planned approach.

Elements include:
i.  The roles and responsibilities of the Contractor and State team members
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ii.  Plan and process dependencies
iii.  Project quality and process performance objectives
iv. A description of the project metrics selection
v. A detailed description of the metrics to be collected and the process that
will be used to collect project and performance metrics. M etrics shall
include project progress relative to bud get/time/resources
expended/projected.
vi. A description of any training required to implement the metrics
vii.  Project status PowerPoint presentation by tracks

c. Change Control Plan - The Change Control Plan addresses the Change R equest
(CR) M anagement Process. An example of a CR is a defect that is recorded as a
discrepancy found between actual and expected test results. A CR can also be a
request for changes to the existing baseline of the system. A CR needs to be
authorized since it may involve baseline changes to scope, cost, schedule,
resources, acceptance criteria, method of delivery, documentation, or quality.

Any major changes or any additions/deletions to the RFP requirements that
surface in the requirements clarification and verification sessions (a.k.a. Joint
Application Design or JAD sessions) for gap analysis (determining the difference
between CDOS requirements and the Vendor application capabilities) will be
handled through the change control process and tracked using an industry
standard tool that is accessible by both the State and Contractor. Clarifications to
the requirements identified in the RFP are not considered major and are not
subject to a change request.

Once the baseline requirements are established from the GAP Analysis process,
any further changes to the requirements or scope will be considered a Change and
worked through Change Requests. All Change R equests shall be documented
regardless of whether they are initiated by the Contractor or by the State. A
graded approach decision process for handling a CR will be established. All
changes to the system must be reflected in the documentation. All change
tracking documents shall be retained, including those that the State does not
approve. The change shall be initiated by a request that provides details of the
change. The change request shall include time and dollar estimates prepared by
the Contractor. A Campaign Finance Change Control Board comprised of State
stakeholders must evaluate all change requests for approval or disapproval. The
Change Control Board will set the priority of the CR. Ifthe Change Control
Board cannot reach consensus, the Campaign Finance Steering Committee has
final authority.

Elements include:
1. A description of the change control process and its purpose
ii.  The creation of a “graded approach” system for ranking/prioritizing
chan ges
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iii.  The roles and responsibilities of the Contractor and State team members
affected by the Change Control Plan
iv. A description ofthe processes and tasks required for the Change Control
process including a process flow chart and corresponding text (purpose,
description, input, outputs and agents)
v. A description of the criteria to be met for resolution or closure of a defect /
bug or CR

The Contractor must design a change request form that includes:
1. A description ofthe change
ii.  Control Numbering
iii.  Priority
iv.  Date Submitted
v.  Date Completed
vi.  Proposed cost of the change (positive or negative amount)
vii.  Estimated impact on the project schedule
viii.  Impact on application if change is made
ix.  Impact on application if change is not made
x.  Approval line for Contractor Project M anager
xi.  Approval line for CDOS Project M anager
xii.  Approval line for CDOS Special Projects Coordinator
xiii.  Approval line for CDOS CIO

d. Configuration Management Plan - The Configuration M anagement Plan
establishes a sound configuration management approach that maintains the
integrity of the Campaign Finance project’s hardware, software, requirements and
documentation. It provides traceability for changes incorporated.

Elements include:
1. A description of the purpose and objectives of the Configuration
M anagement Plan
ii.  The roles and responsibilities of the Contractor and State team members
affected by the Configuration M anagement Plan
ii. A detailed definition of Configuration Items (CI) and the processes used
for varying types of Cls
iv.  Baseline and library management of Cls
v. A description of requirements will be tied to CIs and managed throu ghout
the project
vi. A description ofthe configuration audit process
vii. A description of the Configuration M anagement Reporting process and
requirements
viii. A description of the migration process of Cls from environments
ix. A list of the milestones used to gauge progress of the configuration effort
X. A list of any tools used to manage Cls and requirements
xi. A description of any metrics used to monitor the progress of configuration
management
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xii. A description of the recovery and backup procedures surrounding the CIs

e. Risk Management Plan - The Risk M anagement Plan describes the process of
recording, tracking, and mitigating risks that may result in issues that affect the
Campaign Finance project. Risks are situations that could occur and, if they do,
would have an impact on the project.

The Contractor shall parallel its Risk M anagement Plan after the State Campaign
Finance project manager’s plan which is based on the PMI (PM BOK) industry
standard. This is necessary to allow comparison of risks across each of the
project oversight areas. The Probability and Impact levels shall match the
Campaign Finance PM scales.

The Contractor shall proactively identify risks to the project, make
recommendations to prevent and/or reduce risks, identify causes of any missed
deadlines, and monitor status of corrective actions / risk intervention strategies.

The Contractor will work with the State to perform quarterly external
environmental scans to determine how changes in the external environment may
impact the project. These changes may include, but are not limited to, changes in
regulations, laws, and bud gets. The Contractor may also bring additional
information as gathered from other projects/states to the attention of the State and
provide support to implement any project changes if needed as a result of such
information.

Elements include:
i. A description ofthe objectives of the Risk M anagement Plan
ii. A list of the roles and responsibilities associated with implementing the
Risk M anagement Plan
1. A list of the project stakeholders
iv. A list of theplan and / or process dependencies
v. A detailed description of the Risk M anagement process including
identifying, tracking and mitigating risks
vi. A description ofthe project metrics applied to Risk M anagement
vii. A risk tracking matrix in Microsoft Excel containing;
1. Risk Area
Risk Impact (high, medium, low)
Risk Probability (high, medium, low)
Risk Realized (yes, no)
M tigation Strategy
Actions Taken
M tigation Status (on schedule, behind schedule, complete)
Risk Owner

e U i
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f. Issue Management Plan - The Issue M anagement Plan describes the process of
recording, tracking and resolving issues that are impacting the project. Issues are
problems that involve a choice between two or more alternatives for a decision
critical to meeting the project schedule.

The Contractor shall be responsible for early identification, tracking, managing
and communication of problems and issues associated with execution of the
project. Theprimary areas of ongoing focus shall include, but not be limited to:
adherence to schedule (time) and reasonableness of staffing assumptions (people).

Elements include:
i. A description ofthe objectives of the Issue M anagement Plan
1. A list of the roles and responsibilities associated with implementing the
Issue M anagement Plan
iii. A description of the criteria needed to identify an Issue
iv. A description ofthe process for identifying, tracking and communicating
status on Issues
v. A description of the criteria needed to resolve an Issue
vi.  An Issue tracking matrix in Microsoft Excel or Word containing:
1. Issue Area
Issue Impact
Resolution
Deliverable(s) Affected
Actions Taken
Status (on schedule, behind schedule, complete)
Date of Issue
Target Date for Resolution
. Date of Resolution
10. Issue Owner
11. Individual(s) resp onsible for resolution

00N LR W

g Quality Management Plan - The Quality M anagement Plan explains the
activities the Campaign Finance project team will perform to help ensure that
quality is built into project tasks.

Elements include:
i. A description of the purpose of the Quality Plan

ii. A description of roles and responsibilities of the team members
imp lementing the Quality M anagement Plan

1. A list of the plan stakeholders

iv. A list of plan and / or process dependencies

v. A description of the verification process, including monitoring, control
and communication of status and issues

vi. A description ofthe process for validating quality efforts and the
acceptance criteria. State and Contractor will mutually agree early in the
project to the criteria for setting defect levels.
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Vii.
Viil.

IX.

A detailed description of the quality review process

A description ofthe process of performing quality reviews and gauging
project team members satisfaction and performance

A description of the milestones to be reached during implementation of
the Quality M anagement Plan. This will be related back to the Statement
of Work, Contract and Payment Schedule.

A description of quality metrics used to monitor the Quality M anagement
Plan and assess State satisfaction

A reference to, or the inclusion of, Contractor’s COTS Software Quality
Assurance Plan (SQAP)

h. Staffing Plan - The Staffing Plan describes the roles and responsibilities of each
Contractor and State team position in the Campaign Finance Project Organization
chart as well as the planned hours per month for each Contractor team resource.

The plan must state that the Vendor’s Project M anager shall be available by
telephone during M ountain Time business hours and respond to a CDOS inquiry
within one business day.

Elements include:

1.
ii.
1.

1v.

A list of Contractor team members and their titles

A list of State team members and their titles

A description of the Contractor team member’s role and responsibilities on
the Campaign Finance project

A description of the State team member’s role and responsibilities on the
Campaign Finance project.

A table in Microsoft Excel with expected hours per month per Contractor
resource for project duration. The table should also identify start and end
dates for each Contractor resource

The success of the Project Plan creation effort is a key indicator of overall project
success. The State, per contract Section 24 and in its sole discretion, reserves the
right to terminate the contract if an approved Project Plan is not created in a timely

manner.

Deliverable: Status Reports

Purpose:

Updated:

The Contractor shall prepare project status reports that summarize key
information related to the status and health of the project. Status reports
will be tactical in nature. Status reporting meetings will be held weekly
unless otherwise changed by the State Campaign Finance PM.

No

Specification: This deliverable will consist of but is not limited to:
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Executive summary on technical, business, and schedule aspects
Progress (actual vs. planned)
Accomplishments

Schedules

Risks

Issues and concerns

Staffing

Outside influences

Snapshot ofthe established project metrics
Change Requests

Defects / Bugs

Current release and planned release schedule.

. Weekly M eetings — The Contractor shall review project milestones and

deliverables with State project manager and other interested State persons and
report both positive features of the work completed as well as areas of technical or
business risk

Monthly Meetings — The Contractor project management team will meet monthly
with the State team to review progress and discuss the next reporting period’s
strategy

Quarterly Meetings — The Contractor project management and leadership team
will meet quarterly with the State team to review progress

Deliverable: Project Website

Purpose: The Contractor shall provide and maintain a project website for internal

and external stakeholders.

Updated: Yes. This deliverable will be updated with State approval if chan ges

occur.

Specification: The website must have individual logins for each stakeholder. The

information visible to each user must be definable by the site
administrator. Roles and access levels will be assigned by the State.

This web site will consist of but is not limited to:

Sqe o Ao o

Up-to-date project information and status
Contact List

Calendar (Internal / External)

Project Metrics

Issues

Risks

Project Documents (Plans, Schedules)
Links to other pertinent site(s)
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Frequently Asked Questions and Answers
PM Status Reports

Quality Assurance and Testing artifacts
File repository

. Reports

Conversion information

Deliverable: Test Strategy Plan

Purpose: This deliverable includes an overview of the objectives of each testing

phase (e.g., unit/module, network/communication, performance, load, full
integration, user acceptance, sy stem and security), the processes emp loyed
to control the test effort, test scenarios, scripts, conditions as well as
resources, schedule, tools, and environments.

Updated: No

Specification: This deliverable will consist of but is not limited to:

S e A0 TR

An overview of the objectives of each test phase
Verification and validation techniques
A description of the processes employedto control thetest effort
A list of roles and responsibilities for Campaign Finance team members
A high level test schedule
A list of thetesting tools employed
A description ofthe testing environments
Installation and performance test plans that include:
i.  Load and stress testing of the production hardware
ii.  Testing of the network linking all system components
iii.  Testingof the security established for the system
iv.  Testing of the recovery procedures established for the system
v.  Testing of the system response time for various common user activities
A user verification testing plan that includes:
i.  An outline of the State’s UAT plan
ii.  Description of Contractor’s quality assurance, configuration management
and version control
1.  Functions developed to validate data conversion with evidence of approval
from State
iv.  Proposed system test plans including test cases and business scenarios
developed with input from State
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Deliverable: System Test Plan

Purpose: To document the processes and tasks necessary to complete System and
performance/security testing. The Contractor shall provide a framework
for performing rep eatable verification testing.

Updated: Yes. This deliverable will be updated with State approval if changes
occur.

Specification: This deliverable will consist of but is not limited to:

a. The most recent version of the System Test Plan, updated with any changes to the
approach identified after execution of the previous version, if necessary

b. System test scripts, script inventory, schedule and expected results

c. Performance and security test scripts, script inventory, schedule and expected
results

d. The application requirements deliverable to include mapping of requirements to
System Test Scripts

e. Regression Test plan for impacted functionality

Deliverable: User Acceptance Test Plan

Purpose: To document the processes and tasks necessary to complete the User
Acceptance Test (UAT) Process.

Updated: Yes. This deliverable will be updated with State approval if chan ges
occur.

Specification: This deliverable will consist of but is not limited to:

a. A description of Contractor’s involvement as required by the State
Contractor’s Help Desk personnel support process

Contractor’s programmin g staff support process to ensure quick turnaround on
issues

Contractor’s data load and re-load supportt process

Contractor’s server and peripheral support process

A description of State’s involvement in UAT

UAT test scenarios and scripts created by State with support from Contractor

© e A
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Deliverable: Organizational Change Management Plan

Purpose: The Organizational Change M anagement Plan defines changes in job
functions, employee workloads and business processes. The Campaign
Finance project does not require change across the entire or ganization;
however, changes impacting campaign finance stakeholders shall be
managed and efficiently implemented by following this plan.

Updated: Yes. This deliverable will be updated with State approval if chan ges
occur.

Specification: This deliverable will consist of but is not limited to:

List and description of stakeholders

Corresponding communication strategies for each stakeholder group

The key messages each stakeholder group should receive

The communication development, review, and delivery process

The targets, timelines and methods for delivering the messages

A reference to training activities necessary to facilitate change

M odified job descriptions to address process changes

Primary roles and responsibilities of Contractor and State Campaign Finance team
members having Change M anagement responsibilities. Primary work activities
will be completed by State Campaign Finance team members with support by
Contractor staff. Contractor will incorporate aspects of this plan in the training
content.

S@ e a0 o

Deliverable: Training Plan

Purpose: The Training Plan deliverable includes the approach, preliminary
schedule, and training design for training State, County, Candidate and
Committee users and providing onsite support during the testing phases
and the Implementation Rollout.

The Contractor will provide training to CDOS technical personnel for
application software and database structure knowledge to facilitate CDOS
creation of ad-hoc queries.

Updated: Yes. This deliverable will be updated with State approval if changes
occur.
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Specification: This deliverable will consist of but is not limited to:

A description of the training approach and the responsibilities of Campaign
Finance project team members. This section details the Contractor’s training
approach and provides a bulleted summary of both Contractor and State staff
responsibilities

A preliminary listing and description of delivered training topics and modules
with an indicator showing the training modules to be updated for Colorado by
type of application functionality

For the modules to be customized from the base application, a preliminary list
outlining the changes to be made to the training curriculum by type of application
functionality

A definition of the training scope, audience, objectives, approach, and
development timelines, which maps Campaign Finance functions to business
processes. The training audience is broken into three areas: State, County and
Candidates/Committees

A preliminary training and onsite support schedule for target audiences based on
the logical sequence of how the content should be delivered, availability ofthe
participants and deployment timing, and training locations

Training M aterials will be specific to Colorado

Training will be provided in four (4) regions of the State

Deliverable: System Acceptance Criteria

Purpose: The System Acceptance Criteria deliverable will document the specific

and measurable criteria to be evaluated for system acceptance purposes,
after the Campaign Finance implementation. State will use this
deliverable after the Campaign Finance Implementation Rollout as a
checklist to determine if the system shall be accepted.

Updated: Yes. This deliverable will be updated with State approval if changes

occur.

Specification: This deliverable will consist of but is not limited to:

a.

Description ofthe process that will be performed once the system has been
imp lemented to determine acceptance, including dates and names of Contractor
and State staff who will participate in the process
A list of the specific criteria needed to be met by the Campaign Finance project
after imp lementation for State to accept the system including
i.  System Quality Level (defects / bugs)

ii.  Training

iii.  Help Desk

iv.  Documentation

v.  Security Testing

vi.  Disaster recovery test
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vili.  Submission of a project report for acceptance

Deliverable: Security Plan

Purpose: The Security Plan provides guidance to the project team to make sure

app lication security will be addressed throughout the project's entire
lifecycle, includinga complete description of how Colorado data will be
protected while in the hands of the Contractor.

Updated: Yes. This deliverable will be updated with State approval if chan ges

occur.

Specification: This deliverable will consist of but is not limited to:

ISH

Threat security model
Token administration and imp lementation
A high-level description of six (6) main layers of security, including;
i.  Physical Security
ii.  Network Security
iii.  Application Security
iv.  Data Security
v.  Perimeter Security
vi.  Host Security

Note: The focus shall be on the intended purposes of each layer and will describe
the components to be deployed and documented in the Campaign Finance
Installation and Configuration guide.

A description of security risks, concerns and mitigation strategies. This section
will be a “point in time” list or table of security risks

Roles and responsibilities for Contractor and State staff throughout the project life
cycle related to security. This section will be a table listing the security roles and
responsibilities to support security as described in this deliverable throughout the
project life cycle. The columns included in the table will be roles (e.g., Database
Administrator, System Administrator) and corresp onding resp onsibilities

A list of tools used to apply and maintain the security architecture. This section
will be a table listing security tools or services used in the Campaign Finance
solution. The table will list the name of the tool, a description of the tool and a
description of how it is used in Campaign Finance

A list of Campaign Finance User Profiles required during population of Campaign
Finance application security profiles. This section will be a table listing the user
roles and the relevant security attributes required for each role

A description ofthe security measures that will be used when the Colorado legacy
data is beingused. This should include the security onthe servers used for
development and quality assurance that may be housed in the Contractor's
company location
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i. A description of how the Contractor will guarantee the independence of the State
operations from other customers within the development servers
J. The plan should address the following items at a high-level
i.  Encrypted communication
ii.  User authentication
iii.  Transaction logging
iv.  Secure clients
v.  Server firewalls
vi.  Intrusion detection and reporting
vil.  Intrusion isolation, detection and recovery
viii.  Password management and automatic expiration
ix.  Documented policies
x.  Network and security diagram
xi.  Physical security
xii.  Role-based security at all levels
xiii.  Any additional security measures needed
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Track 2: Software Customization

Deliverable: COTS Campaign Finance Application Software

Purpose: The core software is required early in the project to facilitate JAD
sessions, testing script development and end user training.

Updated: No
Specification: This deliverable will consist of but is not limited to:

a. The Contractor shall install the executable code for the core COTS application
software prior to Colorado specific modifications. The COTS code and all other
software necessary for execution will be installed on the Colorado Campaign
Finance Test server (provided by Quest in Quest’s data center)

b. The Contractor will provide a CD containing the compiled and source Campaign
Finance software

c. Once the CDOS hosting center is built, the Contractor will load the most current
version of the executable code and source code onto the CDOS hosting center
hardware.

Deliverable: Application Requirements

Purpose: This document captures the Campaign Finance requirements and is
created in table form in Microsoft Excel or Word. Once State approved,
this deliverable drives the design, testing, and implementation of the
customized State campaign finance system. The initial version of the
Campaign Finance application requirements will be the Technical and
Business Requirements M atrices provided in RFP # CDOS-CF-08-01 with
any modifications made as a result of Contractor’s proposal and contract
negotiations between the State and Contractor.

Updated: Yes. This deliverable will be updated with State approval when changes
occur.

Specification: This deliverable will consist of but is not limited to:

a. Technical and Business Requirements M atrices that contain the following
information:
i.  Requirement Number
ii.  Requirement Description
1.  Requirement Clarification
iv.  Priority (Low, M edium, High)
v.  Type (Mandatory, Optional)
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C.

vi.  Status (Deleted, Pending, Approved)
vii.  Status Date
viii.  Status Comments

ix.  Source

x.  Application Reference

xi.  Test Script Reference
A listing of additional requirements identified during JAD sessions or analysis
and review, with a corresponding description of how new requirements will/will
not be addressed
All Colorado requirements documented in a mutually agreed upon software tool

Deliverable: Detail Design for Colorado Customizations

Purpose: The Detail Design deliverable contains design details needed by the

development team for custom developed processes, screens and reports
unique to Colorado. The configuration settings for the Campaign Finance
application to support Colorado requirements shall also be included with
the designs. The Contractor will conduct Joint Application Develop ment
(JAD) sessions with State selected campaign finance stakeholders.

Updated: Yes. This deliverable will be updated with State approval when changes

occur.

Specification: This deliverable will consist of but is not limited to:

a.
. Application process Detail Designs

An inventory ofthe designs to be included in this deliverable

Screen Detail Designs (Colorado specific)
i.  Name and description of the screen
ii.  Interface layout, including field format, field length, field description, and
validation logic
ii.  Logic description
iv.  Issues and assumptions
v.  Business Test conditions
Report Detail Designs (Colorado specific)
i.  Name and description of the report
1.  Report layout, including field format, field length, and field description
iii.  Logic description
iv.  Issues and Assumptions
v.  Business Test conditions
Campaign Finance Configuration items (e.g code tables, security setup, etc.)
Application Requirements deliverable to include mapping of custom developed
report and screen requirements to designs included with this deliverable
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Deliverable: Configured Software

Purpose:

Updated:

The configured customized Campaign Finance software and custom
developed screens and reports are unit and integration tested. This
deliverable signifies the completion of unit and integration testing
activities. The Contractor will demonstrate that requirements gathered
during JAD sessions are integrated into the software design. This
deliverable will occur with each of the three software builds as part of the
iterative approach defined in the project plan.

Conditional. This deliverable will be updated with State approval if
changes occur.

Specification: This deliverable will consist of but is not limited to:

a. The Contractor shall configure and provide the software customized to meet the
requirements identified, as approved by State
The Contractor shall install the configured software on the Test server

c. The Contractor will provide a CD with the source code and compiled Campaign
Finance software

d. An inventory ofthe custom developed screens and reports

e. Documentation that the configured Campaign Finance software and custom
developed screens and reports were successfully unit and integration tested

Deliverable: System Test Results

Purpose:

Updated:

The System Test deliverable documents the results of the Campaign
Finance system test.

No. However, the System Test may need to be repeated multiple times
depending on the volume and severity of discrepancies, as defined in the
System Test Plan.

Specification: This deliverable will consist of but is not limited to:

a. A listing of the system test cycles executed and current status including;

L.
1l.
1ii.
1v.
V.
V1.
Vii.

A description of testing environment

Test case and scope description

Expected results

Actual results

Identified testers

Conclusions as to modifications needed

Comp leted modifications with evidence the necessary test scripts were
retested with expected results
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b. A listing of the defect or bugs generated during system test, the resolution date,
and resolution description
c. Outstanding issues and a resolution plan

Deliverable: Training Materials

Purpose: The Training M aterials deliverable consists of application training
curriculum and materials to support user training on all aspects of the
configured campaign finance system.

Updated: Yes. This deliverable will be updated with State approval when changes
occur.

Specification: This deliverable will consist of but is not limited to:

a. An inventory oftraining curriculum and materials
b. Campaign Finance training materials
c. Identification of Contractor’s training instructors

Deliverable: Regression and System Test/ Production Build

Purpose: The Regression and System Test deliverable documents the results of the
Campaign Finance testing for new functionality and is used to deliver the
production build.

Updated: No
Specification: This deliverable will consist of but is not limited to:

a. A listing of the regression tests executed and current status

b. A listing of the system test cycles executed and current status

c. A listing of the defects / bugs generated during system test, the resolution date,
and resolution description

d. Outstanding issues and a resolution plan

Deliverable: Documentation

Purpose: The Contractor shall submit detailed design documents inclusive of all
modifications and the Contractor shall create and submit user documents.

The Contractor is responsible for timely (ten (10) business days following
State review and approval) upgrades of the existing documentation, so that
documentation reflects all approved changes. As modifications are made
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Updated:

that affect the original documentation (e. g, requirements, process
decomposition, business rules, data flow, manuals), that documentation
shall be upgraded to reflect what has actually been delivered.

Documentation must be provided for the users that will explain how the
application works. This documentation must be written in layman terms
and clearly explain how to use all Campaign Finance application
functionality. The documentation must explain those variables that can be
updated by the users.

Yes. This deliverable will be updated with State approval if chan ges
occur.

Specification: This deliverable will consist of but is not limited to:

a. Detailed Design Documents

1.

1.

1ii.

A data model consistent with latest changes including all data elements,
logical relationship and a data model diagram.

A definition of system modules including a diagram showing the design of
the system and all interfaces

A description of the application development environment to include the
procedures used to build the executable application from source code

b. User Documents

1.

1l.
1ii.
v.
V.
V.
Vii.
Viil.

User Guides

Quick Reference Guides
Training Guides
Trouble-shooting Documentation
On-line help

Data M apping and Translation
Lessons Learned

Other documentation as required
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Track 3: Data Migration

The Contractor has primary responsibility for all aspects ofthe legacy data conversion
and migration. State personnel are available to provide assistance in data interpretation,
data verification, access to extract data and participate in testing and evaluation of the
results. The Contractor will provide all reports, documentation, and information needed
for verification and will migrate the converted data to the new Campaign Finance

app lication for verification. State personnel will provide an extract of all legacy data for
conversion in a industry-standard format.

The legacy Campaign Finance data is stored at the CDOS in two systems. Data other
than document images are stored in a campaign finance Informix database (refer to
Section 3 — Current Environment of the RFP). Document images are stored in a separate
app lication called DocTrack, also in Informix database tables. The Contractor should
assume that multiple images exist for each candidate and committee.

The Contractor is responsible for identifying data anomalies that require “data cleansing”
activities, both automated and manual. The Contractor will assist users with the needed
manual “data cleansing” activities. These “cleansing” activities will ensure that all data
is ready for conversion and processing.

The State will be the sole owner of the data that resides in the Campaign Finance
application system. No technical characteristic of the system supplied by the Contractor
shall prohibit or unreasonably inhibit access to all data in all tables and files in the system
provided to the State pursuant to this Statement of Work. It is the intent of the Stateto be
able to query the Campaign Finance database to create one-time or ongoing reports that
may be desired subsequent to system imp lementation.

Deliverable: Data Migration Plan

Purpose: The Data M igration Plan outlines the approach and preliminary schedule
for converting data from the State’s legacy Campaign Finance system to
the Contractor’s Campaign Finance system.

Updated: Yes. This deliverable will be updated with State approval if chan ges
occur.

Specification: This deliverable will consist of but is not limited to:

a. A description of the conversion approach and the responsibilities of Contractor
and State team members

b. A description of the conversion schedule, including the timeline for test
conversions

c. A description of the pre-conversion tasks
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d. A description of the process of extracting, cleansing, and loading the data and the
roles and responsibilities of the Contractor and State team members during this
process

e. A description of when the application product will be used to review the data

f. A description of known issues and challenges that should be resolved prior to test
conversion

g A contingency plan itemizing the risks and mitigation strategies specifically
related to conversion activities

h. A plan for handling ongoinglegacy system data entry and any necessity to freeze
data entry for aperiod of time prior to production imp lementation of the new
system

i. A records retention plan for the reports and artifacts created during the conversion
process

Deliverable: Data Migration Detail Design

Purpose: The DataM igration Detail Design illustrates how the data from the legacy
systems are extracted, converted, and validated. This plan shall include
information regarding the synchronizing of data to ensure there is no lost
data as the system is phased in.

The Contractor must provide programs for converting the existing data to
the new system. These conversion programs must be unit and system
tested by the Contractor prior to having conversion results provided to the
State for review.

Updated: Yes. This deliverable will be updated with State approval if changes
occur.

Specification: This deliverable will consist of but is not limited to:

a. A description of the conversion process including roles and responsibilities of
Campaign Finance team members (updated from the Data M igration Plan)

b. An approved list of data mappings with source data to target data specifications,
including default values, translation rules and calculations to be applied

i.  The translation document needs to be in a form that can be used during
training and imp lementation phases as a bridge for users
ii.  Translations must account for codes and or data fields

c. A description of validation tests and techniques

d. A description of validation reports to be produced by the Contractor during
conversion

e. Defined processes for preserving manually entered, newly required data during
multiple Data M igration executions

f. Instructions on how and when to execute the Data Migration process and the
validation tasks
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Deliverable: Data Migration for System Test Results

Purpose: The Data Migration process moves the legacy Campaign Finance data into
the new Campaign Finance system database (test environment). The

results will include the various validation reports defined in the Data
Migration Detail Design deliverable and a data populated database in the
new system.

Updated: Yes. This Data Migration execution will occur more than once, depending
upon the frequency and impact of application customization and the
occurrence of data conversion errors

Specification: This deliverable will consist of but is not limited to:

a. Reports and queries generated from the new system showing:
1. Contents of all Reference Tables
ii.  Candidate lists
iii.  Committee lists
iv.  Contribution summaries
v.  Expenditure/Spending summaries
vi.  Loan lists
vii.  Other reportts as defined in the Data Migration Detail Design deliverable
b. Anupdated list of prioritized conversion issues that must be resolved prior to
statewide dep loyment
c. Data/images available in the new Colorado Campaign Finance application
software that is viewable, where applicable, by testing personnel

Deliverable: Data Migration for User Acceptance Test Results

Purpose: The Data M igration for UAT is the final test and evaluation of converted
data prior to the production Implementation Rollout. Data will be loaded
into the new application by the Contractor and verified by the State by
reviewing reports and the production-ready version of the application.

Updated: No, unless an unexpected and unacceptable volume of discrepancies
appear.
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Specification: This deliverable will consist of but is not limited to:

a. A report of any identified conversion issues discovered during the Data M igration
UAT

b. A recommended approach to clearing any discrepancies and identification of the
responsible party. Examples of the approach might be default values or manual

data cleanup
c. A list of prioritized issues that must be resolved prior to Implementation Rollout

Deliverable: Data Migration to Production Environment

Purpose: Collect data and images from the legacy application and any manually
prepared conversion data and migrate it to the production campaign
finance environment.

Updated: No
Specification: This deliverable will consist of but is not limited to:

a. Final conversion reports as defined in the Data Migration Detail Design

b. All specified data and images migrated from the legacy system to the new
production application database

c. A signoff by Contractor and State that migrated campaign finance data is ready
and available to be used by the new production app lication
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Track 4: Data Centers

Deliverable: Data Centers GAP Analysis

Purpose: The GAP Analysis document measures the proposed hosting data center

site against the Contractor’s data center requirements.

Updated: No

Specification: This deliverable will consist of but is not limited to:

A GAP analysis of the proposed hosting data center in the area of infrastructure
and security against the Contractor and industry standards

Documented cost of up grades

Positive features of the hosting data center

Deliverable: Technical Architecture Design

Purpose: The Technical Architecture Design describes the physical implementation

of the environment/infrastructure in which the Campaign Finance

app lication will execute. This information feeds into the Hardware
Procurement Plan & Inventory and Software Inventory deliverables. The
design must reflect environments for Production, Development, Test and
Training,

Updated: Yes. This deliverable will be updated with State approval if changes

occur.

Specification: This deliverable will consist of but is not limited to:

a.

o

@ ho oo

A diagram reflecting the physical connectivity ofthe Campaign Finance central
servers and internet/network components

A diagram reflecting the software installed on each component of the Campaign
Finance servers

Hardware security design specification

Software security design specification

System and data backup design

A process for storing backup tapes at an off-site location approved by State
Environmental requirements specification and analysis

Demonstrate that the architecture meets the State’s Office of Information
Technology (OIT) standards
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Deliverable: Hardware Procurement Plan & Inventory

Purpose:

Updated:

This deliverable details the hardware components, specifications and plan
for purchasing the components. This document allows the technical
architecture team to manage and to track the procurement process for
hardware and make sure the correct hardware is ordered, received,
verified, and invoiced for the project team.

The Vendor may procure the hardware; however, the CDOS reserves the
right to procure hardware independent of the Vendor if it is in the best
interest of the CDOS. If the Vendor purchases the hardware, the Vendor
will be reimbursed by the State based upon the Payment and Delivery
Schedule exhibit to the contract.

Yes. This deliverable will be updated with State approval if chan ges
occur. For example, this deliverable will be updated as each component is
ordered and received to keep the status of purchased Campaign Finance
components up-to-date.

Specification: This deliverable will consist of but is not limited to:

a. The Contractor shall either procure the hardware for the system or provide a
complete order for the State to procure consistent with the deliverables as
accepted by the State

b. A description of the hardware procurement process

e

Primary contact information for the Contractor, State and hardware vendors

d. A list in Microsoft Excel of hardware items, their associated price, expected
delivery date, and actual delivery date. This will be an Excel workbook with
multiple columns and sheets defining and summarizing details supporting the
hardware procurement process

e. A complete list of all hardware components including purchase cost and life
expectancy timeline. This will be a sheet inside the Excel workbook

f. Allrelated documentation provided by manufacturer. The Contractor will box and
deliver all materials received from the manufacturer

g All related warranty and maintenance documentation. The Contractor will box
and deliver all materials received from the manufacturer
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Deliverable: Software Procurement Plan and Inventory

Purpose: This deliverable details the software components, specifications and plan

for purchasing the components. This document allows the technical
architecture team to manage and to track the procurement process for
software and make sure the correct software is ordered, received, verified,
and invoiced for the project team.

The Contractor must monitor technical change such as new versions of the
Campaign Finance application software, error detection and corrections,
and movement of modules into the production Campaign Finance

app lication environment. The Contractor shall notify State of any issues
resulting from this activity.

The Vendor may procure necessary system software; however, the CDOS
reserves the right to procure system software independent of the Vendor if
it is in the best interest of the CDOS. If the Vendor purchases the system
software, the Vendor will be reimbursed by the State based upon the
Payment and Delivery Schedule exhibit to the contract.

Updated: Yes. This deliverable will be updated with State approval if changes

occur. For example, this deliverable will be updated as each component is
ordered and received to keep the status of purchased Campaign Finance
components up-to-date.

Specification: This deliverable will consist of but is not limited to:

a.

A description of the software procurement process

Primary contact information for State, Contractor and software vendors

A list in Microsoft Excel of software items and components, their associated
price, expected delivery date, and actual delivery date. This will be an Excel
workbook with multiple columns and sheets defining and summarizing details
supporting the Software procurement process

All related documentation provided by manufacturer. The Contractor will box and
deliver all materials received from the manufacturer

All related warranty and maintenance documentation. The Contractor will box
and deliver all materials received from the manufacturer

Software that is not less than one version behind the current release at the time of
purchase

Software licenses with the CDOS listed as owner

Evidence in writing of State approval of the purchase prior to making the
purchase
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Deliverable: Hardware Installation

Purpose: Comp lete the installation and configuration of the data centers. The task

includes developing all needed documentation of the configuration of the
equipment including the hardware itemized lists for configuration and
inventory management purposes.

Updated: No

Specification: This deliverable will consist of but is not limited to:

~ootge h

Installing all hardware and third party software needed to make the data centers
operate as described in deliverables

The Contractor shall install, setup, load software and validate the operation of the
hardware and software environments that will ultimately support the entire

app lication. The Contractor must include the installation, setup, and operational
validation tasks as part of the overall schedule.

The Contractor may choose to install a configuration sufficient to accomplish any
step or steps of the above but must test the total system on the final configuration
Develop documentation of the configuration of the equipment, including
hardware, itemized lists for configuration and inventory management purposes
Testing the total system including application functions and all interface elements,
backup and restore capabilities, security, and those measures designed to support
availability requirements that are available to be tested at the time

Documented walkthrough of the datacenter.

Checklists from the hardware and software plans

Documentation of discrep ancies

The Contractor will provide State a copy of all purchase orders for hardware and
third-party software

Deliverable: Performance & Security Test Results

Purpose: This deliverable includes information specific to performance and security

testing. The tests should test at minimum the following areas: system
security, internet/network, fail over testing and load/stress testing.

Updated: No

Specification: This deliverable will consist of but is not limited to:

a.
b.

C.
d.

A listing of the performance and security test cycles executed and current status
A listing of the defects / bugs generated during performance and security test, the
resolution date, and resolution description

Outstanding issues and a resolution plan

Independent security testing including white hat attacks.
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Deliverable: Disaster Recovery / Business Continuity Plan

Purpose: The primary objective of the Disaster Recovery / Business Continuity Plan
is to document the steps to enable an organization to survive a disaster and
to reestablish normal business operations for the Campaign Finance
application. This plan will be an extension of the State Disaster Recovery
Plan and contains the information to address the situation where Campaign
Finance hardware/software has become unavailable. The CDOS will
supportt the Contractor with State Disaster Recovery and Business
Continuity standards.

Updated: No
Specification: This deliverable will consist of but is not limited to:

a. A high-level approach for restoring data from a backup tape. The Contractor will
store backup tapes in a mutually agreed to process and off-site location

b. A high-level approach for restoring data

c. High-level overview of server and network equipment configuration instructions

d. High-level overview of steps to restore the Campaign Finance software
configuration with Colorado-specific configuration settings and data

e. Primary contact information for State, Contractor, and hardware and software
vendors

f. Description of disaster recovery support to be included in the Contractor annual
Operations Support contract. This section will be a table listing the roles,
responsibilities and estimated time required for the State staff

g Description of restoration specifications of all individual components, servers and
network devices in proposed system

h. Planned frequency of the disaster recovery test

i.  Document protection provided in hot environment

Deliverable: Disaster Recovery / Business Continuity Test Results

Purpose: To demonstrate and document the adequacy of the Disaster Recovery /
Business Continuity Plan by testing and recording the test results.

Updated: No, unless an unexpected and unacceptable volume of discrepancies
appear resulting in the need to repeat the test.

Specification: This deliverable will consist of but is not limited to:

d. A report showingresults of testing each of the Disaster Recovery / Business
Continuity Plan requirements
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e. A recommendation of corrections and improvements to the Plan
f. A list of prioritized issues that must be resolved prior to Production
imp lementation

Deliverable: Installation and Configuration Guide

Purpose: The Installation and Configuration guide contains technical information
for State on the current configuration of the Campaign Finance hardware
and software.

Updated: Yes. This deliverable will be updated with State approval if changes
occur.

Specification: This deliverable will consist of but is not limited to:

a. Campaign Finance hardware and network configuration settings
Campaign Finance software configuration settings

c. Instructions on configuration setting maintenance and which configurations can
be maintained by Contractor or State

d. Deployment instructions for the Campaign Finance software
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Track 5: Implementation
Deliverable: Implementation Plan

Purpose: The Implementation Plan describes the schedule, checklist for readiness
and description of the cutover to the new system.

Updated: Yes. This deliverable will be updated with State approval if chan ges
occur.

Specification: This deliverable will consist of but is not limited to:

a. A list of the deployment activities and the resources resp onsible for completing
them

A schedule of deployment activities and checkpoints

A verification plan for security policy enforcement

A verification plan for performance testing results

A verification plan for disaster recovery testing

A verification plan for the deployment

A contingency plan for imp lementation

e

Deliverable: Train User Acceptance Test Participants

Purpose: This deliverable trains UAT participants in preparation for UAT.
Contractor will provide just-in-time, in-person training as close to UAT as
possible.

Updated: No
Specification: This deliverable will consist of but is not limited to:

Identification of training facilities

Ensure connectivity and available infrastructure

Provide on-site instructor led training

Trainees that understand the application and can properly use the application in a
good and workman like fashion to the satisfaction of the State

e. State, with assistance from Contractor, will train UAT participants in the use of
the specific test scenarios and test scripts associated with UAT

ac o
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Deliverable: User Acceptance Test Readiness Report

Purpose: The UAT Readiness report documents the readiness of the Campaign

Finance system for execution of the UAT Plan. The report summarizes the
current status of various components and confirms the readiness criteria
documented in the System Acceptance Criteria deliverable.

Updated: No

Specification: This deliverable will consist of but is not limited to:

qgQ ™

e

Summary of conversion and training status

Summary of technical environment (hardware, software, etc.) and connectivity
status

The Contractor must include the installation, setup, and operational validation
tasks as part of the overall schedule

System testing results completed for the total system including application
functions and all interface elements, backup and restore capabilities, security, and
those measures designed to support availability requirements

Confirmed and documented readiness criteria included in the UAT Test Plan
Confirmed training

Final documentation completed including user guides, installation guides, training
guides, system documentation (application and database), sy stem administration
and trouble-shooting documentation

Submit project report for acceptance

Verify State data migration has been successfully completed

Verify hardware has been successfully installed

Provide additional application training for all stakeholders as required

Deliverable: User Acceptance Test Results

Purpose: To allow select users (e.g. CDOS, County, Committees) to test the new

Campaign Finance system to determine if it meets all specifications.
Contractor will support User Acceptance Test participants during this
effort.

Updated: No

Specification: This deliverable will consist of but is not limited to:

peoow

State user participation per the User Acceptance Test Plan

Contractor participation per the User Acceptance Test Plan
Availability of the Contractor’s Help Desk personnel

Availability of the Contractor’s Issue tracking software for the process
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Availability of the Contractor’s programming staff to support quick turnaround on
issues

Contractor support to load and re-load data as required by test scenarios
Contractor support for all hardware and software used during the testing

State and Contractor evaluation of sufficiency of training

UAT results

State signoff of UAT results acceptance upon successful completion of UAT
Survey UAT participants seeking input on what areas of the training could be
improved and provide the State with a revised training curriculum taking into
account the feedback from training

Deliverable: Help Desk Plan

Purpose: The Help Desk Plan describes the process and resources to support the

Campaign Finance application help desk. The Plan outlines the process of
resolving Campaign Finance application issues by State and the escalation
of unresolved issues to the application support help desk. Theplan will
primarily be the responsibility ofthe State Campaign Finance staff, with
input from Quest in regards to Tier-2 and Tier-3 application support.

Updated: Yes. This deliverable will be updated with State approval if changes

occur.

Specification: This deliverable will consist of but is not limited to:

a.
. A description of help desk tools.

-

A description ofthe roles and responsibilities of Help Desk personnel.

The Contractor will provide a list of recommended help desk tools State may
choose to acquire

A description of the escalation process used by State to contact the Contractor’s
Tier 2 Help Desk. This section will include a recommended flowchart of issue
resolution

A description of first response

A description of the types of problems resolved in Tier 1 versus Tier 2 support
The schedule for availability of the Help Desk. The Help Desk Hours of
Operation section lists the hours of operation for the Help Desk, as well as the
type of access State will have to the support desk. It also highlights any after-
hours procedures and peak period procedures

There will be a website and / or email for the Help Desk

Help Desk personnel will be involved in other aspects of the project (training) in
order to get up to speed on Colorado State Business Procedures

The State will have access to Help Desk call logs and will monitor calls for
quality control

Strategy for handling of the Colorado Campaign Finance law information request
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Deliverable: Train Users

Purpose: This deliverable trains all users that have not previously received training

as UAT participants. Contractor will provide just-in-time, in-person
training as close to go-live as possible.

Update: No

Specification: This deliverable will consist of but is not limited to:

a.
b.
C.

d.

Identification of training facilities
Ensure connectivity and available infrastructure
Provide on-site instructor led training for:
i. 10 CDOS staff
ii. 64 County staff

iii. 400 Committee agents

Trainees that understand the application and can properly use the application in a
good and workman like fashion to the satisfaction of the State

Deliverable: System Implementation Rollout Readiness Report

Purpose: The Implementation Rollout Readiness report documents the readiness of

Campaign Finance to be deployed into production. The report summarizes
the current status of various components and confirms the readiness
criteria documented in the System Acceptance Criteria deliverable.

Updated: No

Specification: This deliverable will consist of but is not limited to:

oo o

Confirmation of UAT completion without any discrepancies that would preclude
an Implementation Rollout

Summary of production conversion readiness

Summary of user training status

Summary of technical environment

Final documentation completed including user guides, installation guides, training
guides, system documentation (application and database), sy stem administration
and trouble-shooting documentation.
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Deliverable: Implementation Rollout

Purpose: The Campaign Finance Implementation Rollout moves the Campaign
Finance application into production making it the “system of record”.
Data is converted and the system production environment is ready to be
utilized by all trained users and the public.

Updated: No

Specification: This deliverable will consist of but is not limited to:

a. A final conversion report of the identified conversion issues discovered during the
final conversions used in the rollout process and the resolution (if applicable)

b. A list of prioritized issues and a planned resolution for each

c. Listing of implementation rollout best practices

d. System Acceptance Criteria deliverable with an additional column to document
the acceptance criteria resolution

e. Provide personnel to facilitate statewide rollout imp lementation

f. Recommendations in writing to the State of any post rollout changes
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Track 6: Post-Imple mentation Support

Deliverable: Support Plan and Service Level Agreements

Purpose:

Updated:

This deliverable includes a plan that defines each of the Support areas
(Warranty Period, Operations, M aintenance, Application and Application
Development) and documents the agreements for service levels (SLA)
within each support area.

The SLA will include priority levels (e.g., Severe, High, M edium, Low)
and corresponding definitions. Service levels will be defined for various
service categories (e.g, Application availability, Database availability,
Response time, Backup success, Backup completion, Backup validation,
Hardware availability, Application problem frequency, Application
problem repair time, Application updates). Each service category will
have service levels defined based upon percentages, counts or time for
measurement purposes.

No

Specification: This deliverable will consist of:

oo ow

Warranty period support definition and associated service level agreements
Operations support definition and associated service level agreements
Application support definition and associated service level agreements

M aintenance support definition and associated service level agreements
Application Enhancement support definition and associated service level

agreements

Deliverable: Transition Plan

Purpose:

Updated:

This deliverable is a plan that describes the services to be provided by the
Contractor should the State transition from having the services be
performed by the Contractor to having the services be performed by
another contractor or by the State.

Yes

Specification: This deliverable will consist of:

Descriptions of the following Pre-Transition Services:

a. Freeze all non-critical software changes
b. Notify all outside contractors of necessary contractor-related procedures to be
followed during the turnover phase
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c. Review all software libraries (tests and production) with the new service provider
and the State

d. Assist in establishing naming conventions for the new production site

e. Analyze space required for the databases and software libraries

f. Generate a tape and computer listing of the source code for the software to be
provided to the State in a form reasonably requested by the State

g Deliver all source code, technical specifications and materials, and user
documentation for the software to the State and/or the State’s designee

h. Provide listings of equipment and software leases and contracts used to support
the State

i. Provide a transition plan for personnel who support the State

Explain the operations manual to new operations staff

Provide training to new operations staff if the State is assuming responsibility for

the services, and assist with training if a third party is assuming resp onsibility

Provide system “walk-throughs”

m. Provide a security transition plan

Submit a schedule for termination activities

— el

B

Descriptions of the following Transition Services:

a. Unload the production databases

b. Deliver tapes of production databases (with content listings) to the new operation
staff, data files and tape libraries

c. Assist with the loading of databases

d. Assist with the communications network turnover

e. Provide documentation on how to deploy source code and required development
environment for State IT support of the system.

f. Provide any additional custom tools or scripts utilized to support the development
and unit/integration testing activities.

Descriptions of the following Post-Transition Services:

a. Answer questions regarding the services on an “as needed” basis
b. Turn over any remaining State-owned reports and documentation still in
Contractor’s possession.

Deliverable: Warranty Period Support

Purpose: This deliverable includes fixes to any application discrepancies that arise
during the warranty period. In addition, as specified below, one
Contractor staff member shall be onsite at the State to support three (3)
State users in Tier 1 Help Desk application support and to train two (2)
State database administrators in the structure of the database to allow State
personnel to perform custom database query extracts.

Updated: No
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Specification: This deliverable will consist of but is not limited to:

a.

b.

A Warranty Period of four months immediately following Implementation

Rollout

Fixes to any application and infrastructure discrepancies that arise during the

warranty period

An onsite Contractor support person to perform the following:

o Onsite support of three State Tier 1 Help Desk personnel to ensure they
understand the application and can properly use the application in a good and
workman like fashion and can answer basic application questions from sy stem
users, to minimize having to escalate to Contractor Tier 2 support. This
support shall be for a period of two weeks after Implementation Rollout and a
period of 2 weeks beginning October 15, 2009 through October 31, 2009.

o Onsite support and training of two State database administers, for a period of
two weeks after Implementation Rollout, to train them in creating and
executing custom database queries.

Deliverable: Operations Support

Purpose: No later than three months prior to Implementation Rollout, the State will

begin an annual Operations Support contract option with Contractor. This
suppott includes all Data Center support activities and environmental and

physical security services. This includes keeping the hardware and system
software operating at an agreed upon specified Service Level.

Updated: Yes. Depending upon Operations Support contract terms, this deliverable

may be updated by agreement of both Contractor and State.

Specification: This deliverable will consist of a signed Operations Support contract

oo ow

i}

between the Contractor and the State. The contract will address the
following areas but is not limited to:

Hardware monitoring, maintenance and repair

Operating System version and update monitoring and maintenance

Security software version and update monitoring and maintenance

Database software version and update monitoring and maintenance

Any other software required to operate the Campaign Finance system will be
monitored and maintained at the proper version

A Service Level A greement which addresses operational performance levels and
any fees when not achieved
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Deliverable: Application Maintenance and Support

Purpose:

Updated:

Specification:

At the end of the Warranty Period, the State will begin an annual
Application M aintenance and Support contract option with Contractor.
This support will ensure that the application software is sustained
throughout operation, discovered defects are corrected, and vendor
designated enhancements are developed, tested and released. This support
includes application help desk support above the Tier 1 level. State
personnel will attempt to handle application support questions at the Tier 1
level. Questions that cannot be answered by the State will be presented to
the Contractor for resolution per the Application M aintenance and Support
contract.

Yes. Depending upon Application M aintenance and Support contract
terms, this deliverable may be updated by agreement of both Contractor
and State.

This deliverable will consist of a signed Application M aintenance and
Support contract between the Contractor and the State. The contract will
address the following areas but is not limited to:

a. Application software monitoring, maintenance and repair

b. Vendor designated improvements to application software are developed, tested
and released

c. Minortextual (non-logic) type changes to the application software are made,
tested and released

d. A Service Level A greement which addresses application software performance
levels and any fees when not achieved

e. A toll-free number to the Contractor’s Tier 2 help desk

f.  An application support website containing aids such as Frequently Asked
Questions, with answers

g A Service Level A greement which addresses Contractor Help Desk performance
levels and any fees when not achieved

Deliverable: Application Development Support

Purpose:

Once the Campaign Finance system is imp lemented in the production
environment (rolled out for production use by users), the State will begin
an annual Application Development Support contract option with
Contractor. This support includes estimating the time and cost to
accomplish State identified enhancements to the application to improve
services or address new legislative requirements. This support will
include the development, testing and release of application enhancements.
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Updated: Yes. Dependingupon Application Development Support contract terms,
this deliverable may be updated by agreement of both Contractor and
State.

Specification: This deliverable will consist of a signed Application Development Support
contract between the Contractor and the State. The contract will address
the following areas but is not limited to:

a. Procedures to be used to request application enhancement development estimates

b. A rate chart showing hourly development cost for each job category and level of
Contractor software development resources

c. A Service Level A greement which addresses Contractor’s software development
performance levels and any fees when not achieved
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Exhibit B

Payment and Delivery Schedule

Total Cost Table

Total Cost Table

Item Cost

Hardware Cost Total (To Be Purchased Separately by CDOS) $ -
System Software Cost Total (To Be Purchased Separately by CDOS) $ -
FirstTuesday Application Software Cost Total $ 215,000.00
Project Labor Cost Total $ 565,700.00
Miscellaneous Cost Total $ 52,500.00
Post-Implementation Warranty Period Support through Oct 30, 2009 (4 months) $ 39,530.00
Application Maintenance and Support through Jun 30, 2010 (8 months) $ 32,000.00
Operations Support through June 30, 2010 (TBD) $ -

Total| $ 904,730.00
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Deliverable (Service or Product)

Deliverable:

Project Plan

Dec-08
$ 20,000.00

$

Jan-09 Feb-09
4,000.00 | $ 4,000.00

Exhibit B
Payment and Delivery Schedule
Payment Schedule by Date

Mar-09
$ 4,000.00

Apr-09
$ 4,000.00

May-09
$ 4,000.00

$

Jun-09

4,000.00

Jul-09

Aug-09

Sep-09

Oct-09

Nov-09 through

Jun-10

Deliverable:

Status Reports

$ 4,000.00

$

4,000.00 | $ 4,000.00

$ 4,000.00

$ 4,000.00

$ 4,000.00

$

4,000.00

Deliverable:

Project Website

$ 8,000.00

Deliverable:

Test Strategy Plan

$

16,000.00

Deliverable:

System Test Plan

$ 6,000.00

Deliverable:

User Acceptance Test Plan

$ 6,000.00

Deliverable:

Training Plan

$ 8,000.00

Deliverable:

System Acceptance Criteria

6,000.00

Deliverable:

Security Plan

R AR

6,000.00

Deliverable:

COTS Campaign Finance Application Software

$ 172,000.00

Deliverable:

Updated System Requirements Table

8,000.00

Deliverable:

Detail Design for Colorado Customization

$ 12,000.00

Deliverable:

Configured Software

$ 72,000.00

$ 87,760.00

48,800.00

Deliverable:

System Test Results

$ 6,000.00

$ 6,000.00

6,000.00

Deliverable:

Training Materials

8,000.00

Deliverable:

Documentation

$ 8,000.00

Deliverable:

Data Migration Plan

8,000.00

Deliverable:

Data Migration Detail Design

$ 8,000.00

Deliverable:

Data Migration System Test Results

$ 12,000.00

Deliverable:

Data Migration to Production Environment

4,000.00

Deliverable:

Technical Architecture Design

8,000.00

Deliverable:

Performance & Security Test

4,000.00

Deliverable:

Installation and Configuration Guide

$ 2,000.00

Deliverable:

Implementation Plan

$ 2,000.00

Deliverable:

Train User Acceptance Test Participants

4,000.00

Deliverable:

User Acceptance Test

4,000.00

Deliverable:

Help Desk Plan

6,000.00

Deliverable:

Train Users

16,000.00

Deliverable:

System Implementation Rollout Readiness Report

6,000.00

Deliverable:

Implementation Rollout

20,000.00

Deliverable:

Warranty Period Support Agreement

$  10,000.00

$  10,000.00

$  10,000.00

$ 9,530.00

Deliverable:

Operations Support Agreement (TBD)

$

32,000.00

Deliverable

: Application Maintenance and Support Agreement

Holdback Payouts

Milestone # 1 - Project Initiation

$  25,500.00

Milestone # 2 - Add'l Project Planning & Customizations Design

$ 9,500.00

Milestone # 3 - Software Build #1

$ 11,750.00

Milestone # 4 - Software Build #2

$ 13,720.00

Milestone # 5 - Final Software Build

8,850.00

Milestone # 6 - Data Conversion

4,000.00

Milestone # 7 - Implementation

10,000.00

Milestone # 8 - Four-Month Warranty Expiration Signoff

Project Holdback Payment

$

83,320.00

Monthly Total

$ 229,500.00

$

60,000.00 | $ 127,500.00

$  27,750.00

$ 127,480.00

$  20,000.00

$

240,970.00

$  10,000.00

$  10,000.00

$  10,000.00

$ 9,530.00

$

32,000.00

Monthly Running Total

$ 229,500.00

$ 289,500.00 | $ 417,000.00

$ 444,750.00

$ 572,230.00

$ 592,230.00

$

833,200.00

$ 843,200.00

$ 853,200.00

$ 863,200.00

$ 872,730.00

$

904,730.00

1% Daily Penalty, following 5 day cure period

Monthly G

rand Total

Monthly Running Grand Total

NOTE: Dates may change based upon formally approved Project Schedule date changes.
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Payment Schedule by Milestone Table

Exhibit B

Payment and Delivery Schedule
Payment Schedule by Milestone

5 10% Milestone 10% Project Projected q Actual
Deliverable Due Date Cost Mp— M- N — Penalties P
Deliverable: Project Plan 15-Dec-08| $ 25,000.00 | $ 2,500.00 | $ 2,500.00 | $ 20,000.00 | $ - $ -
Deliverable: Status Reports 31-Dec-08| $ 5,000.00 | $ 500.00 | $ 500.00 | $ 4,000.00 | $ - $ -
Deliverable: Project Website 15-Dec-08| $ 10,000.00 | $ 1,000.00 | $ 1,000.00 | $ 8,000.00 | $ - $ -
Deliverable: COTS Campaign Finance Application Software 31-Dec-08| $ 215,000.00 | $ 21,500.00 | $ 21,500.00 | $ 172,000.00 | $ - $ -
Payment for Milestone #1 Holdback 31-Dec-08| $ - $ - $ - $ 25,500.00 | $ - $ -
Milestone # 1 - Project Initiation 31-Dec-08| $  255,000.00 | $ 25,500.00 | $ 25,500.00 | $ 229,500.00 | $ = $ -
Deliverable: Status Reports 31-Jan-09| $ 5,000.00 | $ 500.00 | $ 500.00 | $ 4,000.00 | $ - $ -
Deliverable: Project Plan 31-Jan-09| $ 5,000.00 | $ 500.00 | $ 500.00 | $ 4,000.00 | $ - $ -
Deliverable: Test Strategy Plan 31-Jan-09| $ 20,000.00 | $ 2,000.00 | $ 2,000.00 | $ 16,000.00 | $ - $ -
Deliverable: System Test Plan 28-Feb-09| $ 7,500.00 | $ 750.00 | $ 750.00 | $ 6,000.00 | $ - $ -
Deliverable: User Acceptance Test Plan 28-Feb-09| $ 7,500.00 | $ 750.00 | $ 750.00 | $ 6,000.00 | $ - $ -
Deliverable: System Acceptance Criteria 31-Jan-09| $ 7,500.00 | $ 750.00 | $ 750.00 | $ 6,000.00 | $ - $ -
Deliverable: Security Plan 31-Jan-09| $ 7,500.00 | $ 750.00 | $ 750.00 | $ 6,000.00 | $ - $ -
Deliverable: Technical Architecture Design 31-Jan-09| $ 10,000.00 | $ 1,000.00 | $ 1,000.00 | $ 8,000.00 | $ - $ -
Deliverable: Updated System Requirements Table 31-Jan-09| $ 10,000.00 | $ 1,000.00 | $ 1,000.00 | $ 8,000.00 | $ - $ -
Deliverable: Detail Design for Colorado Customization 28-Feb-09| $ 15,000.00 | $ 1,500.00 | $ 1,500.00 | $ 12,000.00 | $ - $ -
Payment for Milestone #2 Holdback 31-Jan-09| $ - $ - $ - $ 9,500.00 | $ - $ -
Milestone # 2 - Add'l Project Planning & Customizations Design 28-Feb-09| $ 95,000.00 | $ 9,500.00 | $ 9,500.00 ' $ 85,500.00 ' $ = $ =
Deliverable: Training Plan 15-Mar-09| $ 10,000.00 | $ 1,000.00 | $ 1,000.00 | $ 8,000.00 | $ - $ -
Deliverable: Status Reports 28-Feb-09| $ 5,000.00 | $ 500.00 | $ 500.00 | $ 4,000.00 | $ - $ -
Deliverable: Project Plan 28-Feb-09| $ 5,000.00 | $ 500.00 | $ 500.00 | $ 4,000.00 | $ - $ -
Deliverable: System Test Results 28-Feb-09| $ 7,500.00 | $ 750.00 | $ 750.00 | $ 6,000.00 | $ - $ -
Deliverable: Configured Software 28-Feb-09| $ 90,000.00 | $ 9,000.00 | $ 9,000.00 | $ 72,000.00 | $ - $ -
Payment for Milestone #3 Holdback 28-Feb-09| $ - $ - $ - $ 11,750.00 | $ - $ -
Milestone # 3 - Software Build #1 15-Mar-09| $  117,500.00 | $ 11,750.00 | $ 11,750.00 | $ 105,750.00 | $ = $ -
Deliverable: System Test Results 20-Apr-09| $ 7,500.00 | $ 750.00 | $ 750.00 | $ 6,000.00 | $ - $ -
Deliverable: Status Reports 31-Mar-09| $ 5,000.00 | $ 500.00 | $ 500.00 | $ 4,000.00 | $ - $ -
Deliverable: Status Reports 30-Apr-09| $ 5,000.00 | $ 500.00 | $ 500.00 | $ 4,000.00 | $ - $ -
Deliverable: Project Plan 31-Mar-09| $ 5,000.00 | $ 500.00 | $ 500.00 | $ 4,000.00 | $ - $ -
Deliverable: Project Plan 30-Apr-09| $ 5,000.00 | $ 500.00 | $ 500.00 | $ 4,000.00 | $ - $ -
Deliverable: Configured Software 20-Apr-09| $ 109,700.00 | $ 10,970.00 | $ 10,970.00 | $ 87,760.00 | $ - $ -
Payment for Milestone #4 Holdback 20-Apr-09| $ - $ - $ - $ 13,720.00 | $ - $ -
Milestone # 4 - Software Build #2 30-Apr-09| $  137,200.00 | $ 13,720.00 | $ 13,720.00 | $ 123,480.00 | $ = $ -
Deliverable: System Test Results 10-Jun-09| $ 7,500.00 | $ 750.00 | $ 750.00 | $ 6,000.00 | $ - $ -
Deliverable: Training Materials 10-Jun-09| $ 10,000.00 | $ 1,000.00 | $ 1,000.00 | $ 8,000.00 | $ - $ -
Deliverable: Documentation 31-May-09| $ 10,000.00 | $ 1,000.00 | $ 1,000.00 | $ 8,000.00 | $ - $ -
Deliverable: Configured Software 10-Jun-09| $ 61,000.00 | $ 6,100.00 | $ 6,100.00 | $ 48,800.00 | $ - $ -
Payment for Milestone #5 Holdback 10-Jun-09| $ - $ - $ - $ 8,850.00 | $ - $ -
Milestone # 5 - Final Software Build 10-Jun-09| $ 88,500.00 | $ 8,850.00  $ 8,850.00  $ 79,650.00 | $ = $ -
Deliverable: Data Migration Plan 31-Jan-09| $ 10,000.00 | $ 1,000.00 | $ 1,000.00 | $ 8,000.00 | $ - $ -
Deliverable: Data Migration Detail Design 28-Feb-09| $ 10,000.00 | $ 1,000.00 | $ 1,000.00 | $ 8,000.00 | $ - $ -
Deliverable: Data Migration System Test Results 30-Apr-09| $ 15,000.00 | $ 1,500.00 | $ 1,500.00 | $ 12,000.00 | $ - $ -
Deliverable: Data Migration to Production Environment 30-Jun-09| $ 5,000.00 | $ 500.00 | $ 500.00 | $ 4,000.00 | $ - $ -
Payment for Milestone #6 Holdback 30-Jun-09| $ - $ - $ - $ 4,000.00 | $ - $ -
Milestone # 6 - Data Conversion 30-Jun-09| $ 40,000.00 | $ 4,000.00 | $ 4,000.00  $ 36,000.00  $ = $ =
Deliverable: Performance & Security Test 10-Jun-09| $ 5,000.00 | $ 500.00 | $ 500.00 | $ 4,000.00 | $ - $ -
Deliverable: Status Reports 31-May-09| $ 5,000.00 | $ 500.00 | $ 500.00 | $ 4,000.00 | $ - $ -
Deliverable: Status Reports 30-Jun-09| $ 5,000.00 | $ 500.00 | $ 500.00 | $ 4,000.00 | $ - $ -
Deliverable: Project Plan 31-May-09| $ 5,000.00 | $ 500.00 | $ 500.00 | $ 4,000.00 | $ - $ -
Deliverable: Project Plan 30-Jun-09| $ 5,000.00 | $ 500.00 | $ 500.00 | $ 4,000.00 | $ - $ -
Deliverable: Installation and Configuration Guide 15-May-09| $ 2,500.00 | $ 250.00 | $ 250.00 | $ 2,000.00 | $ - $ -
Deliverable: Implementation Plan 15-May-09| $ 2,500.00 | $ 250.00 | $ 250.00 | $ 2,000.00 | $ - $ -
Deliverable: Train User Acceptance Test Participants 10-Jun-09| $ 5,000.00 | $ 500.00 | $ 500.00 | $ 4,000.00 | $ - $ -
Deliverable: User Acceptance Test 30-Jun-09| $ 5,000.00 | $ 500.00 | $ 500.00 | $ 4,000.00 | $ - $ -
Deliverable: Help Desk Plan 30-Jun-09| $ 7,500.00 | $ 750.00 | $ 750.00 | $ 6,000.00 | $ - $ -
Deliverable: Train Users 30-Jun-09| $ 20,000.00 | $ 2,000.00 | $ 2,000.00 | $ 16,000.00 | $ - $ -
Deliverable: System Implementation Rollout Readiness Report 30-Jun-08| $ 7,500.00 | $ 750.00 | $ 750.00 | $ 6,000.00 | $ - $ -
Deliverable: Implementation Rollout 30-Jun-09| $ 25,000.00 | $ 2,500.00 | $ 2,500.00 | $ 20,000.00 | $ - $ -
Payment for Milestone #7 Holdback 30-Jun-09| $ - $ - $ - $ 10,000.00 | $ - $ -
Payment for Project Holdback 30-Jun-09| $ - $ - $ - $ 83,320.00 | $ - $ -
Milestone # 7 - Implementation 30-Jun-09/ $  100,000.00 | $ 10,000.00 $10,000.00 $ 173,320.00 | $ = $ -
Deliverable: Warranty Period Support Agreement - Month 1 1-Jul-09| $ 10,000.00 | $ - $ - $ 10,000.00 | $ - $ -
Deliverable: Warranty Period Support Agreement - Month 2 1-Aug-09| $ 10,000.00 | $ - $ - $ 10,000.00 | $ - $ -
Deliverable: Warranty Period Support Agreement - Month 3 1-Sep-09| $ 10,000.00 | $ - $ - $ 10,000.00 | $ - $ -
Deliverable: Warranty Period Support Agreement - Month 4 1-Oct-09| $ 9,530.00 | $ - $ - $ 9,530.00 | $ - $ -
Milestone # 8 - Four-Month Warranty Expiration Signoff 1-Oct-09 | $ 39,530.00  $ = $ = $ 39,530.00  $ = $ =
Post-Warranty Application Maintenance and Support - Month 1 1-Nov-09| $ 4,000.00 | $ - $ - $ 4,000.00 | $ - $ -
Post-Warranty Application Maintenance and Support - Month 2 1-Dec-09| $ 4,000.00 | $ - $ - $ 4,000.00 | $ - $ -
Post-Warranty Application Maintenance and Support - Month 3 1-Jan-10| $ 4,000.00 | $ - $ - $ 4,000.00 | $ - $ -
Post-Warranty Application Maintenance and Support - Month 4 1-Feb-10| $ 4,000.00 | $ - $ - $ 4,000.00 | $ - $ -
Post-Warranty Application Maintenance and Support - Month 5 1-Mar-10| $ 4,000.00 | $ - $ - $ 4,000.00 | $ - $ -
Post-Warranty Application Maintenance and Support - Month 6 1-Apr-10| $ 4,000.00 | $ - $ - $ 4,000.00 | $ - $ -
Post-Warranty Application Maintenance and Support - Month 7 1-May-10| $ 4,000.00 | $ - $ - $ 4,000.00 | $ - $ -
Post-Warranty Application Maintenance and Support - Month 8 1-Jun-10| $ 4,000.00 | $ - $ - $ 4,000.00 | $ - $ -
FY2009/10 Application Maintenance and Support Totals Monthly| $ 32,000.00 | $ = $ = $ 32,000.00 | $ = $ =
FY2008/09 Operations Support (TBD) Monthly| $ - $ - $ - $ - $ - $ -
FY2009/10 Operations Support (TBD) Monthly| $ - $ - $ - $ - $ - $ -
FY2008/09 and FY2009/10 Operations Support Total (TBD) Monthly| $ - $ - $ - $ = $ = $ =

TOTALS $ 904,730.00 | $ 83,320.00 | $ 83,320.00 | $ 904,730.00 | $ - $ -
NOTE: Dates may change based upon formally approved Project Schedule date changes.
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Exhibit B
Payment and Delivery Schedule
Hardware Cost Table

Hardware Cost Table (NOTE: Hardware to be purchased by CDOS from State Hardware Vendor)

Description Make Model # of Units
QUEST BAFO PROPOSED HARDWARE - MAY BE MODIFIED DURING CONSTRUCTION OF HARDWARE PROCUREMENT PLAN
Application/Web Server (quantity 2)
DL360 G5 Base / 2.83 Ghz Processor HP 457923-001 2
8GB HP memory HP 397415-B21 4
72GB Single Port Disk Drive HP 375861-B21 4
BBWC Enabler Memory HP 405148-B21 2
Lights-out Advanced Pack HP 452141-B21 2
HC360T PCI Network Adapter HP 412648-B21 2
Power Supply HP 399542-B21 2
Power Cable HP 235603-B001 4
CD-RW / DVD-ROM combo drive HP 331903-B21 2
Care Pack 4-hour 24x7 Same Day HP U4497E 2
Database Server (2) with Clustered Disk
DL380 G5 Base / 2.83 Ghz Processor HP 458563-001 2
Intel Quad-Core Xeon 2.83 Ghz Processor HP 485585-B21 2
8GB HP memory HP 397415-B21 8
72GB Single Port Disk Drive HP 375861-B21 4
BBWC Enabler Memory HP 405148-B21 2
Lights-out Advanced Pack HP 452141-B21 2
HC360T PCI Network Adapter HP 412648-B21 2
Power Supply HP 399771-001 2
Power Cable HP 235603-B001 2
CD-RW / DVD-ROM combo drive HP 331903-B21 4
PCI Riser Kit HP 410570-B21 2
Care Pack 4-hour 24x7 Same Day HP U4497E 2
Smart Array 500 G2 Storage HP 335880-B21 1
256 Battery Backed Cache Module HP 254786-B21 2
Smart Array 500 G2 Controller HP 335881-B21 1
MSA500 HW Support HP U6456E 1
HP 72GB 15K Disks HP 286778-B22 3
PCI NC380T Pcle DP Adapter HP 394795-B21 2

Colorado Campaign Finance Contract - Exhibit B Page B-5



Colorado Campaign Finance Contract - Exhibit B

Exhibit B

Payment and Delivery Schedule
Software Cost Table

Software Cost Table (NOTE: System Software (Sys SW)

will be Purchased outside this Contract by CDOS)

Description Product / Version # of Units Cost
FirstTuesday Campaign Finance Framework 2008 1 $215,000
Microsoft Windows Server Standard Edition (Sys SW) 2003 or 2008 3| CDOS Purchase;
Microsoft Windows Server Internet Connector (Sys SW) 2003 or 2008 2| CDOS Purchase
Microsoft SQL Server Enterprise Edition (Sys SW) 2005 or 2008 1/ CDOS Purchase
Pegasus, Inc. License for ImagXpress & Smartscan (Sys SW) current 75/ CDOS Purchase
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Exhibit B
Payment and Delivery Schedule
Project Labor Cost Table

Project Labor Cost Table

Description Total Cost
Project Management
Full time assigned project manager $ 125,000.00
Project Management Total $ 125,000.00

Customization (Show Requirement ID(s) and short description)
ID: 1 - The Application shall provide a mechanism to archive data records that have reached a specified

point in time. $ 2,400.00
ID: 2 - The Application shall provide a mechanism to retrieve archived data records for internal CDOS

research purposes. $ 3,600.00
ID: 4 - The Application must provide a means to search by audit event and/or user against the event

logging records and report date/time/action. $ 2,400.00
ID: 6 - The Application must allow online entry of campaign finance complaints. $ 1,440.00

ID: 7 - The Application must provide a registration process before an Individual (natural person, not an
authenticated user) can file a Campaign Finance Complaint on the campaign finance website. This
registration process must use a control mechanism (i.e. an email returned to the Individual which includes

an input access link or requiring the unscrambling of text known as a CAPTCHA system). $ 960.00
ID: 8 - The Application must allow for maintenance of a Campaign Finance Complaint Log containing... $ 2,400.00
ID: 9 - The Application shall allow for batch generations of correspondence to be mailed with mail

needing to be sent by Certified Mail being separated from mail not needing to be certified. $ 600.00
ID: 10 - The Application shall allow for a primary and a secondary mailing address for candidates and

committees. $ 1,200.00
ID: 13 - The Application must allow for up to three (3) email addresses for candidates and committees

and correspondence being sent by email shall go to all email addresses on file. $ 1,200.00
ID: 15 - The Application must allow assignment of a document category type to a scanned document. $ 1,200.00

ID: 16 - Disclosure reports that are filed before the deadline, but are deemed to be incomplete shall be
recorded as conditionally accepted and a notification shall be mailed and, if an email address is on file,
emailed to the reporting Committee. $ 600.00
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Project Labor Cost Table

Project Labor Cost Table

Description Total Cost
ID: 17 - The Application must allow for automated attachment of email correspondence to the database
record of the associated candidate or committee. $ 1,440.00
ID: 18 - The Application must allow an authorized user to generate a free-form message and email it to a
candidate or committee from within the Application, with a copy being optionally sent to the email address
of the authorized user sending the message. $ 1,440.00
ID: 24 - The Application must notify all candidates running for a specific office when changes in the
Voluntary Spending declarations of any of the candidates occur. $ 4,800.00
ID: 26 - The Application must provide the capability to distinguish which mailings are required to be sent
by Certified mail. $ 600.00
ID: 27 - The Application must provide the capability to schedule daily batch production of notifications and
correspondence to Candidates and Committees for mail and/or email delivery. $ 4,800.00
ID: 28 - The Application shall allow public access to information about... $ 2,400.00
ID: 29 - Once a specific Candidate is displayed, the Application must provide a link to the following... $ 480.00
ID: 30 - Once a specific Committee is displayed, the Application must provide a link to the following... $ 480.00
ID: 31 - Once a specific Disclosure report has been selected for display, a summary of the report shall be
displayed with links to the following details... $ 4,800.00
ID: 32 - The Application must allow users, including public users, the ability to extract and download non-
restricted campaign finance data for off-line processing by the user. The downloadable file format shall
be a user choice of Comma Separated Values (CSV) or Excel Spreadsheet. Data that can be
downloaded shall include... $ 2,400.00
ID: 37 - The Application must allow Electronic Data Interchange (EDI) filing of campaign finance reports.
Electronic filings must be accepted by... $ 4,800.00
ID: 41 - The Application must allow a Committee or an Individual (public) to file a Notification of
Independent Expenditure Report on the campaign finance website. $ 3,600.00
ID: 42 - The Application must allow a Committee to file a Major Contributor Report on the campaign
finance website. $ 3,600.00
ID: 44 - The Application must provide a registration process before an Individual (natural person, not an
authenticated user) can file a Notification of Independent Expenditure Report on the campaign finance
website. This registration process must use a control mechanism (i.e. an email returned to the Individual
which includes an input access link or requiring the unscrambling of text known as a CAPTCHA system). | $ 600.00
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Project Labor Cost Table

Description Total Cost
ID: 45 - The Application needs to be able to handle a single Notification of Independent Expenditure
report that has the total expenditure allocated between multiple candidates. The report must be attached
to each candidate, but each candidate’s dollar amount should reflect the reported amount for that
candidate. $ 1,920.00

ID: 46 - The Application must allow for the filing of Electioneering Communications expenditures by any
person. The report must contain name and address of contributors spending more than $250 in a year
and, if such contributor is a natural person, the report must include occupation and employer. $ 3,600.00
ID: 47 - The Application must use a control mechanism (i.e. an email returned to Individual which
includes an input access link or requiring the unscrambling of text known as a CAPTCHA system) for
submission of Electioneering Communications reports via the website if the submitter is not an
authenticated user of the Application. $ 600.00
ID: 48 - The Application must provide Committees the ability to file Electioneering Communications
expenditures on their regularly filed disclosure reports. The entry must be identifiable as an
Electioneering Communications expenditure and shall include the data required on the standard
Electioneering Communications report. $ 1,920.00
ID: 50 - The Application must collect Federal Employer Identification Number (FEIN) on contributions

made from a business entity type contributor. $ 960.00
ID: 62 - The Application must have the capability to allow online entry of penalty waiver requests. $ 1,440.00
ID: 63 - The Application must have the capability to record and display penalty waiver request decisions. | $ 1,440.00
ID: 66 - Authorized users must be able to maintain a Candidate Status table containing, at a minimum... | $ 720.00
ID: 68 - Authorized users must be able to maintain a Committee Type table containing, at a minimum... $ 1,440.00
ID: 71 - Authorized users must be able to maintain a Committee Status table containing, at a minimum... | $ 720.00
ID: 72 - Authorized users must be able to maintain a Jurisdiction table containing, at a minimum... $ 3,600.00
ID: 73 - Authorized users must be able to maintain an Office table. There shall be multiple Office records

for each Jurisdiction. Each entry in the table must include, at a minimum... $ 1,800.00
ID: 74 - Authorized users must be able to maintain a District table that contains all the Districts associated

with each Office. For instance, the Office of Governor would only have Statewide as the District. The

office of Colorado House would have sixty-five (65) districts. $ 1,920.00
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Project Labor Cost Table

Description Total Cost
ID: 75 - The Application must provide the ability for an authorized user to associate an Election Cycle with
each Jurisdiction/Office/District combination active for that Election Cycle. $ 1,920.00

ID: 76 - The Application must provide a field in each Committee Type table entry that signifies the type of

Contribution Period used by the Committee for Contribution limit processing. The possible values are... | $ 1,920.00
ID: 78 - The Application must allow an authorized user the ability to add a new Election Cycle for a
particular Jurisdiction/Office/District combination that is an exception. $ 960.00

ID: 79 - Authorized users must be able to maintain an Event or Tickler type table that allows the
application to know when to automatically take an action. An example would be if a candidate declares
that they will abide by a Voluntary Spending Limit and then another person declares their candidacy for
the same office but doesn’t accept the Voluntary Spending Limit, the first candidate must be given notice
of this and the right to withdraw their Voluntary Spending Limit requirement within 10 days. At the end of
10 days, the first candidate’s position on Voluntary Spending is then frozen, unless a later action triggers

a new window of action. $ 9,600.00
ID: 81 - The Application must allow an authorized user the ability to add/modify notification text in a

Notification table. $ 1,200.00
ID: 82 - The Application must allow an authorized user the ability to identify fields within a Notification that

are to be filled in by the Application during notification generation. $ 1,200.00
ID: 84 - Authorized users must be able to maintain a table of Contribution Limits by Jurisdiction and

Committee Type. $ 1,920.00

ID: 85 - Authorized users must be able to maintain a table of Spending Limits. The limits shall have start
and end dates because the application must allow the limits to be periodically adjusted by the Secretary

of State per statute. $ 1,920.00
ID: 90 - The Application must have a feature to record and track registrant filing fees. $ 4,800.00
ID: 92 - The Application must allow the report selection criteria to be printed on a report cover page, along

with the user name of requestor and date/time generated. $ 2,400.00
ID: 93 - The Application shall allow CDOS and County authorized users the ability to run the following

Committee reports with an option to direct output to PDF or Spreadsheet... $ 3,600.00
ID: 94 - The Application shall allow CDOS and County authorized users the ability to run the following

Candidate reports with an option to direct output to PDF or Spreadsheet... $ 960.00
ID: 95 - The Application shall allow CDOS and County authorized users the ability to run the following

Contribution reports with an option to direct output to PDF or Spreadsheet... $ 4,800.00

Colorado Campaign Finance Contract - Exhibit B Page B-10



Exhibit B
Payment and Delivery Schedule
Project Labor Cost Table

Project Labor Cost Table

Description Total Cost
ID: 96 - The Application shall allow CDOS and County authorized users the ability to run the following
Expenditure reports with an option to direct output to PDF or Spreadsheet... $ 2,400.00
ID: 97 - The Application shall allow CDOS and County authorized users the ability to run the following
Loan reports with an option to direct output to PDF or Spreadsheet... $ 1,920.00
ID: 98 - The Application shall allow CDOS and County authorized users the ability to run the following
Disclosure Management reports with an option to direct output to PDF or Spreadsheet... $ 1,200.00
ID: 99 - The Application shall allow CDOS and County authorized users the ability to run the following
Security reports with an option to direct output to PDF or Spreadsheet... $ 1,920.00
ID: 100 - The Contractor shall provide up to fifteen (15) additional reports to be created during the
Software Customization phase of the project. $ 10,800.00
ID: 105 - The Application shall allow a search for Candidates based upon one or more of the following
data items as search criteria... $ 960.00
ID: 106 - The Application shall allow a search for Committees based upon one or more of the following
data items as search criteria... $ 1,440.00
ID: 109 - The Application shall allow a search for Independent Expenditures based upon one or more of
the following data items as search criteria... $ 2,400.00
ID: 110 - The Application shall allow a search for Electioneering Reports based upon one or more of the
following data items as search criteria... $ 2,400.00
ID: 111 - The Application shall allow a search for Major Contributors based upon one or more of the
following data items as search criteria... $ 2,400.00
ID: 113 - The Application shall allow a search for Political Race History based upon all the following data
items as search criteria... $ 2,400.00
ID: 114 - The Application shall allow a search for Documents and Manual Filings based upon one or more
of the following data items as search criteria... $ 3,000.00
ID: 117 - The Application shall have a mechanism to deter fraudulent usage of campaign finance data for
mailing list purposes. For example, the use of a “salt” that would result in the owner of contact
information being alerted if their data is being used wrongfully by another party. $ 2,400.00
ID: 121 - The Application must have the ability to associate a unique email address with each unique
User ID. $ 720.00
ID: 123 - The Application must have the ability to inactivate a user’'s Password if the user has not logged
into the Application in a specified number of days since the current Password was assigned. $ 720.00
ID: 124 - The Application must have the ability to restrict user authority to a particular jurisdiction. $ 7,200.00
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Description Total Cost
ID: 127 - The System must provide access security to enable/disable inquire, add, modify and delete
capability for specific users. $ 4,800.00
ID: 144 - The Application must allow the user to define default values for certain screen fields. $ 7,200.00
ID: 145 - The Application must automatically insert delimiting characters for fields that have a mask (e.g.,
slashes and hyphens). $ 2,400.00
BAFO Question #5 - Scanning & Workflow changes $ 15,000.00
Customization Total $ 187,200.00
Conversion
Database analysis, design, database conversion and migration activities $ 89,000.00

$ -

Conversion Total $ 89,000.00
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Project Labor Cost Table

Description Total Cost
Training (training travel addressed in 5.0 Miscellaneous Cost Table)
64 County Users (4 classes, 16 per class) $ 5,200.00
10 CDOS Users (1 class, 10 per class - Application and UAT training) $ 1,300.00
400 Committee Agents (20 classes, 20 per class) $ 26,000.00
$ -
Training Total $ 32,500.00
Testing
Software Qualitity Assurance Testing for all project iterations $ 82,000.00
$ -
Testing Total $ 82,000.00
Implementation / Installation / Configuration
Implementation and Installation services $ 50,000.00
$ -
Implementation / Installation / Configuration Total $ 50,000.00
Other
$ B
Other Total $ =
TOTAL PROJECT LABOR $ 565,700.00
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Post-Implementation Support Cost Table

Exhibit B
Payment and Delivery Schedule
Post-Implementation Support Cost Table

Support Category Pre-Warranty Post-Warranty Post-Warranty Post-Warranty Post-Warranty Total
Period Perlod Year 1 Year 2 Year 3 Year 4
Warranty Period Support 39 530.00 $ 39,530.00
Operations Support (TBD) __ $ - $ - $ - $ - $ -
Application Maintenance and Support $ 48,000.00 | $ 48,000.00 | $ 100,800.00 | $ 105,840.00 | $ 302,640.00
SUPPORT SUB-TOTAL| $ 39,530.00 | $ 48,000.00 | $ 48,000.00 | $ 100,800.00 | $ 105,840.00 | $ 342,170.00

Warranty Period Support is support provided during
the four months following system implementation.

Operations Support is the support provided by
Quest Information Systems and the hosting organ-
zation to operate the data center. The agreement
for this support will be determined as a project
deliverable.

Application Maintenance and Support is the support
provided by Quest Information Systems to maintain
the FirstTuesday campaign finance software and
provide Help Desk Level 2 and 3 support.
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5.0 Miscellaneous Cost Table

Item Description Total Cost
Documentation User and Technical Documentation $ 15,000.00
Non-Training Travel Project Manager, Business Analyst, Data Migration Person, Other $ 30,000.00
Training Travel Travel to County Training Sites $ 7,500.00

$ -

$ -

$ -
TOTAL MISCELLANEOUS COSTS $ 52,500.00
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Exhibit B

Payment and Delivery Schedule

Hourly Rate Table

Hourly Rate Table

Rate / Hour Rate / Hour Rate / Hour Rate / Hour Rate / Hour
L . Application Application Application Application Application
Position Descrlptlon PP PP PP PP PP
Development Development Development Development Development
Warranty Period  Support YR 1 Support YR 2 Support YR 3 Support YR 4

Project Manager $125.00 $125.00 $128.75 $132.61 $136.59
Senior Architect $125.00 $125.00 $128.75 $132.61 $136.59
Database Administrator $125.00 $125.00 $128.75 $132.61 $136.59
Business Analyst $110.00 $110.00 $113.30 $116.70 $120.20
Senior Developer $110.00 $110.00 $113.30 $116.70 $120.20
Developer $95.00 $95.00 $97.85 $100.79 $103.81
Technical Writer $75.00 $75.00 $77.25 $79.57 $81.95
Trainer $75.00 $75.00 $77.25 $79.57 $81.95
Help Desk Analyst (Tier 2) $75.00 $75.00 $77.25 $79.57 $81.95

These hourly rates apply to Quest services requested by

CDOS for changes or enhancements to the campaign

finance software, for additional training and other services.

These hourly rates will be used when requesting services

through the Application Development Agreement or for

other services, such as transfer/transition services, not

covered by existing contracts/agreements.
Colorado Campaign Finance Contract - Exhibit B Page B-16



State of Colorado

Department of State

Campaign Finance Contract# 09VAA00010
Exhibit C
System Requirements

Colorado Campaign Finance System

Colorado Campaign Finance Contract # 09VAA00010, Exhibit C Page C-1



The following table contains a list of Colorado Campaign Finance system requirements,
along with the response received from Quest in their proposal. Contract Exhibit B —
Payment and Delivery Schedule contains a list of requirements that require customization
to the base application and the associated labor cost for each modification.

The meaning of each Response Code is:

1 — Proposed solution provides full functionality ; however, some configuration may
be necessary. This functionality is considered part of Base Costs (App lication,
H/W, S/W and Support) in the Cost Proposal tables.

2 — Proposed solution provides partial functionality for requirement. Customization
and additional costs are required for full functionality requested. In such cases the
Vendor shall provide, in the Vendor Response column, a description of the partial
functionality provided. Customization Costs to provide complete functionality
shall be included in the Cost Proposal.

3 — Proposed solution does not provide functionality required. Customization and
additional costs are required to meet this requirement. Customization Costs to
provide requested functionality shall be included in the Cost Proposal.

4 — The specific requirement is not met and the vendor does not propose a
customization or service to meet it. In such cases the Vendor shall provide, in the
Vendor Response column, an explanation of the reason(s) for not meeting the
requirement, including any potential “work around” options.

R%l:t{:;nr;nt Rlel‘)l CDOS Requirement Reélz)gl;se Vendor Response

Archive 1 The Application shall provide a 3 All implementations of the
mechanism to archive data current product contain all
records that have reached a data. Archiving is handled
speci fied point in time. on an as needed basis.

Archive 2 The Application shall provide a 3 See response above. We
mechanism to retrieve archived will provide functionality as
data records for internal CDOS needed.
research purposes.

Audit 3 The Application must provide an 1 The authenticated section of

event logging feature to record
activities by authenticated users.
The logging should include the
user’s ID and, at aminimum, the
date/time a user starts and ends a
session, adds ormodifies a
database record, or generates a
report or notification.

the application framework
contains auditing
functionality capturing user
ID, date/time stamps, and
description modification.
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R%l:t{cl;(l)nr;ﬂt RIe]()] CDOS Requirement Re(sj[())((;lése Vendor Response

Audit 4 The Application must provide a 3 Currently the information is
means to search by audit event displayed within a
and/or user against the event committee workspace. We
logging records and report will add search capabilities.
date/time/action.

Audit 5 The Application must provide a 1 The application framework
means to analyze contribution contains administrative
and expenditure data to identify reports allowing
violations of campaign finance identification of violators.
limits and prohibited
contributions.

Complaints 6 The Application must allow 3 Currently the product
online entry of campaign finance provides contact
complaints. information to the

campaign finance
administrative staff We
will provide a form to
capture this information and
notify staff

Complaints 7 The Application must provide a 3 Functionality will contain
registration process before an CAPTCHA to prevent
Individual (natural person, not automated complaint
an authenticated user) can file a submissions.

Campaign Finance Complaint on
the campaign finance website.
This registration process must
use a control mechanism (i.e. an
email returned to the Individual
which includes an input access
link or requiring the
unscrambling of text known as a
CAPTCHA system).

Note: The intent is to prevent
computer generated or fiivolous
submissions of Complaints.
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Re((:]:tlerge(l)nr;nt RIe]()] CDOS Requirement Re(sj[())((;lése Vendor Response
Complaints 8 The Application must allow for 3 Complaint Log will be
maintenance ofa Campaign maintained with
Finance Complaint Log administrative functionality
containing: and reporting.
e Complaint Filing Date
e Administrative Law Judge
Filing Date
e Complainant
e Complainant Address
e Respondent
e Respondent Address
e Subject
e Case Number
e Status
¢ Disposition
¢ Link to Candidate or
Committee (if subject of
complaint)
Corresponden ce 9 The Application shall allow for 2 The application framework
and Notifications batch generations of allows the batch generation
correspondence to be mailed of correspondence. We will
with mail needing to be sent by add a Certified Mail
Certified Mail being separated indicator and allow existing
from mail not needing to be batch letter functionality to
certified. limit based on this
indicator.
Correspondence 10 | The Application shall allow for a 2 The application framework
and Notifications primary and a secondary mailing provides a primary mailing
address for candidates and address. We will add a
committees. secondary mailing address.
Corresponden ce 11 The Application shall allow for 1 The application framework
and Notifications correspondence being sent by sends correspondence to the
mail to automatically go to the primary address.
primary address. The secondary
mailing address shall be used for
manual mailings when the
primary address becomes
invalid.
Correspondence 12 | The Application shall allow for 1 The application framework

and Notifications

recording the occurrence of
candidate and committee
undeliverable mail.

contains an event log that
will allow tracking of
undeliverable mail.
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R%l:t{cl;(l)nr;ﬂt RIe]()] CDOS Requirement Re(sj[())((;lése Vendor Response
Corresponden ce 13 The Application must allow for 2 The application framework
and Notifications up to three (3) email addresses contains separate email

for candidates and committees address for each officer.
and correspond ence being sent We will add two additional
by email shall go to all email emails for individual
addresses on file. candidates/committees.
Correspondence 14 | The Application must allow 1 The application framework
and Notifications scanning, uploading, titling, contains functionality for
categorizing, assignment uploading scanned filings
(linking to a candidate or and associating those with
committee record) and retrieval scheduled reportts.
ofa paper document.
Corresponden ce 15 The Application must allow 2 The application framework
and Notifications assignment of a document allows the uploading of
category type to a scanned scanned documents. We
document. will support the
Note: There are currently 33 categori zation ofthe 33
unique document category types. document types.
Corresponden ce 16 | Disclosure reports that are filed 2 The application framework
and Notifications before the deadline, but are contains statuses of filings.
deemed to be incomplete shall We will add the notification
be recorded as conditionally to be mailed and emailed.
accepted and a notification shall
be mailed and, ifan email
address is on file, emailed to the
reporting Committee.
Corresponden ce 17 | The Application must allow for 3 We will add the attachment
and Notifications automated attachment o f email ofthe email correspondence
correspondence to the database to the database record ofthe
record ofthe associated associated candidate or
candidate or committee. committee.
Correspondence 18 The Application must allow an 3 The application framework

and Notifications

authorized user to generate a
free-form message and email it
to a candidate or committee from
within the Application, with a
copy being optionally sent to the
email address ofthe authorized
user sending the message.

currently stores Email
addresses but free-form
messages occur outside of
the system. We will add
this finctionality.
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Re((:]:tlerge(l)nr;nt RIe]()] CDOS Requirement Re(sj[())((;lése Vendor Response
Corresponden ce 19 | The Application must 1 The application framework
and Notifications automatically notify candidates contains the ability to

and committees, by email, the automatically Email
last day ofa Reporting Period candidates and committees
and the day before a disclosure based on certain events.
report is due, reminding them of
the due date, iftheir report has
not already been received.
Correspondence 20 | The Application must 1 The application framework
and Notifications automatically notify candidates contains the ability to
and committees, by email, when automatically Email
their disclosure report has been candidates and committees
received and processed. based on certain events.
Corresponden ce 21 The Application must provide 1 The application framework
and Notifications the capability to notify can generate notifications
Candidates and Committees for late filings and the
when disclosure filing reports application framework
are late. The notification shall contains the ability to
be by certified mail and, ifan automatically Email
email address is on file, by candidates and committees
email. Proper wording of the based on certain events.
notification will be provided by
the CDOS.
Correspondence 22 | Incomplete disclosure reports, 1 The application framework
and Notifications that have been recorded as supports statuses of filings.
conditionally accepted, and have The application framework
not been corrected and changed can generate notifications
from conditionally accepted to for filings and the
accepted within seven business application framework
days from the date of contains the ability to
notification, shall be notified by automatically Email
certi fied mail that their candidates and committees
disclosure report is late as of the based on certain events.
day of notification and is
accruing penalties on a daily
basis until corrected. An email
notification is also sent ifan
email address is on file.
Corresponden ce 23 | The Application must alert a 1 The application framework

and Notifications

speci fied user when a System-
defined event occurs.

contains the ability to
automatically Email based
on certain events.
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Re((:]:tlerge(l)nr;nt RIe]()] CDOS Requirement Re(sj[())((;lése Vendor Response
Corresponden ce 24 | The Application must notify all 3 We will add voluntary
and Notifications candidates running for a specific spending limits to specified
office when changes in the offices. The application
Voluntary Spending declarations framework contains the
ofany ofthe candidates occur. ability to automatically
Note: Voluntary Spending Email based on certain
limits apply at certain State level events.
offices.
Correspondence 25 | The Application must provide 1 The application framework
and Notifications the capability for an authorized allows generation of
user to issue candidate or defined correspondence to
committee correspondence, ffom go out in batch or
the Application, for mail individually.
delivery.
Corresponden ce 26 | The Application must provide 3 We will add a Certified
and Notifications the capability to distinguish Mail indicator.
which mailings are required to
be sent by Certified mail.
Corresponden ce 27 | The Application must provide 3 The application framework

and Notifications

the capability to schedule daily
batch production of noti fications
and correspondence to
Candidates and Committees for
mail and/or email delivery.

generates daily batch
production of noti fications

and correspondence on
demand. We will add the

ability to schedule this.
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Requirement Req. c Response
Stz D CDOS Requirement Code Vendor Response
Data Access 28 The Application shall allow 2 The application framework

public access to information
about:

Candidate(s)
Committee(s)
Election(s)
Jurisdiction(s)
Office(s)
District(s)
Contribution(s)
Expenditure(s)
Loan(s)
Penalties
Documents

The above information
categories shall include data
based upon user selected criteria
including:

Candidate

Committee

Jurisdiction

Office

District

Election Cycle
Reporting Cycle
Reporting Period
Contribution Type
Contribution Monetary
versus In-Kind
Contributor’s Name
Contributor’s Location — Zip
code(s)

Contributor’s Employer
Contributor’s Occupation
Expenditure Type
Expenditure Recipient Name
Expenditure Recipient
Location - Zip code(s)
Loan Mortgagee

Loan Mortgagee Location —
Zip code(s)

provides public access to all
information except for
Jurisdiction. We will add
jurisdiction.
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Re((:]:tlerge(l)nr;nt RIe]()] CDOS Requirement Re(sj[())((;lése Vendor Response
Data Access 29 | Once a speci fic Candidate is 2 The application framework
displayed, the Application must provides links to:
provide a link to the ©ollowing: e Committee Detail (if
e Committee Detail (if candidate has a
candidate has a committee) committee)
¢ Disclosure Reports, including e Disclosure Reports,
Adjustments including Adjustments
e Documents and Manual e Manual Filings
Filings e Financial Statement
e Major Contributor Reports (if e Candidate History
committee exists) We will add links to:
¢ Notices of Independent e Major Contributor
Expenditures Reports (if committee
e Financial Statement exists)
e Candidate History e Notices of Independent
Expenditures
Data Access 30 | Once a specific Committee is 2 The application framework

displayed, the Application must
provide a link to the following:
e Candidate Detail (if
Candidate Committee)
e Disclosure Reports, including
Adjustments
e Documents and Manual
Filings
Major Contributor Reports
Notices of Independ ent
Expenditures
Financial Statement
Committee History

provides links to:

e Candidate Detail (if
Candidate Committee)
Disclosure Reports,
including Adjustments

e Manual Filings

e Financial Statement

e Committee History
We will add:

e Major Contributor

Reports
e Notices of Independent
Expenditures
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Requirement Req. c Response
Stz D CDOS Requirement Code Vendor Response
Data Access 31 Once a specific Disclosure 2 The application framework

report has been selected for
display, a summary ofthe report
shall be displayed with links to
the following details:

o Contributions

e Expenditures

e Loans
Loan Payments
Returned Contributions
Returned Expenditures
Image ofthe Report if
manually filed
e Option to obtain a PDF copy

ofthe report

The summary display shall
include:
e Committee Name
e Committee ID
o Election Cycle
e Reporting Calendar Used
e Report Period Start and End
Dates
e Committee Report Period
Beginning Balance
o Contributions Total for
Report Period
o Contributions Returned T otal
for Report Period
o Expenditures Total for Report
Period
o Expenditures Returned Total
for Report Period
o Committee Report Period
Ending Balance
e Original Loan Amounts
e Loan Balances at Beginning
of Report Period
e Loan Payments during Report
Period
Loan Fees and Interest during
Report Period
Loan Balances at End of
Report Period

contains all relevant
information. The
application framework
currently displays this
within the report which is
viewed as a PDF. We will
add an intermediary display
to provide this information.
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Requirement
Category

Req.

ID

CDOS Requirement

Response
Code

Vendor Response

Data Extract

32

The Application must allow
users, including public users, the
ability to extract and download
non-restricted campaign finance
data for offline processing by
the user. The downloadable file
format shall be a user choice of
Comma Separated Values (CSV)
or Excel Spreadsheet. Data that
can be downloaded shall
include:

o Candidate(s)
Committee(s)
Election(s)
Jurisdiction(s)
Office(s)
District(s)
Contribution(s)
Expenditure(s)
Loan(s)

2

The application framework
currently allows CSV data
extraction. We will add an
option for Excel.

Disclosure
Reporting

33

The Application must allow
candidates and committees to
enter, on the campaign finance
website, their contribution,
expenditure and loan disclosure
data.

The application framework
meets this requirement.

Disclosure
Reporting

34

The Application must allow
candidates and committees to
enter, on the campaign finance
website, adjustments to their
previously entered contribution,
expenditure and loan disclosure
data.

The application framework
meets this requirement.

Disclosure
Reporting

35

The Application must allow
authorized CDOS and County
users the ability to enter, on the
campaign finance website,
paper-filed candidate
expenditures and committee
contribution, expenditure and
loan disclosure data.

The application framework
meets this requirement.
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Requirement
Category

Req.

ID

CDOS Requirement

Response
Code

Vendor Response

Disclosure
Reporting

36

The Application must allow
authorized CDOS and County
users the ability to enter, on the
campaign finance website,
paper-filed candidate and
committee adjustments to
previously entered contribution,
expenditure and loan disclosure
data.

1

The application framework
meets this requirement.

Disclosure
Reporting

37

The Application must allow
Electronic Data Interchange
(EDI) filing of campaign finance
reports. Electronic filings must
be accepted by:
e Data being submitted in tab-
delimited files
e Data being submitted in
XML formatted files

In the Vendor Response column,
speci fy any other electronic
filing options your system
provides (e.g., Commercial
campaign managem ent softw are
package output, MS Access, MS
Excel, MS Word).

Note: The Colorado campaign
finance website contains the

current specifications for tab-
delimited and XML file form ats.

The application framework
accepts EDI filings in
electronic format. In
addition, .electronic filing
options are provided for
Salesforce.com. We will
need to add the specified
formats.

Disclosure
Reporting

38

The Application shall allow
disclosure reports that are filed
before the deadline, but are
deemed to be incomplete, to be
recorded as conditionally
accepted.

The application framework
contains statuses of filings.

Disclosure
Reporting

39

The Application shall allow the
online entry ofa disclosure
report to be paused and the
entered data to be saved in the
Application in a status (i.e. Work
in Process) that allows the data
to be retrieved at a later time and
entry of data resumed.

The application framework
meets this requirement.
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Requirement
Category

Req.

ID

CDOS Requirement

Response
Code

Vendor Response

Disclosure
Reporting

40

The Application shall allow the
ability for an authorized user,
who has entered a disclosure
report online, to be able torun a
preliminary edit check process
against the entered data in order
to identify and correct certain
edit errors prior to submitting the
data for posting to the campaign
finance system.

1

The application framework
meets this requirement.

Disclosure
Reporting

41

The Application must allow a
Committee or an Individual
(public) to file a Notification of
Independent Expenditure Report
on the campaign finance
website.

We will add the ability to
file a Notification of
Independ ent Report.

Disclosure
Reporting

42

The Application must allow a
Committee to file a Major
Contributor Report on the
campaign finance website.

We will add the ability to
file a Major Contributor
Report.

Disclosure
Reporting

43

The Application must have a
means to identify candidates and
committees that are not required
to file a disclosure report for a
particular reporting period, in
order to avoid sending a
delinquency notification and
starting the penalty assessment
process.

The application framework
meets this requirement.

Disclosure
Reporting

44

The Application must provide a
registration process before an
Individual (natural person, not
an authenticated user) can file a
Notification of Indep endent
Expenditure Report on the
campaign finance website. This
registration process must use a
control mechanism (i.e. an email
returned to the Individual which
includes an input access link or
requiring the unscrambling of
text known as a CAPTCHA
system).

Note: The intent is to prevent
computer generated or fiivolous
submissions of Notifi cation of
Independent Expenditure
reports.

Functionality will contain
CAPTCHA to prevent
automated submissions.
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Re((:]:tlerge(l)nr;nt RIe]()] CDOS Requirement Re(sj[())((;lése Vendor Response
Disclosure 45 The Application needs to be able 3 We will add the
Reporting to handle a single Notification of Notification of Indep endent
Independent Expenditure report Expenditure report
that has the total expenditure allocated between multiple
allocated between multiple candidates. Each
candidates. The report must be candidate’s dollar amount
attached to each candidate, but will reflect the reported
each candidate’s dollar amount amount for that candidate.
should reflect the reported
amount for that candidate.
Disclosure 46 | The Application must allow for 3 We will add Electioneering
Reporting the filing of Electioneering Communications
Communications expenditures expenditures by any person.
by any person. The report must
contain name and address of
contributors spending more than
$250 in a year and, ifsuch
contributor is a natural person,
the report must include
occupation and employer.
Disclosure 47 | The Application must use a 3 Functionality will contain
Reporting control mechanism (i.e. an email CAPTCHA to prevent
returned to Individual which automated submissions.
includes an input access link or
requiring the unscrambling of
text known as a CAPTCHA
system) for submission of
Electioneering Communications
reports via the website if'the
submitter is not an authenticated
user of the Application.
Note: The intent is to prevent
computer generated or fiivolous
submissions of Electioneering
Communications reports.
Disclosure 48 The Application must provide 3 We will add the ability for
Reporting Committees the ability to file Committees to file

Electioneering Communications
expenditures on their regularly
filed disclosure reports. The
entry must be identifiable as an
Electioneering Communications
expenditure and shall include the
data required on the standard
Electioneering Communications
report.

Electioneering
Communications
expenditures on their
regularly filed disclosure
reports.
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Disclosure 49 | The Application must collect 1 The application framework
Reporting Committee ID on contributions meets this requirement.

made from a committee type
contributor.

Note: This is not currently
being collected, but is needed for
determining certain contribution
infractions. Collecting this
inform ation may require
approval ofa new Campaign
Finance rule.

Disclosure 50 | The Application must collect 3 We will add the FEIN on

Reporting Federal Employer Identi fication contributions from a
Number (FEIN) on contributions business entity type
made from a business entity type contributor.
contributor.

Note: This is not currently
being collected, but is needed for
determining certain contribution
infractions. Collecting this
inform ation may require
approval ofa new Campaign
Finance rule.

Disclosure 51 The Application must collect 1 The application framework

Reporting Outstanding Obligations (non- contains non-loan balance
loan debts) balance as ofthe end reporting through a debt
of reporting period on disclosure workspace.
reports.

Documentation 52 | Application documentation shall 1 The application framework
be provided that addresses the contains on-line help. We
usage ofsystem-level features, use RoboHelp to maintain
screen-level features and field- the help and generate
level features. manuals.

Documentation 53 System documentation shall be 1 The application framework
provided that shows how module contains technical
functionality is integrated, shows documentation that
database design, describes supports the application.
backup and recovery procedures
and provides examples ofhow to
write custom queries.

Documentation 54 | Application documentation shall 1 The application framework

be provided that specifi cally
addresses the functionality used
by candidates and committees.

contains on-line help. We
use RoboHelp to maintain
the help and generate
manuals.
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Documentation 55 | Application documentation shall 1 The application framework
explain the purpose ofall contains on-line help. We
administrative finctions and use RoboHelp to maintain
how to utilize them, including the help and generate
the Rules Engine. manuals.

Enforcement 56 | The Application must handle the 1 We have reviewed the three
campaign finance requirements documents and we believe
embedded in the Colorado that the majority of these
Constitution, Colorado Statutes requirements are already
and CDOS Rules. covered in other
Note: It shall be the proposing requirements including the
Vendor’s responsibility to read requirement of a Rules
these three documents (found on Engine.
the CDOS Campaign Finance
website) and to indicate in your
response to this requirement any
items found in the referen ced
documents that will require
customization to or will not be
included in your proposed
system. Therefore, any items
found in the three documents
that require a Response Code of
“27,“3” or “4” should be
individually listed in your
response to this requirement.

It is the opinion of the CDOS
that most requirements found in
these three documents are
addressabl e through user written
rules that are processed through
a Rules Engine.

Enforcement 57 | The Application must 1 The application framework
accumulate the total reports all contributions
contributions firom each made to committees.
committee during a Contribution
Period that were made to a
Political Party’s committees at
all levels and at the State level.

General 58 | Offices and Districts shall only 1 The application framework
be associated with the Candidate meets this requirement.
Committee type.

Penalties 59 | The Application must have the 1 The application framework

capability to calculate, record,
track and display campaign
finance penalties.

meets this requirement.
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Penalties 60 | The Application must have the 1 The application framework
capability to automatically notify meets this requirement.
committees and candidates when
penalties begin accumulating.

Penalties 61 The Application must have the 1 The application framework
capability to record payments of meets this requirement.
campaign finance penalties.

Penalties 62 | The Application must have the 3 The application framework
capability to allow online entry provides the ability for
of penalty waiver requests. administrators to waive

penalties. We will add the
mechanism for request for
waiver penalty ffom the
application.

Penalties 63 | The Application must have the 3 We will add the capability
capability to record and display to display waiver request
penalty waiver request decisions. decisions.

Penalties 64 | The Application must have the 1 The application framework
capability to adjust campaign meets this requirement.
finance penalties and
record/display any adjustments.

Reference Tables 65 | Authorized users must be able to 1 The application framework

maintain a Party Designation
table containing, at a minimum:
o American Constitution Party

Concerns ofthe People

Democratic Party

Colorado Reform Party

Green Party ofColorado

Colorado Libertarian Party

e Natural Law Party

e Republican Party

e Non-Partisan (e.g., for
Regional Transportation
District or a County Special
District)

e Unaffiliated

e None

e Unknown

meets this requirement.
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Reference Tables 66 | Authorized users must be able to 2 The application framework
maintain a Candidate Status currently contains an
table containing, at a minimum: Inactive flag. We will

e Active make this a table containing
e Inactive candidate statuses.

e Pending

e Terminated

Reference Tables 67 | Authorized users must be able to 1 The application framework
maintain an indicator for a meets this requirement.
Candidate to show that the
Candidate isn’t running for
office in the current Election
Cycle, but the candidate’s
Committee is still Active in
order to collect contributions to
pay off debts in order to
Terminate once the debts are
paid off

Reference Tables 68 | Authorized users must be able to 2 The application framework
maintain a Committee Type contains a committee type
table containing, at a minimum: table. We will make it

e 527 Political Organization maintainable by
e Candidate Committee administrators.
e Federal PAC

e Issue Committee

e Political Committee

e Political Party

e Small Donor Committee

Reference Tables 69 | The Application must allow each 1 The application framework
Political Party type committee to meets this requirement.
be associated with one ofthe
parties in the Party Designation
table.

Reference Tables 70 | Authorized users must be able to 1 The application framework
designate each Political Party meets this requirement.
type committee as being a State-
level Political Party or not.

Reference Tables 71 Authorized users must be able to 2 The application framework

maintain a Committee Status

table containing, at a minimum:
e Active

Inactive

Pending

Denied

T erminated

currently contains an
Inactive flag. We will
make this a table containing
committee statuses.
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ID

CDOS Requirement

Response
Code

Vendor Response

Reference Tables

72

Authorized users must be able to
maintain a Jurisdiction table
containing, at a minimum:
e An entry for each of64
Colorado Counties
o Statewide
e Federal

Each table entry shall have
contact name and contact
information included. Each
entry shall have a Home Rule
indicator.

Note: A home rule County does
not have some of the State
campaign finance restrictions
and can have their own defined
contribution limits.

3

We will add a jurisdiction
table.

Reference Tables

73

Authorized users must be able to
maintain an Office table. There
shall be multiple Office records
for each Jurisdiction. Each entry
in the table must include, at a
minimum:

e Jurisdiction ID

e Office Abbreviation

e Office Full Description

Note: For example, within
jurisdiction Statewide, there are
offices for Governor, SOS,
Colorado Senate, Colorado
House, etc. For a County
jurisdiction there are offices like
County Clerk, Treasurer, Sheriff
Special District offices, etc.

The application framework
contains an Offi ce table that
is maintainable including a
statewide distinction. We
will add Jurisdiction.

Reference Tables

74

Authorized users must be able to
maintain a District table that
contains all the Districts
associated with each Office. For
instance, the Office of Governor
would only have Statewide as
the District. The office of
Colorado House would have
sixty-five (65) districts.

The application framework
maintains district numbers
as part of the Office table.
We will move this to a
separate District table.
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Reference Tables 75 The Application must provide 2 The application framework
the ability for an authorized user contains Offi ce/Election
to associate an Election Cycle Cycle combination. We
with each will add
Jurisdiction/Offi ce/District Jurisdiction/Offi ce/District
combination active for that combination.

Election Cycle.

Reference Tables 76 | The Application must provide a 3 The application framework
field in each Committee Type contains committee types
table entry that signifies the type that have reporting periods.
of Contribution Period used by We will add contribution
the Committee for Contribution limits to these reporting
limit processing. The possible periods.
values are:

e Election Cycle of Candidate
Committee used

e Annual period (Jan 1 — Dec
31) used

¢ House of Representative
Election Cycle used

e None

Reference Tables 77 | Authorized users must be able to 1 The application framework
maintain a table of Election meets this requirement.
Cycles for Offices, with title and
start/end dates for each Election
Cycle record.

An example of an Election Cycle
is for the Office of Govemor, the
Election Cycle runs from 31
days following a general election
to 30 days llowing the next
general election for the Office of
Govemor.
Reference Tables 78 | The Application must allow an 2 The application framework

authorized user the ability to add
a new Election Cycle for a
particular

Jurisdiction/Offi ce/District
combination that is an exception.
Note: An example would be a
Recall election or some other
Special Election.

supports special elections.
We will add Jurisdictions to
this process.
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Reference Tables 79 | Authorized users must be able to 3 We will add functionality to
maintain an Event or Tickler support this requirement.
type table that allows the The application framework
application to know when to contains the ability to
automatically take an action. An automatically Email based
example would be ifa candidate on certain events, which
declares that they will abide by a will be expanded upon to
Voluntary Spending Limit and meet this requirement.
then another person declares
their candidacy for the same
offi ce but doesn’t accept the
Voluntary Spending Limit, the
first candidate must be given
notice of this and the right to
withdraw their Voluntary
Spending Limit requirement
within 10 days. At the end of 10
days, the first candidate’s
position on Voluntary Spending
is then frozen, unless a later
action triggers a new window of
action.

The application must have an
automated way for actions to be
triggered based upon events and
timings.

Reference Tables 80 | The Application must allow an 1 The application framework
authorized user the ability to contains reason codes.
add/modify Reason Codes in a
Reason Code table.

Reference Tables 81 The Application must allow an 3 The application framework
authorized user the ability to contains notifications. We
add/modify notification text in a will make these table-
Notification table. driven and allow authorized

users to modify them.

Reference Tables 82 | The Application must allow an 3 The application framework

authorized user the ability to
identify fields within a
Notification that are to be filled
in by the Application during
notification generation.

For example, the notification
might have fields to be
completed by the Application for
name, address or an action due
date.

contains notifications with
fields within a notification
that are filled in by the
application. We will allow
authorized users the ability
to identify dynamic fields.
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Req.

ID

CDOS Requirement

Response
Code

Vendor Response

Reference Tables

83

Authorized users must be able to
maintain a Contributor Type
table containing, at a minimum:
527 Political Organization
Candidate Committee
Federal PAC

Issue Committee

Political Committee
Political Party

Small Donor Committee
Corporation

LLC

Partnership

Labor Union

Individual (Natural Person)
Other

Unknown

1

The application framework
meets this requirement.

Reference Tables

84

Authorized users must be able to
maintain a table of Contribution
Limits by Jurisdiction and
Committee Type.

The application framework
contains contribution limits.
We will make these table-
driven and allow authorized
users to modify them.

Reference Tables

85

Authorized users must be able to
maintain a table of Spending
Limits. The limits shall have
start and end dates because the
application must allow the limits
to be periodically adjusted by the
Secretary of State per statute.

The application framework
contains spending limits.
We will make these table-
driven and allow authorized
users to modify them.
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Reference Tables

86

Authorized users must be able to
maintain a Reporting Calendar
table that contains all the
reporting calendars, including
reporting periods and due dates.
The table must include, at a
minimum:

Reporting Calendar Title
Year

Multiple Reporting Periods
A Report Due Date for each
Reporting Period

Note: An Application
requirement exists elsewhere in
this table that requires the
application to assign the proper
Reporting Calendar to each
Committee based upon
jurisdiction, previous year
reporting schedule of The
Committee and whether or not
the Committee is for a Special
District.

1

The application framework
contains reporting
schedules.

Reference Tables

87

Authorized users must be able to
maintain a Delinquency Rate
table. Currently, there is only
one type of delinquency which
is:

Standard

$50 (charge for each day
delinquent)

The application framework
meets this requirement.

Registration

88

The Application must allow

candidates and committees to
enter their registration data on
the campaign finance website.

The application framework
meets this requirement.

Registration

89

The Application must place
candidate and committee
registration data in a pending
status on the campaign finance
website until an authorized user
has received the properly signed
paperwork and changes the
status to denied or approved.

The application framework
meets this requirement.
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Registration

90

The Application must have a
feature to record and track
registrant filing fees.

Note: Colorado doesn’t
currently charge registration
fees, but would prefer being
prepared should new legislation
require it.

3

The application framework
does not currently do this
although it is an
enhancement that is in the
Maine Campaign finance
system and has already
been identified a future
feature ofthe application
framework.

Reports

91

The Application must allow
reports to be generated afier
certain criteria are speci fied
including:

e Candidate

e Committee
Jurisdiction
e Office

e District

o Election Cycle

e Reporting Cycle

e Reporting Period

e Contribution Source
e Contributor’s Name

e Contributor’s Location — Zip
code(s)

e Contributor’s Employer

o Contributor’s Occupation

o Expenditure Type

¢ Expenditure Recipient Name

e Expenditure Recipient
Location - Zip code(s)

e Loan Mortgagee

e [oan Mortgagee Location —
Zip code(s)

The application framework
meets this requirement.

Reports

92

The Application must allow the
report selection criteria to be
printed on a report cover page,
along with the user name of
requestor and date/time
generated.

We will add a report cover
page.
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Reports 93 The Application shall allow 2 The application framework
CDOS and County authorized contains:
users the ability to run the e Committee Listing
fllowing Committee reports .
. - - e Committee
with an option to direct output to Delinquencies
PDF or Spreadsheet: q
e Committee Listing e Committee Financial
e Committee Delinquencies Summary
) ) : ¢ Pending Committee
e Committee Financial Listing
Summary
) ) . e Committee Registered
¢ Pending Committee Listing Agent Listing
e Committee Registered Agent We will add:
Listing e Committees without a
e Committees without a Reporting Calendar
Reporting Calendar Assignment Listing
Assignment Listing e Committees with
e Committees with Delinquencies Closed
Delinquencies Closed (daily (dal}y batch job of that
batch job ofthat day’s day’s closures)
closures) e Committee Registration
e Committee Registration Changes (c}ally batch job
Changes (daily batch job of of that day’s changes)
that day’s changes)
Reports 94 | The Application shall allow 2 The application framework

CDOS and County authorized
users the ability to run the
Pllowing Candidate reports with
an option to direct output to PDF
or Spreadsheet:

e Candidate Listing

¢ Candidate Delinquencies

e Candidate Financial
Summary

e Candidates without a
Committee assigned

contains:
e Candidate Listing

o Candidate Delinquencies

e Candidate Financial
Summary
We will add:
e Candidates without a
Committee assigned
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Reports 95 The Application shall allow 2 The application framework

CDOS and County authorized
users the ability to run the
following Contribution reports
with an option to direct output to
PDF or Spreadsheet:
o Contributions Received by a
Committee — Detail

¢ Contributions Received by
Committees - Summary

¢ Contributions Received by
Contributor’s Employer —
Summary

¢ Contributions Received by
Contributor’s Occupation —
Summary

¢ Contributions Received by
Contributor’s Zip Code —
Summary

o Contributions Received by
Contributor’s Type —
Summary

e Contributions Received as
Monetary and In-Kind —
Summary

e Contributions Received from
Major Contributors — Detail

e Contributions Received from
Major Contributors —
Summary

contains:
e Contributions Received
by a Committee — Detail

e Contributions Received
by Committees -
Summary

e Contributions Received
by Contributor’s Zip
Code — Summary

We will add:

e Contributions Received
by Contributor’s
Employer — Summary

e Contributions Received
by Contributor’s
Occupation — Summary

¢ Contributions Received
by Contributor's Type —
Summary

e Contributions Received
as Monetary and In-
Kind — Summary

e Contributions Received
from Major Contributors
— Detail

e Contributions Received
from Major Contributors
— Summary
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Reports 96 | The Application shall allow 2 The application framework
CDOS and County authorized contains:
users the ability to run the ¢ Expenditures Made by a
following Expenditure reports Committee — Detail
with an option to direct output to « Expenditures Made by
PDF or Spreadsheet: .
. Committees - Summary
¢ Expenditures Made by a
Committee — Detail e Expenditures Made by
Zip Code — Summ
o Expenditures Made by P i ummary
Committees - Summ We will add:
ay e Expenditures Made by
e Expenditures Made by Payee Payee — Summary
~ Summary e Expenditures Made as
e Expenditures Made by Zip Monetary and In-Kind —
Code — Summary Summary
e Expenditures Made as ¢ Independent
Monetary and In-Kind — Expenditures — Detail
Summary e Electioneering
o Independent Expenditures — Expenditures — Detail
Detail
o Electioneering Expenditures
— Detail
Reports 97 | The Application shall allow 2 The application framework

CDOS and County authorized
users the ability to run the
following Loan reports with an
option to direct output to PDF or
Spreadsheet:

e Loans by Committee — Detail

e Loans by Committees -
Summary

e Loans by Mortgagee —
Summary

o Loans by Mortgagee Zip
Code - Summary

contains:
e Loans by Committee —
Detail

e Loans by Committees -
Summary

We will add:
e Loans by Mortgagee —
Summary

e Loans by Mortgagee Zip
Code - Summary
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Reports 98 The Application shall allow 2 The application framework
CDOS and County authorized contains:
users the ability to run the e Disclosure Reports
fllowing Disclosure Overdue by Due Date
ngw with an e Disclosure Reports Filed
option to direct output to PDF or but Late
Spreadsheet:
e Disclosure Reports Overdue .
by Due Date We will add:
: : ¢ Disclosure Reports Filed
¢ Disclosure Reports Filed but with Conditional
Late A
cceptance
. Disclgs'ure Reports Filed with e Committee Disclosure
Conditional Acceptance Reporting History
e Committee Disclosure
Reporting History
Reports 99 | The Application shall allow 2 This functionality exists
CDOS and County authorized within the application
users the ability to run the framework. However, it is
following Security reports with on an administration screen
an option to direct output to PDF and not in report format to
or Spreadsheet: be output to PDF or
o List of User IDs Spreadsheet. We will put it
e List of User IDs with in a report.
inactivated Passwords
Include user name, jurisdiction,
organization, email address and
date of last access into the
Application with each User ID.
Reports 100 | The Contractor shall provide up 3 We are prepared to develop
to fifteen (15) additional reports up to fiffeen additional
to be created during the Software reports.
Customization phase of the
project.
Rules Engine 101 | The Application must include a 1 The application framework

Rules-based Engine that
authorized users can use to build
rules that, when executed, can
return a pass or fail indicator,
reason code, and/or a computed
value.

Note: The Rules-based Engine
will allow authorized users with
the ability to provide the
Application with a majority of
the Statute requirements around
en forcement.

meets this requirement.
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Rules Engine

102

The Rules Engine must be
capabl e of utilizing all database
elements needed by a rule to
determine ifcampaign finance
statutes or rules have been
violated.

1

The application framework
meets this requirement.

Searching

103

The Application shall allow
Basic searches using commonly
used criteria categories and
allow the user to perform an
Advanced search which expands
the criteria categories.

The application framework
meets this requirement.

Searching

104

The Application shall allow
columnar search results to be
sorted in ascending or
descending order by the user
clicking the column header of
the column to be used for
sorting.

The application framework
meets this requirement.

Searching

105

The Application shall allow a
search for Candidates based
upon one or more of the
following data items as search
criteria:

e Candidate ID (exact match)
Last Name (wildcard
capability)

o First Name (wildcard
capability)

e Jurisdiction (drop down
selection)

e Office (drop down selection)

e District (drop down
selection)

Expenditures by Amount
Range

The application framework
provides searching for
everything except District
and Jurisdiction. Wewill
add that functionality.
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Searching

106

The Application shall allow a
search for Committees based
upon one or more of the
following data items as search
criteria:
o Name (wildcard capability)
e Committee ID (exact match)
e Type (drop down selection)
e Registered Agent (wildcard
capability)
e Jurisdiction (drop down
selection)
e Office (drop down selection)

o District (drop down
selection)

o Purpose (wildcard capability)

¢ Contributions by Amount
Range

e Expenditures by Amount
Range

e Loans by Original Amount
Range

e Loans by Balance Amount
Range

2

The application framework
provides searching for
everything except District,
Jurisdiction, Registered
Agent, Purpose, and Loans.
We will add that

fun ctionality.

Searching

107

The Application shall allow a
search for Contributions based
upon one or more of the
fllowing data items as search
criteria:
e Contributor Last Name
(wildcard capability)

Amount Low Range (exact)

Amount High Range (exact)

Begin Date (exact)
End Date (exact)

e Recipient Committee Name
(wildcard capab.)

The application framework
meets this requirement.
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Searching

108

The Application shall allow a
search ©or Expenditures based
upon one or more of the
following data items as search
criteria:
e Payee Name (wildcard
capability)

Amount Low Range (exact)
Amount High Range (exact)

Begin Date (exact)
End Date (exact)

Payer Name (wildcard
capability)

1

The application framework
meets this requirement.

Searching

109

The Application shall allow a
search for Independent
Expenditures based upon one or
more of the ©ollowing data items
as search criteria:
e Candidate Last Name
(wildcard capability)

Begin Date (exact)
End Date (exact)

OR
Jurisdiction (drop down
selection)

Office (drop down selection)

District (drop down
selection)

Election Cycle (drop down
selection)

We will add searching for
Independent Expenditures.
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Searching

110

The Application shall allow a
search for Electioneering
Reports based upon one or more
ofthe ©llowing data items as
search criteria:

By Report Filer

e Report Filer Last Name or
Entity Name (wildcard
capability)

e Report Filer First Name if
individual (wildcard
capability)

OR
By Candidate

e Candidate Last Name

(wildcard capability)

e Candidate First Name
(wildcard capability)

OR
By Contributor

e Organization Name (wildcard
capability)

o Contributor Last Name or
Entity Name (wildcard
capability)

o Contributor First Name if
individual (wildcard
capability)

3

We will add searching for
Electioneering Reports.

Searching

111

The Application shall allow a
search ©or Major Contributors
based upon one or more of the
fllowing data items as search
criteria:
e Recipient Committee Name
(wildcard capab.)

o Contributor Last Name or
Entity name (wildcard
capability)

e Election Cycle (drop down
selection)

o Jurisdiction (drop down
selection)

We will add searching for
Major Contributions.
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Response
Code
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Searching

112

The Application shall allow a
search for Registered Agents
based upon one or more ofthe
following data items as search
criteria:
e Last Name (wildcard
capability)

e First Name (wildcard
capability)

1

The application framework
meets this requirement.

Searching

113

The Application shall allow a
search for Political Race History
based upon all the following data
items as search criteria:
o Election Cycle (drop down
selection)

e Jurisdiction (drop down
selection)

e Office (drop down selection)

e District (drop down selection,
ifneeded)

The search results for Political
Race History shall contain:
e The search criteria

e The name of each candidate
in the race

e Contribution total for each
candidate

e Expenditure total for each
candidate

e Loan original amount total
for each candidate

e [ oan balance amount for
each candidate

The application framework
maintains political race
history. We will add
searching functionality on
race history.
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Requirement
Category

Req.

ID

CDOS Requirement

Response
Code

Vendor Response

Searching

114

The Application shall allow a
search ©or Documents and
Manual Filings based upon one
or more ofthe following data
items as search criteria:
e Candidate Last Name
(wildcard capability)
e Candidate First Name
(wildcard capability)
e Committee Name (wildcard
capability)
e Document ID Number (exact)
e Document Category Type
(drop down)
e Begin Date (exact)
e End Date (exact)

Note: Must enter, at a
minimum, Candidate Last Name,
Committee Name, Document ID
or Document Category Type. If
Document Category Type only
is used, then Begin and End Date
required.

3

The application framework
stores documents. We will
add search capability.

Searching

115

The Application drop down
boxes for Offices and Districts
will be limited to the values
associated with the next higher
level.

For example, once a Jurisdiction
is chosen, the Office drop down
should only show Offices
associated with the chosen
Jurisdiction. Likewise, once an
Office is chosen, the District
drop down should only show
Districts associated with the
previously chosen Jurisdiction
and Office.

This should be applicable
throughout the Application, not
just Searching.

The application framework
filters down on search drop
down boxes. We will
continue this with addition
of Jurisdiction.

Security

116

Individual User level
authentication for access to the
system must be provided.

The application framework
meets this requirement.
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Re((:]:tlerge(l)nr;nt RIe]()] CDOS Requirement Re(sj[())((;lése Vendor Response

Security 117 | The Application shall have a 3 We will add this
mechanism to deter fraudulent fun ctionality.
usage ofcampaign finance data
for mailing list purposes. For
example, the use ofa ““salt” that
would result in the owner of
contact information being alerted
iftheir data is being used
wrong fully by another party.

Security 118 | The Application must provide 1 The application framework
the ability for an authorized user meets this requirement.
to initiate a process to assign a
User ID and Temporary
Password to a new user and
notify the new user ofthe
assignment.

Security 119 | The Application must have a 1 The application framework
mechanism to limit the time that meets this requirement.

a Temporary Password is valid. Users are required to
change their password on
the next login.

Security 120 | The Application must have the 1 The application framework
ability for an authorized user to meets this requirement.
change their Password and to
then notify that user by email
that there Password was
changed.

Security 121 | The Application must have the 2 The application framework
ability to associate a unique requires unique User IDs.
email address with each unique We do not currently force
User ID. unique email addresses
Note: The user’s email address since some Election
will be used for communicating Divisions have explicitly
Temporary Passwords. requested this not be the

case. We could certainly
add this.

Security 122 | The Application must have the 1 The application framework
ability for an authorized user to meets this requirement.
terminate a User ID.

Security 123 | The Application must have the 3 We will add this
ability to inactivate a user’s fun ctionality.

Password if the user has not

logged into the Application ina

speci fied number o fdays since

the current Password was

assigned.

Security 124 | The Application must have the 3 We will add the ability to
ability to restrict user authority restrict user authority to a
to a particular jurisdiction. particular Jurisdiction.

Security 125 | Group level authentication to 1 The application framework

restrict access to specific
functionality within the system
must be provided.

meets this requirement.

Colorado Campaign Finance Contract # 09VAA00010, Exhibit C

Page C-35




R%l:t{cl;(l)nr;ﬂt RIe]()] CDOS Requirement Re(sj[())((;lése Vendor Response

Security 126 | Authorized users must have the 1 The application framework
ability to cause the system to meets this requirement.
reset a Password and notify the
affected user ofthe change.

Security 127 | The System must provide access 2 The application framework
security to enable/disable has security at the
inquire, add, modify and delete functional level and not the
capability for specific users. action level. We can extend

security to the action level.

Support 128 | The Contractor shall provide 1 This is covered in our
Warranty period Support ffom proposal.

Implementation Rollout through
October 2009.

Support 129 | The Contractor shall provide 1 This is covered in our
Annual Application Support proposal.
with staff availability between
8am and Spm, Mountain Time,

Monday through Friday,
excluding holidays, including a
toll-free number for reaching
Application Support staff

Support 130 | The Contractor shall provide 1 This is covered in our
Annual Maintenance Support. proposal.

Support 131 | The Contractor shall provide 1 This is covered in our
Annual Operations Support. proposal.

Support 132 | The Contractor shall provide 1 This is covered in our
Annual Application proposal.

Development Support on an as
needed basis, billable on an
hourly basis.

Ticklers 133 | The Application must have a 1 The application framework
tickler feature that triggers an sends Emails when events
event based upon some other are triggered within the
event occurring (e.g., past due system. Reports are
report, certain number ofdays scheduled based on criteria
passing without arequired action being met.
occurring). The triggered event
could be a report entry, email
message, assigned task, etc.

Training 134 | The Contractor shall provide 1 This is covered in our

Application classroom training
to accommodate sixty-four (64)
County Clerk repres entatives
and ten (10) CDOS personnel.
This training will be conducted
at the CDOS office and at three
regional locations throughout
Colorado. This training shall be
conducted within a 60-day
period prior to Implementation
Rollout.

proposal.
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Requirement
Category

Req.

ID

CDOS Requirement

Response
Code

Vendor Response

Training

135

The Contractor shall provide
Application classroom training
to accommodate four-hundred
(400) Committee agents. This
training will be conducted at the
CDOS office and at three
regional locations throughout
Colorado. This training shall be
conducted within a 60-day
period prior to Implementation
Rollout.

1

This is covered in our
proposal.

Training

136

The Contractor shall provide
training, in the System’s
Databas e structure, for two (2)
CDOS database administrators
in order to convey the
knowledge needed to generate
custom database queries. This
training will be conducted as
part of the onsite Warranty
Period support.

This is covered in our
proposal.

Training

137

The Contractor will provide all
training materials to training
participants and the training
materials will be kept by the
training participant.

This is covered in our
proposal.

Usability

138

The Application must comply
with the accessibility standards
for electronic and information
technology covered by Section
508 ofthe Rehabilitation Act
Amendments of 1998.

The application framework
meets this requirement.

Usability

139

The Application shall include a
Help feature that allows access
to topics by table of contents,
index or search keyword.

The application framework
meets this requirement.

Usability

140

The Application shall include
access to screen level user help
(popup or second browser
instance) from each screen
(webpage).

The application framework
meets this requirement.

Usability

141

The Campaign Finance website
shall contain access to
Frequently Asked Questions,
User Documentation, Search
Help Guides, and Canned (pre-
written, often used) Reports.

The application framework
contains on-line help. We
use RoboHelp to maintain
the help and generate
manuals.
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R%l:t{cl;(l)nr;ﬂt RIe]()] CDOS Requirement Re(sj[())((;lése Vendor Response

Usability 142 | The Application must provide a 1 The application framework
“Confirm” feature when provides con firmation
performing deletes. The messages for every delete.
capability to disable the feature We can remove those that
for specific delete functions shall are not wanted.
be available.

Usability 143 | The Application must allow a 1 The application framework
mechanism to specify mandatory contains a mechanism to
data entry fields. speci fy mandatory data

entry fields. These are
indicated by a red asterisks
and user friendly messages.

Usability 144 | The Application must allow the 2 The application framework
user to define default values for contains a mechanism to
certain screen fields. speci fy mandatory data

entry fields. We can add
the ability to have
administrators define
default values.

Usability 145 | The Application must 2 The application framework
automatically insert delimiting converts data and removes
characters for fields that have a delimiting characters before
mask (e.g., slashes and storing. This allows us to
hyphens). accept data entry in various

formats. We could add
delimiting characters
instead.

Web 146 | The Application must be web- 1 The application framework
enabled for all users, including meets this requirement.
CDOS and County users,
candidates, committees and the
public.

Web 147 | The Application shall provide 1 The application framework

Web access to transaction detail
until the data are archived.

meets this requirement.
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State of Colorado

Department of State

Campaign Finance Contract# 09VAA00010
Exhibit D
Contractor Key Personnel
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The following Quest Information Systems, Inc. staff is assigned as key personnel on the
Colorado Campaign Finance project:

POSITION EMPLOYEE NAME
Executive Leader Dave Kleiman, SVP
Project M anager Ron VandenBoom
Business Analy st Dave Baker
Product Architect Brent Sandquist
Database Analyst JD Anderson
Application Support M anager Scott Lee
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Colorado Campaign Finance System
Application Maintenance & Support
Agreement
between

State of Colorado
Department of State

and

Contract # 09VAA00010
Exhibit E
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1. INTRODUCTION

1.1 Overview

Quest Information Services, Inc. (“Quest’) was selected to provide its
FirstTuesday® campaign finance software product along with Colorado
customization (“Product”) to the Colorado Department of State (“CDOS”) as a result
of CDOS Request for Proposals (RFP) number CDOS-CF-08-01 and subsequent
Contract #09VAA00010. Quest will provide Product support as defined in this
Application Maintenance & Support Agreement (“Agreement’), which is
incorporated in Contract #09VAA00010 as an Exhibit.

1.2Scope

This support agreement addresses three (3) areas of Product support. The areas
are:

e Application Maintenance Support
e Application User Support
e Application Enhancement Support

These three support areas are each addressed in this Agreement. Quest has
developed long-temm business plans to support and enhance the Product for
Colorado and other states. Quest will provide support per this Agreement for its
Product, including all Product customizations and enhancements created as a result
of Contract #09VAA00010 and this Agreement. This Agreement does not apply to
any hardware, the network or any software not part of the Product. The hardware,
network and software not a part of the FirstTuesday® Product will be supported
under a separate agreement for Operations Support.

1.3Term of Agreement

This Agreement will commence at the completion of a Warranty support period that
extends for 4-months after Product deploymentin Colorado. This Agreement will be
in effect for the initial term of the Contract, as defined in §5A of the Contract, and may
be renewed per §5B of the Contract.

2. APPLICATION MAINTENANCE SUPPORT

2.1 Definition

Application Maintenance Supportincludes the maintenance of Product software and
documentation. This maintenance indudes the correction of Product defects found
by CDOS or Quest and the implementation of Product updates proposed by Quest.

2.2Product Defects

During the term of this Agreement, CDOS or Quest may identify defects in the
Application software that must be addressed. A defect will be assigned a Severity
Level of 1, 2 or 3 as defined in this agreement in Section 6 — Support Priority
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Levels. Quest will provide technical support staff to investigate and correct defects
found in the Application software and to deploy corrected software in a timely
manner as defined in Section 6. Software includes the Application
source/executable code and associated documentation.

2.3Product Updates

During the term of this Agreement, Quest will continue to update the Product to
improve efficiencies and features and to take advantage of technology
advancements. Quest updates to the Product will follow approved Change Control
processes, without associated costs unless agreed to by both CDOS and Quest.
Quest will keep CDOS apprised of such updates and will coordinate the deployment
of any updates with CDOS. Quest will fumish changes to Product documentation
that may occur as a result of Product software updates. Quest will provide CDOS
with an updated version of product source code and will install updated executable
code in all environments (production, test and training).

3. APPLICATION USER SUPPORT

3.1 Definition

Application User Support addresses questions or problems users are having with
using the campaign finance Product. The responsibilities and activities associated
with user support are defined in this Section for each of three (3) tier levels. Tier
Level 1 is handled by CDOS personnel and Tier Levels 2 and 3 are addressed by

Quest personnel.
3.2Tier 1 User Support

Tier 1 user support is provided by CDOS personnel. Tier 1 support will include
CDOS campaign finance specialists and supervisors. This support is provided to
Colorado county and CDOS Product users. Any Product question or problem that
cannot be addressed at the Tier 1 support level will be escalated to Quest Tier 2
user support. The CDOS Tier 1 support staff has the following responsibilities
under this Agreement:

e Maintain phone numbers and email addresses for Tier 1 support
personnel.

e Maintain a strong working knowledge of the Product and a hands-on
proficiency for using the Product.

e Accept phone calls, emails and system notifications from Colorado county
and state users related to campaign finance.

e Address questions and problems from users regarding usage of the
Product.

e Address questions regarding Colorado campaign finance policies and
procedures.

e Address usersecurityissues, induding password problems.
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¢ Investigate and provide advice regarding connectivity problems.

¢ Identify requests that may be considered enhancements to the Product

and record them for evaluation by the CDOS change control board.
Product enhancement requests that are approved by the CDOS change
control board will be handled according to procedures defined in this
Agreementin Section 4 — Application Development Support.

e Escalate questions and problems to the Tier 2 level, which cannot be

resolved at the Tier 1 level. Supporting documentation such as screen
shots, reports and explanations shall be included when contacting Tier 2
support.

3.3Tier 2 User Support

Tier 2 user support is provided by Quest personnel. This support is provided to
Colorado Tier 1 support staff. Any Product question or problem that cannot be
addressed at the Tier 1 support level will be escalated to Quest Tier 2 user support.
The Quest Tier 2 support staff has the following responsibilities under this
Agreement:

Maintain a phone number and email address to reach Tier 2 support at
Quest.

Provide Application Support staffing from 7:30am until 5:00pm Mountain
Time during CDOS business days.

Review supporting documentation provided by Tier 1 support.

Provide answers or solutions to Tier 1 requests in a timely manner as
defined in Section 6 — Support Priority Levels.

Communications from Tier 2 support to CDOS should be directed to Tier 1
support personnel unless specifically directed elsewhere by Tier 1
support.

Maintain knowledge of the Product architecture and design, as well as the
technologies and tools used to develop the Product.

Escalate the problem to Tier 3 support personnel when the problem
cannot be resolved or itis detemined that there is a Product defect.

3.4Tier 3 User Support

Tier 3 usersupportis provided by Quest personnel. This supportis provided to Tier
1 support personnel either directly or through Tier 2 support personnel. The Quest
Tier 3 supportstaff has the following responsibilities under this Agreement:

As an aggregate group, maintain software developer level knowledge of
the Product source code and database schema, possess knowledge of
the theory of Product operation, have knowledge of the Product’s system
architecture and design, and know the technologies and tools used to
develop the Product.
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e Provide Application Support staffing from 7:30am until 5:00pm Mountain
Time during CDOS business days.

e Create, test and deploy software updates to correct defects in the Product.

e Schedule, with the coordination of CDOS Tier 1 staff, the deployment of
Product defect corrections.

¢ DeployProduct changes to the production, test and training environments.

e In the case of a Product defect that causes or contributes to any data
issue, Tier 3 support staff will, at a minimum, consult with CDOS
management staff on options to resolve the data issue. Quest will provide
technical analysis and advice to CDOS, but CDOS will retain responsibility
for the safety, condition and accuracy of the production data.

e When there are data issues to be addressed, Quest and Tier 3 support
staff might offer, at Quest's sole option, some combination of the following
in support of CDOS:

o Make a recommendation that Product users manually correct the
data.

o Offer a procedure that CDOS can apply to correct the data in the
production environment, after the procedure has been tested in the
test environment.

o Offer one or more scripts to CDOS that can make automated
corrections to data records in the production environment. After the
scripts have been tested in the test environment, Quest will execute
the scripts in the production with CDOS approval.

e Communications from Tier 3 supportto CDOS should be directed to Tier 1
support personnel unless specifically directed elsewhere by Tier 1
support.

4. APPLICATION DEVELOPMENT SUPPORT

4.1 Definition

At times CDOS may require changes to the Product to support the needs of CDOS.
Typically, these requests will be generated as a result of legislative or rules changes
impacting campaign finance.

4.2Process

The process involved in completing an enhancement to the Product includes the
following:

e ACDOS request for a modification to the Product will be submitted to Quest
in the form of a Change Request, with as much supporting detail as possible.

e Questmay ask for clarifying information from CDOS.
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e Questcompletes an evaluation of the change and adds their approach to
making the change, projected schedule and cost estimates to the Change
Request. Cost estimates for labor will be computed using upon houry rates
defined in the Contract, Exhibit B.

e CDOS evaluates the approach, schedule and cost of completing the Change
Request. CDOS may approve the Change Request, cancel the Change
Request, discuss alternative approaches with Quest, discuss the possibility
of modifying the Change Request cost from a time and materials estimate to
a fixed cost.

¢ When CDOS and Quest both agree to the Change Request content, the
Change Requestis approved by both parties and the work is scheduled.

¢ Upon the completion of the Change Request tasks, the deploymentis
scheduled and executed. Change Request tasks will include User Testing
and signoff.

¢ Questwil Provide CDOS with an updated version of product source code
and install updated executable code in all environments (production, test and
training)

e CDOS pays the Change Request invoice upon successful deployment of the
change.

4.3 Development Services
Queststaff may perform the following product related services for CDOS.
e Project Management
e Software Requirements Gathering and Documentation
e Design Services
e Software Development
e Unitand System Testing
e Data Conversion and Migration

e Help and User Documentation Updates

5. PRODUCT ACCESS FOR SUPPORT

5.1 Definition

In order to support the Application, Quest requires remote access to the data center
where the Product is hosted.

5.2Access

As long as Quest is under contract to provide Operations Support, they will have
remote access to the production, test and training environments at the hosting
location. If Operations Support is handled by someone other than Quest, but Quest
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continues to have an Application Maintenance and Support Agreement, CDOS will
provide Quest remote access to the production, test and training environments at
the hosting location. This remote access is provided for Quest's expert problem
analysis and for software update deployment. This provision allows Quest to
accomplish the tasks associated with this Agreement without having pemanent
Queststaff co-located at the hosting location.

6. SUPPORT PRIORITY LEVELS

6.1 Definition

This Agreement defines four (4) Support Priority Levels. Each priority level has a
corresponding severity level. These levels of support are applicable to Application
Maintenance Support and Application User Support items that have been escalated
to Quest Tier 2 or Tier 3 support. For Maintenance Support items, the Target
Resolution Time Goal is the time needed to make corrections and perform a test
environment build for CDOS verification of corrections.

The following table defines the four Priority Levels.
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APPLICATION SUPPORT PRIORITY LEVELS
PRIORITY 4 3 2 1
SE::;':V Enhancement Error Critical System Failure
Definition | The Produdtis Systemis functioning | A core No Product
functioning as butis hampered by component of feature is
specified. Incidentis | an error or threat to Productis no currently
an enhancement future productivity. A | longer functional | functioning
request ornew work-around can be and a suitable
feature suggestion to | implemented and work-around is
beindudedina used until further not available.
future release of the | analysisis
Product. perfomed.
Questions escalated
to Quest Tier 2 or
Tier 3 Support that
are detemined not to
be a Product error
and answered within
1 business day.
Response | Tobe mutually 1 business day 1 Hour 1/2 hour
Time agreed case by case.
Target Future release Next scheduled build | 24 hours 2 hours.
Resolution | subjectto approved release or 2 weeks.
Time Goal | change order.

7. SUPPORT COSTS
7.1Costs

The monthly rate for Application Maintenance and Support services, beginning after
the four-month Product warranty period shall be as follows:

Months Monthly Rate
1-24 $4,000
25-36 $8,400
37-48 $8,820
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