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Since the events of September 11,
2001,Colorado lawyers have faced
a number of challenges as laws af-

fecting travel, civil liberties, and interna-
tional commerce have changed. Un-
noticed by many in the Bar are laws that
impose obligations on businesses and in-
dividuals, including lawyers, to avoid
unauthorized dealings with clients
whose names appear on federal “blocked
persons” lists and the potential liability
for noncompliance with those laws.This
article outlines some of these principal
obligations. It also suggests measures at-
torneys can take to prevent inadvertent
violations of federal export regulations.

Homeland Security, 
Export Regulations, and
The Practice of Law

At the core of the U.S. Department of
Homeland Security (“Homeland Securi-
ty”) anti-terrorism efforts are controls de-
signed to deprive terrorist entities of
funds and technology. These “anti-ter-
rorism controls” sometimes are referred
to as “non-proliferation initiatives,” inas-
much as their goal is to impede the pro-
liferation of munitions or weapons-ap-
plicable technologies and the funds re-
quired for their application. These non-
proliferation controls affect with whom
U.S. persons can do business, what sort
of business can be conducted, and how
that business may be pursued. All of
these laws impact privacy and security
concerns in today’s society.

To be effective, anti-terrorism controls
must reach the street level of com-
merce—that is, from the largest compa-
ny to the smallest. Law firms conducting
international business or doing business
with foreign persons naturally are sub-
ject to these federal regulatory controls.
To prevent an inadvertent violation of
anti-terrorism controls and face the risk
of potential penalties, law firms, as with
any other U.S. businesses, need to be
aware of these regulations and imple-
ment measures to prevent potential vio-
lations.

Together with other Homeland Secu-
rity efforts and related foreign policy ini-
tiatives,U.S. export controls,which affect
the “who,” “what,” and “how” of interna-
tional business, have a broad and extra-
territorial reach. As discussed below,
penalties for noncompliance are severe,
reflecting the national security impera-
tive behind the regulations. The under-
lying national security imperative and
possible penalties emphasize the need
for compliance.

Unfortunately, the anti-terrorism
laws render illegal otherwise legal com-
mercial conduct, thereby making com-
pliance difficult. To complicate matters,
these laws are enforced simultaneously
by a number of agencies. Often the agen-
cies have seemingly conflicting regula-
tions. Further, a particular agency’s
rules are complicated to the degree that
the U.S. Bureau of Immigration and
Customs Enforcement (“U.S. Customs”)
officials charged with their enforcement
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can inadvertently make mistakes in ap-
plying them.

Laws Governing Business
Relationships

Federal anti-terrorism controls capture
virtually every aspect of international
commerce. For example, these controls
reach, but are not limited to:

• Financial transactions involving any-
thing of value

• The provision of services of any sort,
including legal services

• Dealership agreements
• Distribution arrangements
• Stock transfers
• Exports of know-how
• Technology transfers
• Employment of non-U.S. staff
• Exports of goods out of the United

States
• Mere proposals for certain exports.1
The federal government’s most sweep-

ing anti-proliferation initiatives involve
restrictions on the entities or persons with
whom U.S. persons may conduct business.
Violations of these restrictions present the
easiest prosecutions, because they require
only a demonstration that business took
place with a prohibited party. Complying
with these laws, however, may prove diffi-
cult without a clear understanding of the
regulations issued by several U.S. depart-
ments which, at times, have overlapping
jurisdiction.

The U.S. Departments of Commerce,
Treasury, and State issue different lists of
parties with whom U.S. parties are pro-
hibited from conducting business. Doing
business—which includes providing legal
services—with parties included on any of
those lists may result in criminal and ad-
ministrative penalties for a law firm. A
number of exceptions, however, apply to
certain transactions with certain parties.
Consulting the regulations themselves
and a specialist in the field is recommend-
ed because the exceptions often are not
published. Following is a brief summary
of these list-based anti-terrorism restric-
tions.These prohibited-party lists are on-
line, and the Appendix to this article pro-
vides a listing of the websites.

Treasury Department 
Regulations

The Department of Treasury, through
the Office of Foreign Assets Control
(“OFAC”), regulates and implements con-
trols brought under the Trading with the
Enemy Act, as amended;2 the Interna-

tional Economic Emergency Powers Act
(“IEEPA”);3 and several other laws direct-
ed at specific countries.4 OFAC prohibits
or restricts trade with certain countries
and an ever-growing directory of individ-
uals and companies.5

Specially Designated Nationals
List: OFAC maintains the primary list of
concern for U.S. companies doing business
with foreign parties: the Specially Desig-
nated Nationals List (“SDN List”).6 The
SDN List includes terrorists, drug traf-
fickers, and persons or companies acting
on behalf of embargoed countries, territo-
ries, and drug traffickers. When the U.S.
government determines that a party is a
buyer for an embargoed country, the U.S.
government “specially designates” this
party as a national of that country.

Inclusion on the SDN List can occur at
any time, even during the pendency of a
transaction with a U.S. company or while
a party is a client of a U.S. law firm. Ab-
sent provisions in the OFAC regulations,7
or a license from OFAC, U.S. persons (in-
cluding lawyers) and companies (includ-
ing law firms) are not allowed to conduct
business with individuals or entities in-
cluded on the SDN List. License applica-
tions to conduct business with a party in-
cluded on the SDN List may be filed with
OFAC. As of August 10, 2004, the list ran
more than 143 pages, with an additional
forty-seven pages of changes since Janu-
ary 1, 2004.8

Specially Designated Global Terror-
ists: The SDN List also includes Special-
ly Designated Global Terrorists (“SDGT”).
As the federal government identifies indi-
viduals or companies considered to be “as-
sociated with” terrorist-supporting enti-
ties, these individuals and companies can
be designated as SDGT and added to the
SDN List. U.S. persons, companies, and
firms are prohibited from conducting busi-
ness with parties designated as SDGT.

It is important to note that individuals
or companies designated as SDGT or oth-
erwise listed on the SDN List could be in-
ternational trading partners of a client,
with which a law firm or its client has
conducted business legally for years.9

Thus, law firms and their clients alike
need to be aware of this fact and conduct
careful screening of their international
trading partners and other foreign per-
sons and entities with which they conduct
business.

Sanctions and Embargoes: The U.S.
government has imposed sanctions and
maintains embargoes against a number
of countries around the world. Each em-

bargo varies, depending on the country in
question, but generally an embargo pro-
hibits conducting business with the gov-
ernments, companies,and nationals of the
targeted country. OFAC administers and
implements the U.S. embargoes. Current-
ly, the U.S. maintains comprehensive eco-
nomic embargoes against Cuba, Iran, Syr-
ia, and the Sudan.10

The embargo rules are ambiguous in
many respects. For example, a U.S.-owned
subsidiary outside the United States can
deal directly with Syria, Iran, or other
sanctioned countries, as long as no U.S.
person facilitates or approves the transac-
tion. This is true even if the foreign sub-
sidiary is directly controlled by the U.S.
parent, provided that no U.S. person par-
ticipates in the transaction. However, the
addition of a U.S. lawyer in the transac-
tion would mean that the exception would
no longer apply and that the lawyer may
face penalties for violation of the regula-
tions.11

Department of Commerce 
Regulations

The Department of Commerce, through
the Bureau of Industry and Security
(“BIS”), also prohibits conducting business
with certain parties. BIS aims its prohibi-
tions at: (1) parties who have violated U.S.
export control laws—for example, by re-
ceiving illegally exported technology; and
(2) entities engaged in proliferation activi-
ties—for example, government-owned fa-
cilities in the People’s Republic of China or
Pakistan, private concerns identified as
buyers for proliferation projects, and hun-
dreds of other entities world-wide.

Denied Persons List: BIS maintains
the Denied Persons List (“DPL”).12 “De-
nied persons” include persons and compa-
nies prohibited from receiving U.S. prod-
ucts because they have violated U.S. ex-
port control laws. U.S. parties cannot
conduct most business with these parties
absent specific authorization from BIS.
These activities include, by way of exam-
ple, financing, services of any sort (includ-
ing legal services), shipping, and manage-
ment functions that could assist with an
export transaction.13

Entity List: BIS also maintains a list
of entities engaged in proliferation activi-
ties (“Entity List”).14 The Entity List in-
cludes end-users that have been deter-
mined to present an unacceptable risk of
diversion to developing “weapons of mass
destruction” or missiles used to deliver
those weapons. U.S. businesses cannot
deal with these parties absent specific au-
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thorization from BIS. License requests to
deal with persons and entities on either
the DPL or the Entity List must be filed
with BIS.15

Unverified List: In addition to the
DPL and the Entity List, BIS also main-
tains a list of recipients of U.S. exports
who have (for one reason or another) not
allowed the United States to verify that
they are using the technology in the man-
ner reported (“Unverified List”).16 The
Unverified List includes the name and
country of origin of foreign persons who in
the past were parties to a transaction to
which the Department of Commerce
could not conduct a pre-license check or a
post-shipment verification for reasons
outside of the U.S. government’s control.
Although trade with these parties is not
prohibited, trading with them absent
some demonstrable assurance of non-pro-
liferation leaves the U.S. party open to the
allegation that it knowingly disregarded
a proliferation risk and, consequently, is at
risk of potential penalties.

State Department Regulations:
Debarred Parties List

Although the Treasury and Depart-
ment of Commerce prohibitions apply to
any trade with denied or prohibited par-
ties, the State Department is more limit-
ed in its prohibitions. As the regulator of
munitions exports, the State Department
maintains a list of “debarred” parties
(“Debarred Parties List”)—that is, those
who cannot receive exports of U.S.-origin
munitions.17 The term “munitions” is not
limited to military items. The term in-
cludes any technology that has been
specifically designed or modified for mili-
tary application. As with the Treasury
and Department of Commerce list-specific
prohibitions, any effort to engage in a
transaction with a debarred party may re-
sult in criminal or administrative sanc-
tions.18

Penalties
Conducting international business with

a party on any of the lists described above,
or mere participation in a transaction
with them, can result in criminal and ad-
ministrative charges. Depending on the
circumstances, mere proposals to conduct
business or misdirected efforts at compli-
ance also can result in criminal or admin-
istrative charges. In some circumstances,
structuring a transaction involving a pro-
hibited party in a manner that appears to
comply with these restrictions can be in-
terpreted as an attempt at evasion.

Even if an attorney is unaware of the
circumstances of the transactions in
which he or she is involved, not checking
the lists can result in challenges to the at-
torney-client privilege, thereby creating
problems for the attorney and the client.
The government has been quick to assert
the crime-fraud exception to the privilege
if it appears the attorney was used (even
unwittingly) in a transaction with a de-
nied or prohibited party. Lack of knowl-
edge is not a defense, and failure to com-
ply may result not only in penalties for vi-
olating these laws but in losing the
attorney-client privilege.

Penalties may be criminal, civil, or both.
For example, willful violations of the De-
partment of Treasury regulations can pro-
duce fines of $50,000.19 Violations of the
Cuban embargo sanctions can produce
fines of $1 million (for a corporation) and
$100,000 (for an individual).20 Individuals
also may be imprisoned for not more than
ten years for violations of the Department
of Treasury regulations.21

Civil penalties of not more than $11,000
may be imposed for violations of most of
the Department of Treasury embargoes,
such as the Iranian sanctions.22 Civil pen-
alties of not more than $55,000 per viola-
tion also may be imposed for violations of
the Department of Treasury regulations
regarding Cuba.23

Willful violations of the Department of
Commerce regulations can lead to: (1)
criminal penalties of up to ten years in
prison; or (2) fines of five times the value
of the export up to $1 million (for a corpo-
ration) or $250,000 (for an individual), or
both.24 Export violations under the De-
partment of Commerce rules can result in
civil penalties of up to $100,000 and de-
nial of export privileges.25

Importantly, under all of these regula-
tory regimes, each export or transaction
can produce multiple violations. The
penalties are not per “transaction,” leav-
ing open the possibility that one export
transaction can produce multiple viola-
tions and rapidly increase an exporter’s li-
ability. The regulators employ the princi-
ples of “parsing and stacking” to multiply
the number of potential violations.

Violation of Ethical Rules
Depending on the circumstances, viola-

tions of export regulations also may result
in violations of the Colorado Rules of Pro-
fessional Conduct (“Colorado Rules” or
“Colo.RPC.”). Lawyers who take on
blocked persons or entities as clients with-
out screening them or without complying

with the applicable regulations could con-
ceivably run afoul of the following Colo-
rado Rules:

• Colo.RPC 1.1 (concerning compe-
tence)

• Colo.RPC 1.2(e) (requiring consulta-
tions with clients concerning limita-
tions on the lawyer’s conduct)

• Colo.RPC 1.7(b) (concerning conflicts
created by a lawyer’s own interests)

• Colo.RPC 8.4(a) (providing that it
constitutes misconduct to violate a
rule or assist another in doing so).

Likewise, lawyers who commit criminal
violations of export regulations could be
subject to discipline under the Colorado
Rules.These relevant rules include:

• Colo.RPC 8.4(b) (commiting a crimi-
nal act that reflects adversely on a
lawyer’s fitness)

• Colo.RPC 8.4(d) (conduct prejudicial
to the administration of justice)

• Colo.RPC 8.4(h) (other conduct that
adversely reflects on a lawyer’s fit-
ness).

Law Firm Procedures to
Prevent Violations

The regulations and potential penalties
discussed above have important implica-
tions for any law firm that engages in in-
ternational transactions or does business
with foreign parties. Although no nation-
al or statewide practice standards have
been developed, issues that firms should
consider include: (1) identifying listed
clients; (2) assisting clients with removal
from the lists, which may involve obtain-
ing agency licenses; and (3) dealing with
agency investigations.

Implementing a 
Compliance System

The most effective way for a law firm to
prevent potential violations of the export
regulations discussed above is to imple-
ment a comprehensive internal compli-
ance system. Such a system should en-
sure that law firms fulfill their part in
screening illicit transfers of technology
and funds. Moreover, attorneys should ad-
vise any client who may be impacted by
these controls of the existence of the lists
of prohibited parties and the potential
consequences of doing business with a
prohibited party.

Law firms conducting business with
foreign parties or involved in internation-
al transactions should establish a system
to screen their current and potential
clients against the prohibited-party lists,
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adding this task to their regular process
of screening new matters for conflicts of
interest.The two most important lists for
client screening purposes are the SDN
List and DPL. These lists cover a broad
range of both listed individuals/entities
and prohibited activities. Most law firms
will run little risk from failing to screen
client names against the remaining lists
unless they have clients who deal directly
in munitions or are engaged in prolifera-
tion activities.

After clients have been screened, firms
must exercise continued vigilance, be-
cause the lists are not fixed.As a result of
ongoing investigative activities of federal
agencies, parties can be added to the lists
at any time. Therefore, a well-designed
screening system will include a process to
periodically re-screen current clients
against the updated lists.Because the lists
are available on the Internet, re-screening
existing customers is not a cumbersome
process. There is no set standard regard-
ing how often the screens need to be con-
ducted, so each law firm will have to use
its business discretion regarding this
screening process.

Removing Names from Lists
If a current or potential client appears

on the list, it is possible that the client’s
name was added in error or that other cir-
cumstances would warrant removal from
the list. Commentators and civil libertari-
ans have assailed prohibited-party lists as
being inaccurate, over-inclusive, and vi-
olative of constitutional rights.They have
further complained that the administra-
tive procedures available for removing
names from the lists are inadequate and
provide for limited judicial review.26 The
process for removing a name from a list
depends on the governmental agency’s
procedures, but it would probably require
the filing of an administrative appeal with
the applicable governmental agency.27

In the event that a client’s name ap-
pears on a list in error, a law firm should
proceed with caution in assisting the
client in requesting de-listing. Once a
client is listed, the firm may have to re-
ceive a license from the Treasury, Com-
merce,or State Department,as applicable,
prior to providing any further services to
the client (including assisting in getting a
client’s name removed from a list).This li-

censing requirement will vary depending
on the embargo regime or other grounds
for listing of the client.

Investigation Considerations
In the more serious event that a client

or law firm is caught in an investigation
premised on any of the regulations dis-
cussed in this article, the situation calls
for a somewhat specialized defense proto-
col. In these instances, the client or firm
should retain experienced counsel both to
handle the traditional criminal defense
and to make changes in their compliance
procedures so as to demonstrate proper
remediation and compliance efforts. A
well-designed compliance program, in-
cluding recordkeeping and screening ef-
forts, could be considered a mitigating fac-
tor in the event of a violation.

Conclusion
The “war on terror” has domestic rami-

fications that can reach into a law firm’s
client list. The best counter-measure is a
comprehensive compliance program that
screens clients and ensures that the firm
and its clients are well educated about
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these issues. A well-designed screening
system will help a law firm avoid potential
violations of regulatory controls for inad-
vertently conducting business with a pro-
hibited party.Prevention is the most effec-
tive way to ensure compliance and avoid
being subject to a federal investigation.
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APPENDIX:
Online Lists of Prohibited Persons and Entities

List Responsible Agency Website

Specially Designated Nationals
and Blocked Persons (“SDN”)
List: Terrorists, drug traffickers, and
persons or companies acting on be-
half of embargoed countries, territo-
ries, and drug traffickers

Department of Treasury,
Through the Office of 
Foreign Assets Control
(“OFAC”)

http://www.treas.gov/offices/enforcement/ofac/sdn

Denied Persons List (“DPL”): Per-
sons and companies prohibited from
receiving U.S. products because they
have violated U.S. export control laws

Department of Commerce,
Through Bureau of Industry
and Security (“BIS”)

http://www.bis.doc.gov/dpl/Default.shtm

Entity List: Entities engaged in pro-
liferation activities

Department of Commerce,
Through BIS

http://www.bis.doc.gov/Entities/Default.htm

Unverified List: Recipients of U.S.
exports who have not allowed the
United States to verify that they are
using the technology in the manner
reported

Department of Commerce,
Through BIS

http://www.bis.doc.gov/Enforcement/UnverifiedList/
unverified_parties.html

Debarred Parties List: Those who
cannot receive exports of U.S.-origin
munitions

State Department,Through
the Directorate of Defense
Trade Controls

http://pmdtc.org/debar059.htm
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