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Disclaimer:
In accordance with the State Administrative Procedure Act, this draft is filed with the Secretary of State and submitted to the Department of Regulatory Agencies. Sections 24-4-103(2.5) and (3)(a), C.R.S. (2020). A draft must be submitted to the Department at the time that a notice of proposed rulemaking is filed with the Secretary of State.
This is a preliminary draft of the proposed rules that may be revised before the November 16, 2020 rulemaking hearing. If changes are made, a revised copy of the proposed rules will be available to the public and a copy will be posted on the Department of State’s website no later than November 11, 2020. Section 24-4-103(4)(a), C.R.S. (2020). “[A]ny proposed rule or revised proposed rule by an agency which is to be considered at the public hearing…shall be made available to any person at least five days prior to said hearing.”
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Current 8 CCR 1505-11 is amended as follows: 
[New Rule 2.1.1]
2.1.1	An applicant must put his or her legal name on applications and renewals. The first and last name must match the name on the applicant’s government-issued identification. If the last name on the identification contains more than one name, the applicant must include all of those names in the last name field on the application and not abbreviate any part.
[Not shown: current Rules 2.1.1 through 2.1.6 are renumbered as Rules 2.1.2 through 2.1.7]
[New Rule 2.3]
2.3	Communication 
2.3.1	A notary public must be able to communicate directly with, be understood by, and understand the individual for whom the notary public is performing a notarial act.
2.3.2	A notary public may not use a translator or translator services to communicate with the individual for whom the notary public is performing a notarial act. This prohibition applies to all methods of notarization, including electronic and remote notarization, authorized by The Revised Uniform Law on Notarial Acts (Title 24, Article 24, Part 5, C.R.S.).
[Current Rule 3.3.2 is amended.]
3.3.2	A certificate of successful completion of an approved course of instruction expires six months 90 days from the date of issuance.
[Current Rule 3.3.3 is amended.]
3.3.3	The certificate of proof of successful completion of an approved course of instruction must contain: 
(a)	The name of the vendor or course provider who provided the course; 
(b)	The name of the person who completed the course; 
(c)	The date of completion of the course; 
(d)	The statement, “This certificate of proof of completion is valid for a period of six months 90 days from the date of issuance.”; and 
(e)	For vendors, the seal of accreditation.
[Current temporary Rule 5 concerning remote notarization is re-codified as follows:]
Rule 5 – Remote Notarization
5.1	Definitions
As used in these Rules the Revised Uniform Law on Notarial Acts (Title 24, Article 21, Part 5, C.R.S.) and this Rule 5, unless otherwise stated:
[Temporary Rule 5.1.1 is repealed because the definition of “Audio-video communication” is codified in section 24-21-502(1.3), C.R.S.]
5.1.1	“Audio-video communication” means communication by which an individual is able to see, hear, and communicate with a remotely located individual in real time using electronic means.
[Temporary Rule 5.1.2 is repealed because the definition of “Outside the United States” is codified in section 24-21-514.5(1)(c), C.R.S.]
5.1.2	“Outside the United States” means a location outside the geographic boundaries of the United States, Puerto Rico, the United States Virgin Islands, and any territory or insular possession subject to the jurisdiction of the United States.
[Temporary Rule 5.1.3 is repealed because the definition of “Real-time” or “in real time” is codified in section 24-21-502(10.5), C.R.S.]
5.1.3	“Real time” or “in real time” means, with respect to an interaction between individuals by means of audio-video communication, that the individuals can see and hear each other substantially simultaneously and without interruption or disconnection. Delays of a few seconds that are inherent in the method of communication do not prevent the interaction from being considered to have occurred in real time.
[Temporary Rule 5.1.4 is repealed because the definition of “Remotely located individual” is codified in section 24-21-502(11.3), C.R.S.]
5.1.4	“Remotely located individual” means an individual who is not in the physical presence of the notary public who performs a notarial act under this Rule 5.
[Temporary Rule 5.1.5 is repealed because the definition of “Remote notarization” is codified in section 24-21-502(11.5), C.R.S.]
5.1.5	“Remote notarization” means an electronic notarial act performed with respect to a record by means of real-time audio-video communication in accordance with Rule 5.
[Temporary Rule 5.1.6 is repealed because the definition of “Remote notarization system” is codified in section 24-21-502(11.7), C.R.S.]
5.1.6	“Remote notarization system” means any electronic device or process that allows a notary public and a remotely located individual to communicate with each other simultaneously by sight and sound such as mainstream videoconferencing technologies, including those in phone application form, that will record the entire communication.
[Temporary Rule 5.1.7 is repealed because the definition of “Remote presentation” is codified in section 24-21-514.5(1)(e), C.R.S.]
5.1.7	“Remote presentation” means the transmission to the notary public through the devices or processes referenced in Rule 5.1.6 of an image of a government-issued identification that is sufficient quality to enable the notary public to identify the remotely located individual seeking the notary public’s services.
[Proposed permanent definitions]
5.1.1	“Personal information” means any information or data that is collected or used in order to complete the transaction subject to remote notarization or in the remote notarization itself. The term is not limited to data included in the electronic record that is being remotely notarized. 
5.1.2	“Provider” refers collectively to both remote notarization system providers and remote notarization storage providers.
5.1.3	“Remote notarization system provider” means a business entity that provides a remote notarization system, as defined in section 24-21-502(11.7), C.R.S., that includes storage of both the notarized electronic records and the audio-video recordings required by section 24-21-514.5(9)(a), C.R.S.
5.1.4	“Remote notarization storage provider” means a business entity that solely provides storage of notarized electronic records and the audio-video recordings required by section 24-21-514.5(9)(a), C.R.S.
5.2	Requirements to perform remote notarization
[Temporary Rule 5.2.1 is repealed because section 24-21-514.5(2)(a), C.R.S., outlines location requirements for whom a notary public may perform a remote notarization.]
5.2.1	A notary public may perform a remote notarization only for a remotely located individual who is located in the state of Colorado.
[Temporary Rule 5.2.2 repealed because exclusions are codified in section 24-21-514.5(2)(b), C.R.S.]
5.2.2	Exclusions
A notary public must not use a remote notarization system to notarize:
(a)	A record relating to the electoral process; or
(b)	A will as defined under section 15-10-201(59), c.r.s., except as required in accordance with 5.2.9(c).
[Temporary Rule 5.2.3 is repealed because remote notary requirements are codified in section 24-21-514.5(3), C.R.S.]
5.2.3	A notary public who performs a notarial act for a remotely located individual by means of audio-video communication must be currently commissioned in the state of Colorado and located in the state of Colorado at the time the notarial act is performed.
[Temporary Rule 5.2.4 is repealed because remote notarization system requirements are codified in section 24-21-514.5(5), C.R.S.]
5.2.4	The remote notarization system used to perform remote notarizations must be sufficient to:
(a)	Enable the notary public to verify the identity of the remotely located individual and any required witness by means of personal knowledge or satisfactory evidence of identity; 
(b)	Enable the notary public to verify that the notary public, the remotely located individual, and any required witness are viewing the same record and that all signatures, changes, and attachments to the record made by the remotely located individual and any required witness are made in real time; and
(c)	Record the interaction such that the verifications may be clearly viewed at a later date.
[Temporary Rule 5.2.5 is repealed because requirements for ensuring satisfactory evidence of identity are codified in section 24-21-514.5(6), C.R.S.]
5.2.5	Requirements for ensuring satisfactory evidence of identity
(a)	A notary must determine from personal knowledge or satisfactory evidence that the remotely located individual appearing before the notary public by means of audio-video communication is the individual that he or she claims to be.
(b)	A notary public has satisfactory evidence of identity if the notary public can identify the remotely located individual by means of audio-video communication by using at least one of the following methods:
(1)	The oath or affirmation of a credible witness who personally knows the remotely located individual, is personally known to the notary public or presents evidence of identity with government-issued identification as required by section 24-21-507, C.R.S., and is in the physical presence of the notary public or the remotely located individual;
(2)	Remote presentation of a government-issued identification and the data contained on the identification of the remotely located individual as required by section 24-21-507, C.R.S..
[Temporary Rule 5.2.6 is repealed because it duplicates section 24-21-514.5(7), C.R.S.]
5.2.6	Consistent with section 24-21-508, C.R.S., a notary public may refuse to perform a notarial act under Rule 5 if the notary public is not satisfied that the requirements of this Rule 5 are met. 
[Temporary Rule 5.2.7 is repealed because it duplicates section 24-21-514.5(8), C.R.S.]
5.2.7	The certificate of notarial act for a remote notarization must, in addition to complying with the requirements of section 24-21-515, C.R.S., indicate that the notarial act was performed using audio-video technology. 
[Temporary Rule 5.2.8 is repealed because requirements for audio-video recording are codified in section 24-21-514.5(9), C.R.S.]
5.2.8	Requirements for audio-video recording
(a)	A notary public must create an audio-video recording of a remote notarization and must:
(1)	first disclose to the remotely located individual the fact of the recording and the details of its intended storage, including where and for how long it will be stored; 
(2)	Ensure that the remotely located individual explicitly consents to both the recording and the storage of the recording; and
(3)	Securely store the recording for a period of ten years in compliance with section 24-21-519, C.R.S. 
(b)	The notary must make a good faith effort to only include the information required in Rule 5.2.8(c).
(c)	The audio-video recording must contain :
(1)	At the beginning of the recording, a recitation by the notary public sufficient to identify the notarial act including:
(A)	The name of the notary public;
(B)	The date and time of the notarial act;
(C)	A description of the document or documents to which the notarial act relates;
(D)	The identity of the remotely located individual whose signature will be the subject of the notarial act; 
(E)	The identity of any person who will act as a credible witness, if required, to identify the signer; and 
(F)	The method or methods by which the remotely located individual and any witness, if required, will be identified to the notary public.
(2)	A declaration by the remotely located individual that his or her actions before the notary public are knowingly and voluntarily made;
(3)	If the remotely located individual for whom the notarial act is being performed is identified by personal knowledge, an explanation by the notary public as to how the notary public knows the remotely located individual and for how long;
(4)	If the remotely located individual is identified by a credible witness:
(A)	A statement by the notary public as to how the notary public knows the credible witness and for how long the notary public has known the credible witness or evidence of identity using government-issued identification as required by section 24-21-507, C.R.S.; and
(B)	An explanation by the credible witness as to how the credible witness knows the remotely located individual;
(5)	Any other statements, acts, and conduct necessary to perform the requested notarial act.
(d)	The provisions of section 24-21-519, C.R.S., that relate to the security, inspection, copying, retention, and disposition of a notary public’s journal apply equally to the security, inspection, copying, retention, and disposition of audio-video recordings required by this section.
[Temporary Rule 5.2.9 is repealed]
5.2.9	Transmittal of record to be notarized
(a)	After the notary public performs the notarial act, the remotely located individual must transmit a legible copy of the record by fax, email, or other electronic means directly to the notary on the same date that the act took place; and
(b)	The notary public must notarize the transmitted copy of the document as soon as received and transmit the same back to the person.
(c)	If the record is a will, as defined under section 15-10-201(59) C.R.S.:
(1) 	The original signed record must be presented to the notary public within 15 calendar days of the date of the remote notarization; and
(2)	Within three calendar days of receiving the signed record, the notary public must confirm that such record is identical to the record remotely notarized under Rule 5.2, and, if so, affix the notary public’s signature and seal on to the original signed record, reflecting the date of the remote notarization.
(3)	A will of a remotely located testator is not acknowledged in accordance with section 15-11-502(1)(c)(II), C.R.S. unless it is notarized pursuant to all the requirements of 5.2.9(C).
[Temporary Rule 5.3 is repealed because a journal requirement is codified in section 24-21-519(2)(b), C.R.S. Proposed permanent Rule 5.4 that appears later in this draft outlines additional clarification/requirements concerning Journal to record remote notarizations.]
5.3	A notary public must record all remote notarizations in his or her notary journal.
[Temporary Rule 5.4 is repealed because requirements for a provider of a remote notarization system concerning the use and sale personal information are codified in section 24-21-514.5(11)(c), C.R.S. and replaced by New Rule 5.4 ]
5.4	Notaries performing remote notarization, mainstream videoconferencing technology companies and remote notarization vendors must not use, sell, or offer to sell to another person or transfer to another person any personal information, including related to the individual or the transaction, obtained under this Rule 5 that pertains to the remotely located individual, a witness to a remote notarization, or an individual named in a record presented for remote notarization, except:
5.4.1	As necessary to facilitate performance of a notarial act;
5.4.2	To effect, administer, enforce service, or process a record provided by or on behalf of the individual or the transaction of which the record is a part; 
5.4.3	In accordance with this Rule 5 or other applicable federal, state or local law;
5.4.4	To comply with a lawful subpoena or court order; or
5.4.5	In connection with a proposed or actual sale, merger, transfer, or exchange of all or a portion of a business or operating unit of the provider if the personal information concerns only customers or the business or unit and the transferee agrees to comply with the restrictions set forth in this Rule 5.4.
[Proposed new permanent Rules 5.2, 5.3, and 5.4:]
5.2	Requirements for Remote Notaries
5.2.1	Application 
(a)	A notary public must submit a notice of intent on the approved application form and receive approval from the Secretary of State before the notary can remotely notarize a document. The notary must submit proof of successful completion of remote notarization training and examination and the required fee. 
(b)	A notary public must already be commissioned as Colorado notary public with Active status to be approved as a remote notary.
(c)	An individual may file the notice of intent when initially applying to become a Colorado notary public but may only remotely notarize a document after being commissioned and approved. 
(d)	A remote notary public must renew every four years or until his or her regular notary public commission requires renewal, whichever date comes first. No more than 90 days before renewing his or her remote notary status, the remote notary public must successfully complete the renewal training, pass the required exam, and pay the required fee.
(e)	In applying to become a remote notary public or upon renewal, the individual must select an approved remote notarization system provider. 
5.2.2	Approved Course of Instruction/Examination 
(a)	The Secretary will provide a remote notarization training course and examination. 
(b)	If the Secretary determines that there is a need for additional instructors, the Secretary may designate a third-party training course or appoint certified notary public instructors to administer the remote training course and testing for applicants.
5.2.3	Requirements for Remote Notary Public Seal
(a)	Form of remote notary public seal and signature
(1)	A remote notary public must affix to an electronic record a seal that in both appearance and content matches the manually applied official stamp required by section 24-21-517, C.R.S. 
(2)	The signature used by the remote notary public for remote notarizations must match the signature that the remote notary public submitted to the Secretary of State for and is on file as the notary’s most recent underlying commission as a Colorado notary public. This is the signature identified as the notary public’s “official signature” on the notary’s most recent affirmation form or on the notary’s most recent signature change form, whichever was filed later. A remote notary public may not use the remote notarization application or any update form to change the notary’s official signature.
(b)	Use of and access to remote notary public’s seal and signature
(1)	The remote notary’s seal and signature must: 
(A)	Be retained under the remote notary public’s sole control and access through the authentication required by Rule 5.3.3 (a)(4).
(B)	Appear as images on any visual or printed representation of a remote notarial certificate regardless of the technology being used to affix the images; and
(C)	Be attached or logically associated with both the electronic record being notarized and the certificate of notarial act being affixed and linked such that any subsequent alteration to either item is observable through visual examination, i.e., the document must be rendered tamper-evident.
(2)	A remote notary public’s employer, including the employer's employees and agents, must not use or permit the use of a remote notary’s seal or signature by anyone except the remote notary public. 
(3)	On resignation from or the revocation of the notary public’s commission or on the death or adjudication of incompetency of the notary public, the notary or that notary’s personal representative or guardian must delete the notary’s seal and signature from the remote notary system provider’s system.
5.2.4	Journal to record remote notarizations 
(a)	In addition to the journal information required by section 24-21-519(3), C.R.S., the remote notary public must record the name of the remote notarization system provider used for each remote notarization.
(b)	The remote notary public must retain his or her electronic journal under the remote notary public’s sole control and access and all other requirements of section 24-21-519, C.R.S. apply.
(c)	The electronic journal must be securely backed up and be tamper-evident. 
(d)	On resignation from or the revocation of the notary public’s commission or on the death or adjudication of incompetency of the notary public, the notary or that notary’s personal representative or guardian with knowledge of the existence of or knowingly in possession of the remote notarization journal and recordings must retain or dispose of the journal and the audio-video recordings in accordance with sections 24-21-514.5(9)(c) and 24-21-519, C.R.S. Only remote notarization system providers and remote notarization storage providers that have been approved by the Secretary of State may store audio-video recordings.
5.2.5	A remote notary public must stop the remote notarization process and restart from the beginning if:
(a)	The remotely located individual or the remote notary public must exit the remote notarization system before completion of the notarial act; 
(b)	The audio or visual feed is interrupted or terminated; or
(c)	The resolution or quality of the transmission becomes such that the remote notary public believes the process has been compromised and cannot be completed.
5.2.6	A remote notary public has an ongoing duty to verify that each remote notary provider used has Active status with the Secretary of State’s office at the time of a remote notarization.
5.2.7	In accordance with section 24-21-529(2), C.R.S., a remote notary may charge a fee, not to exceed ten dollars, for the notary’s electronic signature.
5.2.8	A remote notary public must notify the Secretary of State in writing through the Secretary of State’s online system within 30 days after changing a remote notarization system provider or remote notarization storage provider.
5.2.9	Expiration of the Secretary of State’s approval to perform remote notarizations:
(a)	Approval automatically expires:
(1)	Upon revocation, expiration, or resignation of the notary’s commission;
(2)	30 days after the notary’s name changes unless the notary previously submitted a name change.
(3)	Upon conviction of a felony;
(4)	Upon conviction of a misdemeanor involving dishonesty;
(5)	If the notary no longer has a place of employment or practice or a residential address in the state of Colorado; or
(6)	Upon the revocation of approval of the remote notarization system provider or the remote notarization storage provider used by the remote notary public unless the remote notary public either notified the Secretary of State of another provider or already has alternative providers on file with the Secretary of State.
(b)	If approval expires, the remote notary public or the notary’s authorized representative must delete the notary’s seal and signature from the remote notary provider’s system and dispose of the journal and the audio-video recordings in accordance with sections 24-21-514.5(9)(c) and 24-21-519, C.R.S. unless within 30 days of the expiration, the Secretary of State reapproves the notary.
5.3	Requirements for providers
5.3.1	Provider Protocols
(a)	The Colorado Secretary of State’s Provider Protocols (2020) are hereby incorporated by reference. 
(1)	Material incorporated by reference in the Notary Rules does not include later amendments or editions of the incorporated material. 
(2)	Copies of the material incorporated by reference may be obtained by contacting the Colorado Department of State, 1700 Broadway, Suite 550, Denver, CO 80290, (303) 894-2200. Copies are also available online at https://www.sos.state.co.us/pubs/notary/home.html 
(b)	All providers must meet the requirements of the Provider Protocols.
[A working draft of the Provider Protocols is posted online at https://www.sos.state.co.us/pubs/rule_making/hearings/2020/NotaryRulesHearing20201116.html. We invite review and comment on the Provider Protocols in addition to the preliminary draft notary rules.]
5.3.2	Application
(a)	A provider must submit the approved application form and receive approval from the Secretary of State before the provider can provide services to a Colorado remote notary public.
(b)	The applicant must provide to the Secretary of State in its application:
(1)	The certification required by section 24-21-514.5 (11)(a), C.R.S. 
(2)	The following information:
(A)	The names of all business entities and any of their affiliates that will have access to either personally identifying information and any non-personally identifying data gathered during the remote notarization process and procedures; and
(B)	A copy of the data privacy policy provided to users, which clearly specifies the permissible uses for both personally identifying and non-personally identifying data.
(3)	All data and technology specifics required in the application and set forth in the Provider Protocols under Rule 5.3.1. 
(c)	At the time of application, the applicant must be in Good Standing status as a business entity registered to do business in Colorado and must continue to maintain that status while providing remote notarization services to Colorado remote notaries public.
(d)	The Secretary of State may require an applicant to supplement its application with additional information, including an in-person demonstration or electronic demonstration of the applicant’s system. 
(e)	The applicant must pay the required application fee.
5.3.3	Criteria and standards for approval of remote notarization system providers.
(a)	In order to be approved and maintain continuing eligibility, a remote notarization system provider must:
(1)	Provide a remote notarization system that complies with the technical specifications of these rules and the standards, including data security and integrity requirements, set forth in the Secretary of State’s Provider Protocols under Rule 5.3.1;
(2)	Verify the authorization of a Colorado notary public to perform remote notarial acts before each remote notarization; 
(3)	Suspend the use of its remote notarization system for any remote notary public if the notary’s underlying commission or the Secretary of State’s approval of the notary public to perform remote notarizations has been denied, suspended, or revoked by the Secretary or when the notary has resigned; and
(4)	Ensure that access to a remote notary public’s signature and seal is limited solely to the remote notary public and protected by the use of a password authentication, token authentication, biometric authentication, or other form of authentication that is described in the remote notarization system provider’s application.
(5)	Verify that a Colorado remote notary public has Active status with the Secretary of State’s office at the time of each remote notarization.
(b)	Communication technology provided by the remote notarization system provider must:
(1)	Provide for continuous, synchronous audio-visual feeds;
(2)	Provide sufficient video resolution and audio clarity to enable the remote notary public and the remotely located individual to see and speak to one another simultaneously through live, real time transmission;
(3)	Provide sufficient captured image resolution for credential analysis to be performed in accordance with section 24-21-514.5(6)(b)(II), C.R.S., and this Rule 5;
(4)	Include a means of authentication that reasonably ensures only the proper parties have access to the audio-video communication; 
(5)	Be capable of securely creating and storing or transmitting securely to be stored an electronic recording of the audio-video communication, keeping confidential the questions asked as part of any identity proofing assessment, and the means and methods used to generate the credential analysis output; and
(6)	Provide reasonable security measures to prevent unauthorized access to:
(A)	The live transmission of the audio-video communication;
(B)	A recording of the audio-video communication;
(C)	The verification methods and credentials used to verify the identity of the principal; and
(D)	The electronic records presented for remote notarization.
(c)	Credential analysis provided by a remote notarization system provider must satisfy the requirements of the Secretary of State’s Provider Protocols under Rule 5.3.1.
(d)	Dynamic, knowledge-based authentication assessment, if selected by a remote notarization system provider as the method of verifying the identity of the remotely located individual per section 24-21-514.5(6)(b)(II)(A), C.R.S., must satisfy the requirements of the Secretary of State’s Provider Protocols under Rule 5.3.1.
(e)	Public Key Certificate or an identity verification method by a trusted third party. A remote notarization system provider may satisfy section 24-21-514.5(6)(b)(II)(B) or (c), C.R.S., by providing a method of identification of the remotely located individual that satisfies the requirements of the Secretary of State’s Provider Protocols under Rule 5.3.1.
(f)	Data Storage and security
A remote notarization system provider must provide a storage system that complies with the technical specifications of these rules and the standards, including data security and integrity protocols, set forth in the secretary of state’s Provider Protocols under Rule 5.3.1.
5.3.4	Criteria and standards for approval of remote notarization storage providers
In order to be approved and maintain continuing eligibility, a remote notarization storage provider must provide a storage system that complies with the technical specifications of these rules and the standards, including data security and integrity protocols, set forth in the Secretary of State’s Provider Protocols under Rule 5.3.1.
5.3.5	Notifications
(a)	If a remote notarization system provider or storage provider becomes aware of a possible security breach involving its data, the provider must give notice to both the Secretary of State and each Colorado remote notary public using its services no later than thirty days after the date of determination that a security breach occurred. The provider must comply with any other notification requirements of Colorado’s data privacy laws.
(b)	No later than 30 days before making changes to the remote notarization system or storage system used by Colorado remote notaries, a provider must both request approval from the Secretary of State and notify each Colorado remote notary public using its services. Changes to the system or storage must conform to statutory and rule requirements. 
(c)	For non-system or storage-related changes to the provider’s information on file with the Secretary of State, the provider must notify and update information provided to the Secretary of State no later than 30 days after changes to the provider’s previously supplied information. This requirement includes changes to the disclosures required by Rule 5.3.2(b)(2).
5.3.6	Complaints. A person may file a complaint with the Secretary of State against an approved provider. The complaint must allege a specific violation of Colorado’s Revised Uniform Law on Notarial Acts or these rules. The person must submit the signed and dated complaint on the Secretary of State’s standard form.
5.3.7	Grounds for termination of approval. The Secretary of State may terminate approval of a provider for any of the following reasons:
(a)	Violation of any provision of Colorado’s Revised Uniform Law on Notarial Act or these rules;
(b)	Making representations that the Secretary of State endorses, recommends, or mandates use of any of the provider’s products, goods, or services; 
(c)	If the provider sustains a data breach; and
(d)	Failure to timely respond to the Secretary of State’s request for information or otherwise cooperate with an investigation, including providing requested information.
5.3.8	Right to appeal denial or termination of approval. If the Secretary of State denies or proposes to terminate an approved provider’s status, the provider has the right to request a hearing as provided in the State Administrative Procedure Act, (Article 4 of Title 24, C.R.S.) 
(a)	If the provider does not request a hearing, termination of approval will be effective 30 days after the mailing date of the termination notice. 
(b)	Termination does not bar the Secretary of State from beginning or continuing an investigation concerning the provider.
5.4	Use of personal information
5.4.1	The limited exceptions in section 24-21-514.5(11)(c)(I) through (IV), C.R.S., do not include or authorize the use of personal information for the purpose of generating additional business or marketing opportunities by or for:
(a)	The remote notary;
(b)	The remote notary’s employer or any business for whom the remote notary may be providing contracted services; or 
(c)	The provider or any of its affiliates.
5.4.2	Such use is prohibited and cannot be waived by the explicit consent required section 24-21-514.5(9)(a)(II), C.R.S., or otherwise.

